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Introduction

Introduction

Tenable.ot protects industrial networks from cyber threats, malicious insiders and human error. From threat
detection and mitigation to asset tracking, vulnerability management, configuration control and Active Query
checks, Tenable.ot’s ICS security capabilities maximize your operational environments visibility, security and
control.

Tenable.ot offers comprehensive security tools and reports for IT security personnel and OT engineers. It provides
unmatched visibility into converged IT/OT segments and ICS activity, and delivers crystal-clear situational
awareness across all sites and their respective OT assets—from Windows Servers to PLC backplanes—in a single

pane of glass.

Tenable.ot has the following key features:

® 360-Degree Visibility - Attacks can easily propagate in an IT/OT infrastructure. With a single platform to
manage and measure cyber risk across your OT and IT systems, you have complete visibility into your
converged attack surface. Tenable.ot also natively integrates with leading IT security and operational
tools, such as your Security Information and Event Management (SIEM) solution, log management tools,
next-generation firewalls, and ticketing systems. Together, this builds an ecosystem of trust where all of
your security products can work together as one to keep your environment secure.

® Threat Detection and Mitigation - Tenable.ot leverages a multi-detection engine to find high-risk events
and behaviors that can impact OT operations. These engines include policy, behavioral and signature-
based detection.

® Asset Inventory and Active Detection - Leveraging groundbreaking patented technology, Tenable.ot
provides unparalleled visibility into your infrastructure—not only at the network level, but down to the
device level. It uses native communication protocols to actively query both IT and OT devices in your ICS
environment in order to identify all of the activities and actions occurring across your network.

® Risk-Based Vulnerability Management - Drawing on comprehensive and detailed IT and OT asset tracking
capabilities, Tenable.ot generates vulnerability and risk levels using Predictive Prioritization for each asset
in your ICS network. These reports include risk-scoring and detailed insights, along with mitigation
suggestions.

® Configuration Control - Provides a full granular history of device configuration changes over time,
including specific ladder logic segments, diagnostic buffers, tag tables and more. This enables
administrators to establish a backup snapshot with the “last known good state” for faster recovery and
compliance with industry regulations.
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Introduction

Tenable.ot Technologies

The Tenable.ot comprehensive solution comprises two core collection technologies:

10

Network Detection — Tenable.ot network detection technology is a passive deep-packet inspection engine
specifically designed to address the unique characteristics and requirements of industrial control systems.
Network Detection provides in depth, real time visibility into all activities performed over the operational
network, with a unique focus on engineering activities. This includes firmware downloads/uploads, code
updates and configuration changes performed over proprietary, vendor specific communication
protocols. Network detection alerts in real-time for suspicious/unauthorized activities and produces a
comprehensive event log with forensic data. Network Detection generates two types of alerts:

0 Policy Based — You can activate predefined policies or create custom policies which whitelist and/or
blacklist specific granular activities indicative of cyber threats or operational mistakes to trigger
alerts. Policies can also be set to trigger Active Query checks for predefined situations.

0 Behavioral Anomalies — The system detects deviations from a network traffic baseline, which was
established based on traffic patterns during a specified time range. It also detects suspicious scans
that are indicative of malware and reconnaissance behaviors.

0 Signature Detection Policies — these policies use signature-based OT and IT threat detection to
identify network traffic that is indicative of intrusion threats. The detection is based on rules that
have been catalogued in Suricata's Threats engine.

Active Query — Tenable.ot’s patented querying technology monitors devices that are on the network by
periodically surveying the metadata of control devices in the ICS network. This capability enhances
Tenable.ot’s ability to automatically discover and classify all the ICS assets, including lower-level devices
such as PLCs and RTUs, even when they aren't active in the network. It also identifies locally implemented
changes in the device’s metadata (e.g. firmware version, configuration details and state) as well as
changes in each code/function block of the device’s logic. Since it uses read only queries in the native
controller communication protocols, it is completely safe and has no impact on the devices. Queries can
be run periodically based on a predefined schedule or on-demand by the user.
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Solution Architecture

Tenable.ot Platform Components

The Tenable.ot solution is comprised of two components:

® Tenable.ot Appliance — this component collects and analyses the network traffic directly from the
network (via a span port or network tap) and/or using a data feed from the Tenable.ot Sensors. The
Tenable.ot appliance executes both the Network Detection and Active Query functions.

® Tenable.ot Sensors - small devices that can be deployed on network segments that are of interest, up to
one sensor per managed switch. The sensors are available in 2 form factors: compact rack mount or DIN-
Rail mount. They provide full visibility into these network segments by capturing all the traffic, analyzing
it and then communicating the information to the Tenable.ot appliance.

<
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=] (1ag) (&g} = | O =
PLC Panel Panel PLC RTU PLC

Network deployment of Tenable.ot appliance and Sensors
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Network Components

Tenable.ot supports interaction with the following network components:

® Tenable.ot user (management) — Users accounts are created to control access to the Tenable.ot
Management Console. The Management Console is accessed through a web browser (Google Chrome) via
a secure socket-layer authentication (HTTPS).

® Active Directory Server — User credentials can optionally be assigned using an LDAP server, such as Active
Directory. In this case, user privileges are managed on the Active Directory.

® SIEM —Tenable.ot Event logs can be sent to a SIEM using Syslog protocol.

® SMTP Server — Tenable.ot Event notifications can be sent from by email to specific groups of employees
via an SMTP server.

® DNS Server — DNS servers can be integrated into Tenable.ot to help in resolving asset names.

e Third party applications — External applications can interact with Tenable.ot using its REST APl or access
data using other specific integrations?.

System Elements

Assets

Assets are the hardware components in your network such as controllers, engineering stations, servers etc.
Tenable.ot's automated asset discovery, classification and management provides an accurate asset inventory by
continuously tracking all changes to devices. This simplifies sustaining of operational continuity, reliability and
safety. It also plays a key role in planning maintenance projects, prioritizing upgrades, patch deployments, incident

response and mitigation efforts.

Risk Assessment

Tenable.ot applies sophisticated algorithms to assess the degree of risk posed to each asset on the network. A Risk

Score (from 1 to 100) is given for each Asset in the network. The Risk score is based on the following factors:

® Events - that occurred in the network that affected the device (weighted based on Event severity and how
recently the Event occurred).

Events are weighted according to currency, so that more recent Events have a greater impact on the

Risk score than older Events.

1 For example, Tenable.ot supports integration with Palo Alto Networks Next Generation Firewall (NGFW) and Aruba ClearPass,
enabling Tenable.ot to share asset inventory info with these systems. Tenable.ot can also integrate with other Tenable
platforms such as Tenable.io and Tenable.sc. Integrations are configured under Local Settings > Integrations, see LocAL
SETTINGS.
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® Vulnerabilities — issues discovered in the network that may pose a threat to your network security (e.g.
obsolete operating systems, usage of vulnerable protocols, vulnerable open ports, etc.)

® CVEs - Common Vulnerabilities and Exposures, which are catalogued on NIST’s National Vulnerability
Database (NVD).

® Asset Criticality — a measure of the importance of the device to the proper functioning of the system.

For PLC’s that are connected to a backplane, the Risk score of other modules that share the

- backplane affect the PLC's Risk score.

Policies and Events

Policies are used to define specific types of events that are suspicious, unauthorized, anomalous or otherwise
noteworthy that take place in the network. When an event occurs that meets all the Policy Definition conditions
for a particular Policy, an Event is generated in the system. The Event is logged in the system and notifications are

sent out in accordance with the Policy Actions configured for the Policy.

There are two types of policy events:

® Policy-based Detection — which trigger an Event when the precise conditions of the Policy, as defined by a
series of event descriptors, are met.

® Anomaly Detection —which trigger Events when anomalous or suspicious activity is identified in the
network.

The system features a set of predefined policies (out-of-the-box). In addition, the system offers the ability to edit

the predefined policies or define new custom policies.

Policy-Based Detection

For Policy-based detection, you configure the specific conditions for what events in the system trigger Event
notifications. Policy-based Events are triggered only when the precise conditions of the policy are met. This
ensures zero false positives, as the system alerts for actual events that take place in the ICS network, while
providing meaningful detailed information about the ‘who’, ‘what’, ‘when’, ‘where’ and ‘how’. The policies can be

based on various Event types and descriptors. The following, are some examples of possible policy configurations:

® Anomalous or unauthorized ICS control-plane activity (engineering): for example, an HMI should not
query the firmware version of a controller (may indicate reconnaissance), and a controller should not be
programmed during operational hours (may indicate unauthorized, potentially malicious activity).

® Change to controller’s code — a change to the controller logic was identified (“Snapshot mismatch”).

® Anomalous or unauthorized network communications: for example, an un-allowed communication
protocol was used between two network assets or a communication took place between two assets that
have never communicated before.

® Anomalous or unauthorized changes to the asset inventory: for example, a new asset was discovered or
an asset stopped communicating in the network.

® Anomalous or unauthorized changes in asset properties: for example, the asset firmware or state has
changed.

13
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Abnormal writes of set-points: Events are generated for changes made to specific parameters. The user
can define the allowed ranges for a parameter and generate Events for deviations from that range.

Anomaly Detection

Anomaly Detection policies discover suspicious behavior in the network based on the system's built-in capabilities

for detecting deviations from 'normal’ activity. The following anomaly detection policies are available.

Deviations from a network traffic baseline: the user defines a baseline of 'normal' network traffic based
on the traffic map during a specified time range and generates alerts for deviations from the baseline. The
baseline can be updated at any time.

Spike in Network Traffic: a dramatic increase in the volume of network traffic or number of conversations
is detected.

Potential network reconnaissance/cyber-attack activity: Events are generated for activities indicative of
reconnaissance or cyber-attack activity in the network, such as IP conflicts, TCP port scans and ARP scans.

Policy Categories

The Policies are organized by the following categories:

14

Configuration Event Policies — these Policies relate to the activities that take place in the network. There
are two sub-categories of Configuration Event Policies:

Controller Validation - these Policies relate to changes that take place in the controllers in the network.
This can involve changes in the state of a controller as well as changes to the firmware, asset properties or
code blocks. The Policies can be limited to specific schedules (e.g. firmware upgrade during a work day),
and/or specific controller/s.

Controller Activities — these policies relate to specific engineering commands that impact controllers’
state and configuration. It is possible to define specific activities that always generate Events or to
designate a set of criteria for generating Events. For example, if certain activities are performed at certain
times and/or on certain controllers. Both black listing and white listing of assets, activities and schedules
are supported.

Network Events Policies — these Policies relate to the assets in the network and the communication
streams between assets. This includes assets that were added to or removed from the network. It also
includes traffic patterns that are anomalous for the network or that have been flagged as raising
particular cause for concern. For example, if an engineering station communicates with a controller using
a protocol that is not part of a pre-configured set of protocols (e.g. protocols that are used by controllers
manufactured by a specific vendor), an Event is triggered. These policies can be limited to specific
schedules and/or specific assets. Vendor specific protocols are organized by vendor for convenience,
while any protocol can be used in a policy definition.

SCADA Event Policies — these Policies detect changes in set-point values which can harm the industrial
process. These changes may result from a cyber-attack or human error.

Network Threats Policies — these Policies use signature-based OT and IT threat detection to identify
network traffic that is indicative of intrusion threats. The detection is based on rules that have been
catalogued in Suricata's Threats engine.
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Groups

An essential component in the definition of Policies in Tenable.ot is the use of Groups. When configuring a Policy
each of the parameters is designated by a Group as opposed to individual entities. This greatly streamlines the

Policy configuration process.

Events

When an event occurs that matches the conditions of a Policy, an Event is generated in the system. All Events are
displayed on the Events screen and can also be accessed through the relevant Inventory and Policy screens. Each
Event is marked with a severity level, indicating the degree of risk posed by the Event. Notifications can be
automatically sent out to email recipients and SIEMs as specified in the Policy Actions of the Policy that generated

the Event.

An Event can be marked as resolved by an authorized user and a comment can be added.

15
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Tenable.ot Hardware Components

Tenable.ot Hardware Components

Tenable.ot Appliance

Front Panel
Power 2xUSB
Indicator Ports

Console 1-4 GbE
Port RJ45 Ports
Power Indicator Indicates when the Tenable.ot appliance is turned on (Green) or off.
Console Port Not in use
USB Ports Not in use
Ethernet Ports Four GbE ports used to connect to management and operational

networks as follows:

Port 1 — by default, this port is used for both Management (User
Interface) and as the Active Query port (that communicates with the
network assets). This port configuration could be changed (both during
the set up and later in the Settings page) to include just the Queries. This
is done in order to separate the management interface from the
controllers’ network.

Port 2 — Mirror port - used as the destination of the mirroring session
(SPAN). This port receives a copy of the network traffic. This port has no
IP address.

Port 3 —if the port separation option is enabled, this port is used for
management (Ul) only and can be connected to a network that is not
part of the controller’s network.

Port 4 - Reserved port, used by Tenable.ot's Professional Services for
remote or local support.
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Tenable.ot Hardware Components

Rear Panel
Component Description
Cooling Fans Two cooling fans. Make sure that the fans are not obstructed.
Power Switch ON/OFF switch. (Press and hold for a few seconds to turn power off.)
Power Supply Port AC power connector; 100 — 240 V AC

Package Contents

Component Description

Two Ethernet Cables Two standard RJ45 Ethernet cables. Use these cables to connect the
Tenable.ot appliance to the network switch.

Power Supply Port AC power connector; 100 — 240 V AC.
Mount Brackets 2 x 1U rack mount brackets.
17
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Tenable.ot Hardware Components

Tenable.ot Sensor

Rack Mount Sensor

The Rack Mount sensor is being discontinued. Instead, we now offer an adapter kit that enables you

to attach the Configurable Sensor model to a rack mount.

2x USB
Ports

Console
Port R145 Ports
Front Panel
Component Description
Console Port Not in use
USB Ports Not in use
Ethernet Ports Four 1GbE ports used to connect to management and operational

networks as follows:
Port 1 — Management port — used for managing the device.

Port 2 — Mirror port - used as the destination of the mirroring session
(SPAN). This port receives a copy of the network traffic. This port has no
IP address.

Port 3 — Not in use.

Port 4 — Not in use.
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Tenable.ot Hardware Components

Rear Panel
Power Button Stand-by mode in red; Power-on mode in green.
Reset Button Reboots the system without turning off the power.
Power Switch ON/OFF switch. (Press and hold for a few seconds to turn power off.)
Power Supply Port AC power connector; 100 — 240V AC

Package Contents

Ethernet Cable A standard RJ45 Ethernet cable. Use this cable to connect the sensor to
the network switch.

Power Cable A standard US power cable.
Power Supply 60W AC power adaptor; 100 — 240 V AC.
Mount Brackets 2 x 1U L-shaped rack mount brackets.

Screws Pack
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Tenable.ot Hardware Components

Configurable Sensor

Power
Indicator
1-5GbE
Ports
2 X USB
Ports
Console
Port

This model can be mounted either on a DIN rail, or on a mounting rack (using the adapter kit). In the

past, this model was referred to as the DIN Rail Sensor.
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Tenable.ot Hardware Components

Front Panel

Power Indicator Indicates when the sensor is turned on (Green) or off.

Console Port Not in use

USB Ports Not in use

Ethernet Ports Five GbE ports used to connect to management and operational

networks as follows:
Port 1 — Management port — used for managing the device.
Port 2 —Not in use.

Port 3 — Mirror port - used as the destination of the mirroring session
(SPAN). This port receives a copy of the network traffic. This port has no
IP address.

Port 4 — Not in use.

Port 5 - Not in use.

Package Contents

Power Cable A standard US power cable.
Power Supply 60W AC power adaptor; 100 — 240 V AC.
Ethernet Cable A standard RJ45 Ethernet cable. Use this cable to connect the sensor to

the network switch.

Mounting Ears 2 x 1U L-shaped rack mount brackets (“Ears”).

Screws Pack

21

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Installing the Tenable.ot Appliance

Installing the Tenable.ot Appliance

Step 1 — Setting up the Tenable.ot Appliance

The Tenable.ot appliance can be either rack mounted, or simply rested on top of a flat surface (such as a desktop).

Rack Mounting

B To mount the Tenable.ot appliance on a standard (19-inch) rack:

1. Insert the server unit into an available 1U slot in the rack.

Make sure that the rack is electrically grounded. Make sure that the cooling fan air intake (located in
JATAN

the back panel) and the air ventilation holes (on the top panel) are not obstructed.

2. Secure the unit to the rack by fastening the rack-mount brackets (supplied) to the rack frame, using the
appropriate screws for rack mounting (not supplied).

3. Pluginthe AC power supply cable (supplied) to the power supply port in the rear panel, then plug the
cable to the AC power supply (mains).

Flat Surface

B 1o install the Tenable.ot appliance on a flat surface:

1. Place the appliance unit on a dry, flat, leveled surface (such as a desktop).

Make sure that the tabletop is flat and dry.
0 Make sure that the cooling fan air intake (located in the back panel) and the air ventilation holes (on

the top panel) are not obstructed.

2. Ifthe unitis placed within a stack of other electrical appliances, make sure there is ample space behind
the cooling fan (located in the back panel) to allow proper ventilation and cooling.

3. Pluginthe AC power supply cable (supplied) to the power supply port in the rear panel, then plug the
cable to the AC power supply (mains).

Step 2 — Connecting Tenable.ot to the Network

Tenable.ot is used for both Network Monitoring and Active Query.

® To perform Network Monitoring - you will need to connect the unit to a mirroring port on the network
switch, which is connected to the controllers/PLCs of interest.

® To perform Active Query - you will need to connect the unit to a regular port that has an IP address on
the network switch, which is connected to the controllers/PLCs of interest.

By default, the Active Query and the Management Console are configured to use the same port on the unit (Port

1), however after the initial setup it is possible to separate the Management port from the Active Query port, by
22
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Installing the Tenable.ot Appliance

configuring the management on Port 3. After this configuration, you will need to connect Port 3 on the unit to a
regular port on the switch to perform the management as described in STEP 7 — CONNECTING THE SEPARATE
MANAGEMENT PORT (FOR PORT SEPARATION OPTION).

For the initial setup you will connect Port 1 to a regular port on the network switch and connect Port 2 to a
mirroring port.

® To Connect the Tenable.ot appliance to the network:

1. Onthe Tenable.ot appliance, connect the Ethernet cable (supplied) to Port 1.
2. Connect the cable to a regular port on the network switch.

3. Onthe unit, connect another Ethernet cable (supplied) to Port 2.

4. Connect the cable to a mirroring port on the network switch.

Step 3 — Logging in to the Management Console

» 1o Log in to the Management Console.

1. Do one of the following:
e Connect the Management Console workstation (e.g. PC, laptop etc.) directly to Port 1 of the
Tenable.ot appliance using the Ethernet cable, OR
e Connect the Management Console workstation to the network switch.
2. Ensure that the Management Console workstation is part of the same subnet as the Tenable.ot
appliance (which is 192.168. 1.0/24) or is routable to the unit.
3. Use the following procedure to set up a static IP (you must set up a static IP in order to connect to the
Tenable.ot appliance):
a. Go to Network and Internet > Network and Sharing Center > Change adapter settings.

Navigation may vary slightly for different versions of Windows.

b.  The Network Connections screen is displayed.
v[ # « Network and Intemet » Network Connections » -T&, I [ Search Netwark Connections
Organize v - S|
™~ Local Area Connection "~ Wireless Network Connection
h! Network : NetworkOverload.com
& Intd .9 Dicable Compact Wireless-G USB Adapter

Status
Diagnose

%  Bridge Connections

Create Shortcut
Delete
& Rename

% Properties

23

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Installing the Tenable.ot Appliance

C. Right click on Local Area Connections and select Properties.
The Local Area Connections window is displayed.

I‘I | .'r'-'?-f:

Connect using:
i‘ Intel (R} PRO/1000 MT Network Connection

This connection uses the following tems:

il "% Cliert for Microsoft Networks

¥ BlGoS Packet Scheduler

v J2 File and Prirter Sharing for Microsoft Networks
¥ -4 intemet Protocol Viersion 6 (TCP/IPvE)

¥ -4 infemet Protocol Viersion 4 (TCP/IPv4)

W - Link-Layer Topology Discovery Mapper /O Driver
1 - Link-Layer Topology Discovery Responder

Instad... Uruirust s | Propeties
Description

[Loox ][ Concd |

d. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.
The Internet Protocol Version 4 (TCP/IPv4) Properties window is displayed.
Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

P s T
St s e
oett gt T

Obtain DNS server address automabcally
(®) Use the following DNS server addresses:

ez [ ]
meeossee: [ . . ]

[ validate settings upon exit Advanced

Select Use the Following IP address.

In the IP address field, enter 192.168.1.10

In the Subnet mask field, enter 255.255.255.0.
Click OK.

The new settings are applied.

Tm o
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Installing the Tenable.ot Appliance

4.  From your Chrome web browser, navigate to https://192.168.1.5.
The Welcome screen of the setup wizard opens.

Qtenable.ot“

Powered by Indegy

Welcome to Tenable.ot setup

5. Click Start Setup Wizard.
The setup wizard opens, showing the User Info page.
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Installing the Tenable.ot Appliance

Step 4 — Setup Wizard

The Tenable.ot setup wizard takes you through the process of configuring the basic system settings.

If you would like to change the configuration later, you will be able to do so on the Settings screen

in the Management Console (Ul).

Screen 1 - User Info

Setup Wizard
®

User Info Device System Time

Usemame

Username must be:

and number

Unique username

Retype Username

Full Name

Password

Retype Password

B On the User Info page, fill in your user account information as follows.

In the setup wizard you configure the credentials for an Administrator account. After logging in to

the Ul you can create additional user accounts. For more information about user accounts see

section USER MANAGEMENT.

1. Inthe Username field, enter a username to be used for logging into the system. The username can have
up to 12 characters and must include only lowercase letters and numbers.
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Installing the Tenable.ot Appliance

2. Inthe Retype Username field, re-enter the identical username.
3. Inthe Full Name section, enter your complete First and Last Name.

This is the name that will appear in the header bar and on logs of your activity in the system.

4. Inthe Password field, enter a password to be used for logging into the system. The passwords must
contain at least:
e 8characters
e  One uppercase letter
e One lowercase letter

e Onedigit
5. Inthe Retype Password field, re-enter the identical password.
6. Click Next.

The Device page of the setup wizard opens.
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Screen 2 — Device

Setup Wizard
(-] @

User Info Device System Time

Device Name

Port Configuration

Separate management fTom active quenes

1 2
Querles + Mirror Port
Management
i
The I anc ]
Subnet Mask

Gateway

C) Initial Asset Enrichment Active Query

B On the Device page, fill in the information about the Tenable.ot platform as follows:

1. Inthe Device Name field, enter a unique identifier for the Tenable.ot platform.
2. Inthe Port Configuration section, do one of the following:
e Port separation - If you wish to use one port for management and a separate port for Queries, select
the Separate management from active queries checkbox. Selecting this option will configure Port 1
as the Queries only port and Port 3 as the Management only port.
e No separation — if you wish to maintain the Queries and Management in the same port, don't select
the Separate management from active queries checkbox. In this case, you can skip instructions
number 3-5 of this procedure and proceed to number 6.
3. If you have selected the port separation option, in the Active Queries IP field, enter the IP address of the
unit’s Queries port. This port will be connected to a regular port in the network switch, which can
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Installing the Tenable.ot Appliance

communicate with (i.e. is routable to) the controllers. And, since Tenable.ot will actively connect to the
controllers, it will need an IP address within the network subnet.

4. If you have selected the port separation option, in the Active Queries Subnet Mask field, enter the
Subnet Mask of the Queries port.

5. If you have selected the port separation option, in the Active Queries Gateway field (optional), enter the
IP address of the gateway in the operations network.

6. Inthe Management IP field, enter an IP address (within the network subnet) to be applied to the
Tenable.ot platform. This becomes the Tenable.ot management IP address. (It is also the Queries address
if there is no separation between the ports.)

7. In the Management Subnet Mask field, enter the Subnet Mask of the network.

8. If you would like to set up a Gateway (optional), enter the Gateway IP for the network in the
Management Gateway field.

If you do not fill in this field then Tenable.ot will not be able to communicate with external

components outside of the subnet (e.g. email servers, syslog servers etc.).

9. Initial Asset Enrichment Active Query is a series of queries that are run on each asset that is discovered in
the system. This helps Tenable.ot to classify the assets. If you would like to run these queries on each new
asset that is discovered, turn on the toggle switch in the bottom box.

10. Click Next.

The System Time page of the setup wizard opens.
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Screen 3 — System Time

Setup Wizard
o ] ®
User Info Device System Time

Tume Zone

Etc/UTC
Date

10/1/2020 (o]
Time

07:10:46 AM o

Complete and Restart

On the System Time page, the correct time and dater are generally set automatically.

Setting the correct date and time is essential for accurate recording of logs and alerts.

B |f the correct date and time are not set, fill in the information as follows.

1. Inthe Time Zone field, select from the dropdown list the local time zone at the site location.
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2. Inthe Date field, click the calendar icon E .
A pop-up calendar appears.

OCT 2020

1 12 13 14 15 16 17
18 19 20 219 22 23 24

2 26 271 28 20 30 AN

3. Select the current date.
4. Inthe Time field, select hours, minutes and seconds AM/PM respectively and enter the correct number
using either the keyboard or the up and down arrows.

If you would like to edit any of the previous pages of the setup wizard, click Back. After clicking
Complete and Restart you won't be able to return to the setup wizard. However, you can change the
configuration settings on the Settings page of the Ul.

5. To complete the setup procedure, click Complete and Restart.
Once the restart is complete, you are redirected to the Licensing screen.

Step 5 — Licensing

Before you can activate the system, you need to register your Tenable.ot license.

Prerequisites

® The License Code (20 characters letter/numbers) which you received from Tenable when you ordered
your device.

® You need access to the Internet. If your Tenable.ot device is not connected to the Internet, you can
register the license from any PC.
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Activating your License

» To Activate Your License:

1. On the License Activation screen, in step 1, Enter license code field, click the Enter license code button.

(O tenable.ot

License Activation

Follow t s In order to activate your license

The Enter license code side panel is shown on the right side.
2. Inthe License Code field, enter your license code and click Verify.

Enter license code

LICENSE CODE ™

The side panel closes.
3. Instep 2, Generate activation certificate field, click the Generate Certificate button.

ble.ot

v Indegy

License Activation

Follow these 5 In order to activate your license

The Generate Certificate side panel is shown with the Activation Certificate.
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4. Click the Copy text to clipboard button, and then click Done.

Generate Certificate

ACTIVATION CERTIFICATE

Copy text to clipboard

The side panel closes.
5. Instep 3, Enter activation code field, click the Self-service portal link.

License Activation

Follow thes:

The Activate Tenable.ot Offline screen opens in a new tab.

Activate Tenable.ot Offline
@ :
Activation Info Confirmation
offline Activation Details information
Please copy | paste your Activation Certificate and click

Tenable.ot "Generate Activation Code”

Activation Certificate

w Do

| Generate & Tenable.ot Activation Certificate?

sus Professional Offline Activation

License Code

1 have read and understand the Tenable Software License Agreement
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If your Tenable.ot device is not connected to the Internet, you will need to access the Activate
Tenable.ot Offline screen from an Internet-connected device using the following URL:
https://provisioning.tenable.com/activate/offline/tenable-ot.

If you are not currently logged in to tenable.com, you will need log in using your email address and
password. You must use the email account where you received your License Code.

If you don’t have login credentials, you can either click on Don’t remember your password (and
follow the prompts) or reach out to your Tenable account manager .

6. In the Activation Certificate field, enter the Activation Certificate.

7. Inthe License Code field, enter the same 20-character license code you entered in Step 2 of this
procedure.

8. Click the I have read and understand the Tenable Software License Agreement checkbox.

Activate Tenable.ot Offline

2

Conhrmation
Offline Activation Details Information
Please copy | paste your Activation Certificate and click
Tenable.ot “Generate Activation Code”
Activation Certificate
How Do | Generate a Tenable ot Activation Certificate?
Tenable.sc Offline Activation
Nessus Professional Offline Activation
License Code

B 1 have read and understand the Tenable Software License Agreement

Generate Activation Code

To view the license agreement, click on the Tenable Software License Agreement link.
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9. Click the Generate Activation Code button.
The Offline Activation Code Successfully Created! screen is shown.

Activate Tenable.ot Offline

vation Info
Offline Activation Code Successfully Created!

Enter this activation code in the Tenable ot license activation or renewal fupgrade process

Copy text to Clipboard @

-~ e T e mmw

| 5 =

10. Click Copy text to Clipboard.
11. Navigate back to the License Activation screen on your Tenable.ot device, and click the Enter

Activation Code button.

License Activation

Follow these steps in order to activate your license

The Enter Activation Code side panel is shown.
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12. In the Activation Code field, paste your activation code and click the Activate button.

Enter Activation Code

ACTIVATION CODE ™
bR Rt i AL T ek T 1 :
L N e e e ]

. -—u = s = m—

m

The side panel closes, and the Tenable.ot home screen is shown. The Enable button is displayed.

For information about updating your license, see UPDATING THE LICENSE.

Step 6 - Enabling the System

After completing the license activation, the Enable button is displayed.

( Dtenable.ot

System is Disabled

Enable

You need to enable the system in order to activate the system’s core functionality.
The following functionalities are activated when the system is enabled:
® |dentifying Assets in the network

® Collection and monitoring of all network traffic

® |logging 'Conversations' on the network

All compiled data and analysis from the above functionalities can be viewed in the Management Console (Ul).
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Installing the Tenable.ot Appliance

These are ongoing processes that continue over time, it will take some time until the results shown
in the Ul are fully updated.

Additional functions such as Active Queries can be configured and activated on the Local Settings screen in the
Management Console (Ul), see QUERIES CONFIGURATION.

B 7o enable the system.

1. Click the Enable button.
The system is enabled. The Ul opens, showing the Inventory > Controllers screen.

tenable.ot

> @ Events

Q Policies Controllers | = H

& Aoy Name Addresses Type Backplane St 4 Family Firmware L
controliers
HUMINT pLC sues
Network Assets
Comm. Adagter 38 Commanication Module Controllogix 6003
> & Risk
PLC#18 10.100.101.160 pC PLCS
> & Network
10.100.102.154 PLC
> @ Groups
PLC pLCS
B Rrepors
10.100.104.26 Communication Module AC500
> o Local Settings
Communication Module Controllogh 5003

10.100.102.91 pLC C-Series 304024

WLl 10.100.101.158 pLC MicroLogix 1100 201
HUMINT e sus

Communication Module ControlLogix 6003

Communication Madule ControlLogix 6003
PLC#33 10.100.104.25 | 00:24:59:0d:0. o AC 500

STRIKE PLC PLCS:

Comm. Adaoter #35 Communication Madule Comtroltogix 6003

HUMINT PLC sLes

ECS0823 192,168,13646 | 192168846  DCS Centum VP

HUMINT PLC S1CS

s 197 out of 07 Page 10f1 .

It will take a few minutes for the system to identify your assets. You may need to refresh the page in
order to start showing the data.

Step 7 — Connecting the Separate Management Port (for Port
Separation Option)

If you have selected the port separation option (to separate Queries from the Management), you must connect
Port 3 on the Tenable.ot appliance, which is now the management port, to a port in a network switch. This can be

a different network switch, such as a network switch of the IT network.

» To Connect the Management Port:

1. Onthe Tenable.ot appliance, connect an Ethernet cable (supplied) to Port 3.
2. Connect the cable to a port on a network switch.

37

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Installing a Tenable.ot Sensor

Installing a Tenable.ot Sensor

Step 1 - Setting up the Sensor

There are two models of the Sensor the Rack Mount Sensor and the Configurable Sensor, as described in section
TENABLE.OT SENSOR. The Rack Mount model can be mounted on a standard 19-inch rack or rested on top of a flat
surface. The Configurable model can be installed in a DIN rail or mounted on a standard 19-inch rack (using the

“mounting ears” adapter kit).

Setting up a Rack Mount Sensor
A Rack Mount Sensor can be mounted on a standard 19-inch rack, or simply rested on top of a flat surface (such as

a desktop).

Rack Mounting (for Rack Mount model)

B To mount the Tenable.ot sensor on a standard (19-inch) rack:

1. Attach the L-shaped brackets to the screw holes on each side of the sensor, as indicated in the image
below.

2. Insert two screws on each side and fasten them with a screwdriver to secure the brackets in place.
3. Insert the sensor with the brackets into an available 1U slot in the rack.
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4, Secure the unit to the rack by fastening the rack-mount brackets (supplied) to the rack frame, using the

appropriate screws for rack mounting (not supplied).

A Make sure that the rack is electrically grounded. Make sure that the cooling fan air intake (located in
Q the back panel) and the air ventilation holes (on the top panel) are not obstructed.

5. Plugin the AC power supply cable (supplied) to the power supply port in the rear panel, then plug the
cable to the AC power supply (mains).

Flat Surface

B To install the Tenable.ot sensor on a flat surface:

1. Place the sensor on a dry, flat, leveled surface (such as a desktop).

Make sure that the tabletop is flat and dry.
Make sure that the cooling fan air intake (located in the back panel) and the air ventilation holes (on

the top panel) are not obstructed.

2. If the unitis placed within a stack of other electrical appliances, make sure there is ample space behind
the cooling fan (located in the back panel) to allow proper ventilation and cooling.

3. Pluginthe AC power supply cable (supplied) to the power supply port in the rear panel, then plug the
cable to the AC power supply (mains).
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Setting up a Configurable Sensor

A Configurable Sensor can be mounted on a DIN rail or it can be mounted on a standard 19-inch mounting rack

(using the “mounting ears” adapter kit).

DIN Rail Mounting

The Configurable Model can be mounted on a DIN Rail using the following procedure.

B To mount the Tenable.ot Configurable Sensor on a standard DIN rail:

1. Use the bracket, located on the back of the Sensor, to mount the Sensor on to a DIN rail.

o
o
o
e ° o
H oo d
o
o o

2. Connect the power using one of the following methods:
e  DCPower - Connect the DC power chord to the Sensor by inserting the 12-36V DC 6-pin Phoenix
Contact connector into the side of the Sensor unit and tightening the embedded screws at the top
and bottom of the connector. Then, connect the other end of the chord to a DC power source.

—e ®

e ACPower - Connect the AC power supply to the Sensor by inserting the 12-36V DC 6-pin Phoenix
Contact connector into the side of the Sensor unit and tightening the embedded screws at the top
and bottom of the connector.
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Then, insert the AC power supply cable (provided) into the power supply unit, and plug the other
end into an AC outlet.

Rack Mounting (for Configurable model)

A Configurable Sensor can be attached to a mounting rack, using the “mounting ears” that are provided.

B To mount the Configurable Sensor on a standard (19-inch) rack:

1. Prepare the unit for rack mounting, as follows:
a. Remove 3 screws from each side of the unit.
b. Attach the “mounting ears” on both sides of the unit, using new screws (provided).

2. Insert the server unit into an available 1U slot in the rack.

A Make sure that the rack is electrically grounded. Make sure that the cooling fan air intake (located in
U the back panel) and the air ventilation holes (on the top panel) are not obstructed.

3. Secure the unit to the rack by fastening the “mounting ears” to the rack frame using the mounting screws
(provided).
3. Connect the power using one of the following methods:
e DCPower - Connect the DC power chord to the Sensor by inserting the 12-36V DC 6-pin Phoenix
Contact connector into the side of the Sensor unit and tightening the embedded screws at the top
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and bottom of the connector. Then, connect the other end of the chord to a DC power source.

e ACPower - Connect the AC power supply to the Sensor by inserting the 12-36V DC 6-pin Phoenix
Contact connector into the side of the Sensor unit and tightening the embedded screws at the top
and bottom of the connector.

[l -
Then, insert the AC power supply cable (provided) into the power supply unit, and plug the other
end into an AC outlet.

Step 2 — Connecting the Sensor to the Network

Tenable.ot Sensor is used to collect and forward network traffic to the Tenable.ot Appliance. To perform Network

Monitoring, you will need to connect the unit to a mirroring port on the network switch, which is connected to the
controllers/PLCs of interest.

To manage the sensor, you will need to the unit to a network (can be a different network than the one that is used

to perform network monitoring).

» To Connect the Tenable.ot Rack Mount Sensor to the Network:

1. Onthe Tenable.ot sensor, connect the Ethernet cable (supplied) to Port 1.
2. Connect the cable to a regular port on the network switch.

3. Onthe unit, connect another Ethernet cable (supplied) to Port 2.

4. Connect the cable to a mirroring port on the network switch.

® 7o Connect the Tenable.ot Configurable Sensor to the Network:

1. Onthe Tenable.ot sensor, connect the Ethernet cable (supplied) to Port 1.
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2. Connect the cable to a regular port on the network switch.
3. Onthe unit, connect another Ethernet cable (supplied) to Port 3.
4. Connect the cable to a mirroring port on the network switch.

Step 3 — Accessing the Sensor Setup Wizard

» 1o Log in to the Management Console.

1. Do one of the following:
e Connect the Management Console workstation (e.g. PC, laptop etc.) directly to Port 1 of the
Tenable.ot sensor using the Ethernet cable, OR
e Connect the Management Console workstation to the network switch.
2. Ensure that the Management Console workstation is part of the same subnet as the Tenable.ot sensor
(which is 192.168.1.5) or is routable to the unit.
3. Use the following procedure to set up a static IP (you must set up a static IP in order to connect to the
Tenable.ot sensor):
a. Go to Network and Internet > Network and Sharing Center > Change adapter settings.

Navigation may vary slightly for different versions of Windows.

The Network Connections screen is displayed.

v[ # « Network and Intemet » Network Connections » = | %2 || Search Network Connetions
Organize ~ - |
!"! Local Area Connection | Wireless Network Connection

Network . NetworkOverload.com
- Inte % Disable Compact Wireless-G USB Adapter
Status
Diagnose

%  Bridge Connections

Create Shortcut
Delete
& Rename

% Properties
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Installing a Tenable.ot Sensor

b. Right click on Local Area Connections and select Properties.
The Local Area Connections window is displayed.

o e ¢

Connect using:
i‘ Intel (R} PRO/1000 MT Network Connection

This connection uses the following tems:

il "% Cliert for Microsoft Networks

¥ BlGoS Packet Scheduler

v J2 File and Prirter Sharing for Microsoft Networks
¥ -4 intemet Protocol Viersion 6 (TCP/IPvE)

¥ -4 infemet Protocol Viersion 4 (TCP/IPv4)

W - Link-Layer Topology Discovery Mapper /O Driver
1 - Link-Layer Topology Discovery Responder

Instad... Uruirust s | Propeties
Description

[Loox ][ Concd |

C. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.
The Internet Protocol Version 4 (TCP/IPv4) Properties window is displayed.
Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

P s T
St s e
oett gt T

Obtain DNS server address automabcally
(®) Use the following DNS server addresses:

ez [ ]
meeossee: [ . . ]

[ validate settings upon exit Advanced

Select Use the Following IP address.

In the IP address field, enter 192.168.1.10

In the Subnet mask field, enter 255.255.255.0.
Click OK.

The new settings are applied.

@ oo
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Installing a Tenable.ot Sensor

4.  From your Chrome web browser, navigate to 192.168.1.5.
The Welcome screen of the setup wizard opens.

Indegy

Welgeme to Indegy sensor setup

Indegy

Copyright €

5. Click Start Setup Wizard.
The setup wizard opens, showing the User Info page.

Step 4 — Sensor Setup Wizard

The Tenable.ot setup wizard takes you through the process of configuring the basic system settings.

If you would like to change the configuration later, you will be able to do so on the Settings screen

in the Management Console (Ul).
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Installing a Tenable.ot Sensor

B 1o set up the sensor:

1. On the welcome screen, click Start Setup.
The setup screen is displayed:

Sensor Setup

Username *

yarv

Pazsword *

Sensor IP Address *
10.100.20.118

Subnet Mask *
255.255.255.0

Gateway
10.100.20.1

Indegy Core Platform IP Address *
10100 20 .94

Save and Restart

2. Inthe Username field, enter a username to be used for logging into the system. The username can have
up to 12 characters and must include only lowercase letters and numbers.
3. Inthe Password field, enter a password to be used for logging into the system. The passwords must
contain at least:
e 8 characters
e  One uppercase letter
e One lowercase letter
e Onedigit
In the Retype Password field, re-enter the identical password.
5. Inthe Sensor IP Address field, enter an IP address (within the network subnet) to be applied to the
Tenable.ot Sensor. It is strongly recommended to change the default IP address.
6. Inthe Subnet Mask field, enter the Subnet Mask of the network.
7. If you would like to set up a Gateway (optional), enter the Gateway IP for the network in the Gateway
field.
8. IntheIndegy Core Platform IP Address, enter the IP address of the Tenable.ot platform.
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Installing a Tenable.ot Sensor

9. Click Save and Restart.
The sensor will perform a restart:

Sensor is restarting

Indegy

10. Following the restart process, the network traffic will be forwarded to the Tenable.ot platform. If you
want to modify the configuration, you will be able to login to the sensor using the configured IP address
and the credentials that you have configured:

Indegy

Login to Sensor

Usaername

version: 3.5.13
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Management Console Ul Elements

Management Console Ul Elements

The Management Console Ul provides easy access to important data discovered by Tenable.ot relating to asset
management, network activity and security events. You can use the Ul to configure the Tenable.ot platform
functionality according to your needs. This chapter gives a brief overview of the Ul elements. Details about specific

Ul functionality are provided in the following chapters.

Main Ul Elements

Current Date  Current

and Time User
> Events
e All e =3 N
-
ol bty NAME ADDRFSIES e d VINDOR LAST SOEN -
DESKIDP BMEIPPE 10.100.; PLC Beckholt Nov 26, 2020 080316 AM
21 PLC Rodwel Nov 26, 2020 083159 AM
Main pic Sodwed ]
. . TRIKE PLC Rockwel
Navigation & Herwork Map o (2]
ik 10100100156 "
>
afolp 10.100.102.49 419 Smens NGV 26, 2020 08:31:46 AM
* dh Network
L1s Rotwel Nov 25, 2020 08:86:53 AM [ 24 ]
> @ Growps
B Reports PLC Rocavel Now 25, 2020 08:46:57 AM m M ain
L Rocavel [ 24 | —
> o Local Settings
— ! e Rocwet Screen
e
L Ts Schneider
s Rocwel
PLC Seemens Nov 26, 2020 0830048 AM
PLC Roswel novas oz0censoan [N
PLC Rockwel novas 200cedessav N
10.100.101.20 PLC Omeen Nov 26, 2020 08:32:02 AM
Aation 10.100.102.38 PLC Samans Nov 26, 2020 08:30:45 AM
License Info | 100t 31 [ 1—‘

The following table describes the Main Ul elements which are always shown.

Description

. L. Main navigation menu. Click on the Biconto show/hide the navigation
Main Navigation
menu.

Current Date and Time Shows the current date and time as registered in the system.

Shows the name of the user who is currently logged into the system.

Current User Name Click on the down arrow for a selection menu. Menu options are About
or Logout.
License Info Shows the Tenable.ot software version and the license expiration date.
Main Screen Displays the screen that was selected in the Main Navigation.
48

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Management Console Ul Elements

Main Screens

The Ul has several main screens that can be accessed from the Main Navigation. The following is a brief

description of the various screens. Each one we will be explained more fully in the following chapters.

® Events - shows all Events that have occurred, as a result of Policy hits, in the system. There is a screen for
viewing All Events as well as separate screens for viewing Events of each specific type (Configuration
Events, SCADA Events, Network Threats or Network Events). See Chapter EVENTS.

® Policies - view, edit and activate Policies in the system. See Chapter POLICIES.

® |nventory - displays an inventory of all the discovered assets, allowing comprehensive asset management,
monitoring of the status of each asset, and viewing their related Events. There is a screen for viewing All
assets as well as separate screens for viewing assets of specific types (Controllers and Modules, Network
Assets and /oT). See Chapter INVENTORY.

® Network Map - shows a visual representation of the network assets and their connections throughout
time.

® Risk —view all the detected threats in the network. The information is shown on two separate screens:

0 CVEs - view a list of CVE vulnerabilities that affect controllers in your network. See Chapter CVEs.
0 Vulnerabilities — view a list of threats to the assets in your network. See Chapter VULNERABILITIES.

® Network - provides a comprehensive view of the network traffic by showing data about conversations
that took place between assets in the network over time. See Chapter NETWORK.
The information is shown on three separate screens:

0 Network Summary - shows an overview of network traffic

0 Packet Captures - shows full-packet captures of network traffic

0 Conversations — shows a list of all conversations detected in the network, with details about the time
that it occurred, involved assets etc.

® Groups - view, create and edit Groups, which are used in Policy configuration. See Chapter GROUPS.

® Reports —you can generate and download Risk Assessment Reports for your network. The report, based
on data gathered by Tenable.ot, provide both a high level overview of the risk assessment as well as a
detailed presentation of all relevant data. See Chapter REPORTS.

® Local Settings — view and configure the system settings. See Chapter LOCAL SETTINGS.

49

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Management Console Ul Elements

Working with Lists

The various Tenable.ot screens display the data relevant to that screen in table format with a list for each item.
These tables have standardized customization features, enabling the user to easily access the relevant information.

The following sections describe the customization features.

Examples are shown for the All Events screen, but similar functionality is available for all screens in
the Ul.

You can revert to the default display settings at any time by clicking Settings > Reset table to
default.

Customizing the Column Display

You can customize which columns are displayed and how they are organized.

B 1o select which columns are displayed:

1. Click the Settings tab along the right edge of the table.
The Table settings pane is displayed on the right side of the screen, showing the Columns section.

All Events s bl el
LoGID ¥ TIME EVENT TYPE SEVERITY POLICY NAME SOURCE ASSET SOURCE ADDRESS ' Table Settings X
1765 08:33:54 AM - Nov 26, 2020 SIMATIC Hardwar...  Low SIMATIC Hardware Configura..  Eng. Station #3 10.100.20.200 i ; Columns
1764 08:32:37 AM - Nov 26, 2020 SIMATIC Hardwar...  Low SIMATIC Hardware Configura...  Eng. Station #3 10.100.20.200 LogID
1763 08:32:14 AM - Nov 26, 2020 SIMATIC Hardwar...  Low SIMATIC Hardware Configura..  Eng. Station #3 10.100.20.200 Time
1762 08:31:23 AM - Nov 26, 2020 SIMATIC Hardwar.. Low SIMATIC Hardware Confipura...  Eng. Station #11 10.100.20.54 Event Type
1761 08:31:17 AM - Nov 26, 2020 SIMATIC Hardwar...  Low SIMATIC Hardware Configura..  Eng. Station #11 10.100.20.54 Sy
Policy Name
1760 08:30:08 AM - Nov 26, 2020 SIMATIC Hardwar. Low SIMATIC Hardware Configura...  Eng, Station #11 10.100.20.54
Source Asset
[J 1759 08:23:19 AM - Nov 26, 2020 Unauthorized Co... Use of Unauthorized Protoco..  Eng, Station #7 10.100.20.95
Source Address
[ 17s8 08:23:19 AM - Nov 26, 2020 Unauthorized Co... Use of Unauthorized Protoco...  Eng. Station #7 10.100.20.95
. le to default

In the Columns section, select the checkbox next to each column that you would like to show.
3. Deselect the checkbox next to each column that you would like to hide.

Only the selected columns are displayed.
4. Click on the 'x' (or on the Settings tab) to close the Table settings window.

» 1o adjust the order in which the columns are displayed:

1. Click on a column and drag it to the desired position.
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Management Console Ul Elements

Grouping

For each of the Inventory screens, you can group the lists by various parameters that are relevant to that particular
screen.

» 1o group the lists:

1. Click the Settings tab along the right edge of the table.

The Table settings pane is displayed on the right side of the screen, showing the Columns and Grouping
sections.

2. Scroll down to the Grouping section.

Table Settings X
Destination Asset -
Destination Address
Protocol

Event Category

Status

Resolved By

Resolved On

Comment

Grouping

@ No grouping
Event Type
Severity
Policy Name

Source Address -

Reset table to default
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Management Console Ul Elements

3. Select the radio button next to the parameter by which you would like to group the lists (e.g. Event Type).
The group categories are displayed in the main window.

Al Events B [ [ ]|
LOGID ¥ TIME EVENT TYPE SEVERITY POLICY NAME SOURCE ASSET SOURCE ADDRESS ' Table Settings X
> 1P Conflict 5 Destination Asset 5
| [ Destination Address
> Asset Not Seen a
Protocol
> Unauthorized Conversation
Event Category
> Intrusion Detection [ stams
ode Uploat Resolved B
> SIMATIC Code Upload ¥
> SIMATIC Hardware Configuration Upload Resolved On
> Modicon Code Upload Comensine
> Modicon Go Online Grouping
» Rockwell Code Upload
Expand Al Collapse All
> Spike in conversation NG o
> Successful Unsecured FTP login @ Event Type
> Failed Unsecured FTP login Severity
Policy Name
Source Address -
Reset table to default
1-12 out of 12 Page 10f 1

2. Click on the 'x' (or on the Settings tab) to close the Table settings window.
3. Click on the arrow next to a category to show all instances for that category.

All Events  search.. a |

LOGID ¥ TIME EVENT TYPE SEVERITY POLICY NAME SOURCE ASSET SOURCE ADDRESS

> IP Conflict

sEuN1as

> Asset Not Seen

% Unauthorized Conversation

] 1767 08:39:32 AM - Nov 26, 2020 Unauthorized Co... Use of Unauthorized Protoco...  Eng. Station #14 10.100.20.31
[ 1766 08:39:32 AM - Nov 26, 2020 Unauthorized Co... Use of Unauthorized Protoco...  Eng. Station #14 10.100.20.31
] 1759 08:23:19 AM - Nov 26, 2020 Unauthorized Co... Use of Unauthorized Protoco...  Eng. Station #7 10.100.20.95

] 1758 08:23:19 AM - Nov 26, 2020 Unauthorized Co... Use of Unauthorized Protoco...  Eng. Station #7 10.100.20.95
[ 1750 08:13:28 AM - Nov 26, 2020 Unauthorized Co... SSH Communications to Engi...  Server #19 10.100.30.28

Sorting

B 7o sort the lists:

1. Click on a column heading to sort the assets by that parameter (e.g. click on the Name heading to display
the assets in alphabetical order by Name).
2. Click on the column heading a second time if you would like to reverse the display order (i.e. A—Z, Z—A).
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Management Console Ul Elements

Filtering

You can set filters for one or more column headings. The filters are cumulative so that only lists that fit all the filter

criteria are displayed. The filter options are specific to each column heading. Each screen offers a selection of

relevant filters. For example, on the Controllers Inventory screen you can filter by Name, Addresses, Type,

Backplane, Vendor etc.

B To filter the lists:

1.
2.

Hover over a column heading to show the filter icon Y.

Click on the filter icon Y.
A list of filter options are shown. The options are specific to each parameter.

EVENT TYPE Y

Unauthorized C -bearch ‘ 4

Unauthorized Cam (cerect Ay n

SIMATIC Hardw! 3 asset Not Seen - arg
SIMATIC Hardw: ®3 Failed Unsecured FTP login i
SIMATIC Hardw: Intrusion Detection arg
SIMATIC Hardw: [#3 1P Conflict ard
SIMATIC Hardw, Modicon Code Upload ard
SIMATIC Hardw Maodicon Go Online ard
Unauthorized C P2 Rockwell Code Upload T rid

Unauthorized C ri

Select the elements that you would like to display and deselect the ones that you would like to hide.
You can search the list for filters and select or deselect them.

Click Apply.

The lists are filtered as specified.

The filter icon Y next to the column heading indicates that the results are being filtered by that
parameter.

» To remove the filters:

wn
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Click on the filter icon Y.

Click on the Select All checkbox to clear all selections.

Click a second time on the Select All checkbox to select all elements.
Click Apply.
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Management Console Ul Elements

Searching

On each screen, you can search for specific records.

» To search the lists:

1. Enter the search text in the Search box.

2. Click on the ﬂ icon.
3. Toclear the search text, click on the 'x'.

Exporting Data
You can export data from any of the lists shown in the Tenable.ot Ul (e.g. Events, Inventory etc.) as a CSV file.

The exported file includes all data for that page, even if filters have been applied to the current

display.

» 1o export data:

1. Go to the screen for which you want to export data.
2. Inthe Header Bar, click Export.

Actions Menus

Each screen has a series of Actions that can be taken for the elements listed on that screen. For example, on the
Policies screen you can View, Edit, Duplicate or Delete a Policy; on the Events screen, you can Resolve or Download

Capture File for an Event etc.

There are two ways of accessing the Actions menu:

® Select an element and then click on the Actions button in the Header bar, OR

® Right-click on the element

All Events search.. B |

Resolve

LogID ¥ Time Event Type Policy Name
Download Capture File o8

[] 9273 === AN - Sep 21, 2020 Unauthorized Conversati Unencrypted FTP, Telnet or HTTR ™ =
Resolve Exclude From Policy %

L1 9272 AN - Sep 21, 2020 Unauthorized Conversati - Unencrypted FTP, Telnet or HTTP
Download Capture File

[ 9271 Alg - Sep 21, 2020 Unauthorized Conversation HTTP Communications to Control
Exclude From Policy

L 9270 VSOUTTY Sep 21,2020 Unauthorized Conversation Unencrypted FTP, Telnet or HTTP
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Policies

Policies

Policies are used to define specific types of events that are suspicious, unauthorized, anomalous or otherwise
noteworthy that take place in the network. When an event occurs that meets all of the Policy Definition conditions
for a particular Policy, an Event is generated in the system. The Event is logged in the system and notifications are

sent out in accordance with the Policy Actions configured for the Policy.
There are two types of policy Events:
® Policy-based Detection — which triggers an Event when the precise conditions of the Policy, as defined by
a series of event descriptors, are met.

® Anomaly Detection —which triggers an Event when anomalous or suspicious activity is identified in the
network.

The system features a set of predefined policies (out-of-the-box). In addition, the system offers the ability to edit

the predefined policies or define new custom policies.

By default, most policies are turned on. To turn Policies on/off see TURNING POLICIES ON AND OFF.

Policy Configuration

Each Policy consists of a series of conditions that define a specific type of behavior in the network. This includes
considerations such as the activity, the assets involved and the timing of the event. Only an event that conforms to
all the parameters set in the Policy will trigger an Event for that Policy. Each Policy has a designated Policy Actions

configuration which defines the severity, notification methods, and logging of the Event.

Groups

An essential component in the definition of Policies in Tenable.ot is the use of Groups. When configuring a Policy
each of the parameters is designated by a Group as opposed to individual entities. This greatly streamlines the
Policy configuration process. For example, if the Activity Firmware update is considered a suspicious activity when
it is performed on a controller during certain hours of the day (e.g. during work hours), instead of creating a
separate Policy for each controller in your network you can create a single Policy that applies to the Asset Group

Controllers.

The following types of Groups are used as part of the Policy configuration:

® Asset Groups —the system comes with predefined Asset Groups based on asset type. You can add custom
groups based on other factors such as location, department, criticality etc.

® Network Segments — the system creates auto-generated Network Segments based on asset type and IP
range. You can create custom Network Segments defining any group of assets that should have similar
communication patterns.

®  Email Groups - you can group multiple email accounts that will receive email notifications for specific
Events. For example, grouping by role, department, etc.
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Policies

® Port Groups — ports that are used in a similar manner can be grouped together. For example, ports that
are generally open on Rockwell controllers.

® Protocol Groups — communication protocols can be grouped by the type of protocol (e.g. Modbus), the
manufacturer (e.g. Rockwell allowed protocols), etc.

® Schedule Groups — several time ranges can be grouped as a schedule group that has a certain common
characteristic. For example, work hours, weekend etc.

® Tag Groups — you can group tags that contain similar operational data in various controllers. For example,
tags that control furnace temperature.

® Rule Groups - Rule Groups are comprised of a group of related rules, which are identified by their Suricata
Signature IDs (SIDs). These groups are used as a Policy condition for defining Intrusion Detection Policies.

Policies can only be defined using Groups that have been configured in your system. The system comes with a set

of predefined Groups. You can edit these Groups and add your own Groups, see Chapter GROUPS.

Policy parameters can only be set using Groups, even if you want a Policy to apply to an individual

entity you must configure a Group that includes only that entity.

Severity Levels

Each Policy has a specific Severity level assigned to it which indicates the degree of risk posed by the situation that

triggered the Event. The meaning of the different Event levels is described in the following table.

None The Event is not cause for concern.

Note: Events with severity level "none" are not shown on the Ul Events
screen. However, if the Policy is configured to send notifications via Email
or Syslog, then Event notifications are sent out to the designated
destinations.

Low No immediate reason for concern. Should be checked out when
convenient.

Moderate concern that potentially harmful activity has occurred. Should
be dealt with when convenient.

High Severe concern that potentially harmful activity has occurred. Should be
dealt with immediately.

Event Notifications

When an event occurs that matches the conditions of the policy, an Event is triggered. All Events are displayed in
the Events. (Each Event is also listed under the Policy that triggered the Event in the Policies screen and under the
Asset that was affected by the Event in the Inventory screen.) In addition, Policies can be configured to send

notification of Events to an external SIEM using Syslog protocol and/or to designated email recipients.
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Policies

® Syslog Notification — Syslog messages use CEF protocol with both Standard Keys and Custom Keys (which
are configured for use with Tenable.ot). For an explanation of how to interpret Syslog notifications see
TENABLE.OT SYSLOG INTEGRATION GUIDE.

® Email Notifications — Email messages include details about the Event that generated the notification as
well as suggestions of steps that should be taken to mitigate the threat.

Policy Categories and Sub-Categories

The Policies are organized by the following categories:

® Configuration Event Policies — these Policies relate to the activities that take place in the network. There
are two sub-categories of Configuration Event Policies:

0 Controller Validation - these Policies relate to changes that take place in the controllers in the
network. This can involve changes in the state of a controller as well as changes to the firmware,
asset properties or code blocks. The Policies can be limited to specific schedules (e.g. firmware
upgrade during a work day), and/or specific controller/s.

0 Controller Activities — these policies relate to specific engineering commands that impact controllers’
state and configuration. It is possible to define specific activities that always generate Events or to
designate a set of criteria for generating Events. For example, if certain activities are performed at
certain times and/or on certain controllers. Both black lists and white lists of assets, activities and
schedules are supported.

® Network Events Policies — these Policies relate to the assets in the network and the communication
streams between assets. This includes assets that were added to or removed from the network. It also
includes traffic patterns that are anomalous for the network or that have been flagged as raising cause for
concern. For example, if an engineering station communicates with a controller using a protocol that is
not part of a pre-configured set of protocols (e.g. protocols that are used by controllers manufactured by
a specific vendor), an Event is triggered. These policies can be limited to specific schedules and/or specific
assets. Vendor specific protocols are organized by vendor for convenience, while any protocol can be used
in a policy definition.

® SCADA Event Policies — these Policies detect changes in set-point values which can harm the industrial
process. These changes may result from a cyber-attack or human error.

® Network Threats Policies — these Policies use signature-based OT and IT threat detection to identify
network traffic that is indicative of intrusion threats. The detection is based on rules that have been
catalogued in Suricata's Threats engine.

Policy Types

Within each Category and Sub-Category there are a series of different Types of Policies. The system comes with
predefined Policies of each Type. You can also create your own custom Policies of each Type. The following tables

explain the various Policy Types, grouped by Category.

Configuration Event — Controller Activities Event Types

Controller Activities relate to the Activities that occur in the network (i.e. the “commands” implemented between

assets in the network). There are many different types of Controller Activity Events. Each Type is defined by the
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type of controller on which the Activity is done and the specific Activity that is identified (i.e. Rockwell PLC stop,

SIMATIC code download, Modicon online session etc.).

The Policy Definition parameters (i.e. policy conditions) that apply to Controller Activity Events are Source Asset,

Destination Asset and Schedule.

Configuration Event - Controller Validation Event Types

The following table describes the various types of Controller Validation Events.

Policy conditions relating to Affected Assets, Sources or Destinations can be specified by selecting

either an Asset Group or a Network Segment.

A change was made to the controller state by
Change in key switch | Affected Asset, Schedule adjusting the physical key position. (Currently
supported for Rockwell controllers only.)

The controller changed from one operational
Change in state Affected Asset, Schedule state (e.g. running, stopped, test etc.) to
another.

Change in firmware A change was made to the firmware running

Affected Asset, Schedule

version on the controller.
Affected Asset, Detects a previously identified module that
Module not seen
Schedule was removed from a backplane.
New module Detects a new module that is added to an
. Affected Asset, Schedule e
discovered existing backplane.

The most recent Snapshot (which captures
the current state of the program deployed on
a controller) of a controller was not identical
to the previous Snapshot of that controller.

Snapshot mismatch Affected Asset, Schedule

Network Event Types

The following table describes the various types of Network Events.

Policy conditions relating to Affected Assets, Sources or Destinations can be specified by selecting

either an Asset Group or a Network Segment.
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Asset not seen Not seen for, Affected Asset, Schedule | Detects previously identified assets in the
Affected Asset Group that are removed from
the network for the specified duration of
time during the specified time range.

Change in USB Affected Assets, Detects when a USB device is connected to

configuration Schedule or removed from a Windows based
workstation. The Policy applies to changes to
an asset in the Affected Asset Group during
the specified time range.

IP conflict Schedule Detects multiple assets in the network using
the same IP Address. This may indicate a
cyber-attack or it may result from poor
network management. The Policy applies to
IP Conflicts discovered during the specified

time range.
Network Baseline Source, Destination, Protocol, Detects new connections between assets
Deviation Schedule that did not communicate with each other

during the Network Baseline sampling. This
option is only available once a Network
Baseline has been set up in the system. To
set the initial Network Baseline or to update
the Network Baseline follow the procedures
described in section SETTING A NETWORK
BASELINE. The Policy applies to
communication from an asset in the Source
Asset Group to an asset in the Destination
Asset Group using a Protocol from the
Protocol Group during the specified time

range.
New asset Affected Asset, Schedule Detects new assets of the type specified in
discovered the Source Asset Group that appear in your

network during the specified time range.

Open port Affected Asset, Port Detects new open ports in your network.
Unused open ports can pose a security risk.
The Policy applies to assets in the Affected
Asset Group and to ports that are in the Port
Group.
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Event Type

Spike in network
traffic

Spike in conversation

RDP connection
(authenticated)

RDP connection (not
authenticated)

Unauthorized
conversation

Successful unsecured
FTP login

Failed unsecured FTP
login

Successful unsecured
Telnet login
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Time window, Sensitivity level,
Schedule

Time window, Sensitivity level,
Schedule

Source, Destination, Schedule

Source, Destination, Schedule

Source, Destination, Protocol,
Schedule

Source, Destination, Schedule

Source, Destination, Schedule

Source, Destination, Schedule

Policies

Detects anomalous spikes in the network
traffic volume. The Policy applies to spikes
relative to the specified time window and
based on the specified sensitivity level. It is
also limited to the specified time range.

Detects anomalous spikes in the number of
conversations in the network. The Policy
applies to spikes relative to the specified
time window and based on the specified
sensitivity level. It is also limited to the
specified time range.

An RDP (Remote Desktop Connection) was
made in the network using authentication
credentials. The Policy applies to asset in the
Source Asset Group connecting to an asset in
the Destination Asset Group during the
specified time range.

An RDP (Remote Desktop Connection) was
made in the network without using
authentication credentials. The Policy applies
to asset in the Source Asset Group
connecting to an asset in the Destination
Asset Group during the specified time range.

Detects communication sent between assets
in the network. The Policy applies to
communication sent from an asset in the
Source Asset Group to an asset in the
Destination Asset Group using a Protocol
from the Protocol Group during the specified
time range.

FTP is considered to be an unsecure protocol.
This Policy detects successful logins using
FTP.

FTP is considered to be an unsecure protocol.
This Policy detects failed login attempts using
FTP.

Telnet is considered to be an unsecure
protocol. This Policy detects successful logins
using Telnet.
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Failed unsecured Source, Destination, Schedule Telnet is considered to be an unsecure
Telnet login protocol. This Policy detects failed login
attempts using Telnet.

Unsecured Telnet Source, Destination, Schedule Telnet is considered to be an unsecure

login attempt protocol. This Policy detects login attempts
using Telnet (for which the result status was
not detected).

Network Threat Event Types

The following table describes the various types of Network Threat Events.

Policy conditions relating to Affected Assets, Sources or Destinations can be specified by selecting

either an Asset Group or a Network Segment.

Intrusion Detection Source, Affected Asset, Rule Group, Intrusion Detection Policies use signature-
Schedule based OT and IT threat detection to identify

network traffic that is indicative of intrusion
threats. The detection is based on rules that
have been catalogued in Suricata’s Threats
engine. The rules are grouped into categories
(e.g. ICS Attacks, Denial of Service, Malware
etc.) and sub-categories (e.g. ICS Attacks -
Stuxnet, ICS Attacks — Black Energy etc.). The
system comes with a series of Predefined
groups of related rules. You can also
configure your own custom groupings of
various rules.

ARP scan Affected Asset, Schedule Detects ARP scans (network reconnaissance
activity) that are run in the network. The
Policy applies to scans that are broadcasted
affect an in the Affected Asset Group during
the specified time range.

Port scan Source Asset, Destination Asset, Detects SYN scans (network reconnaissance
Schedule activity) that are run in the network to detect
open (vulnerable) ports. The Policy applies to
communication from an asset in the Source
Asset Group to an asset in the Destination
Asset Group during the specified time range.

61

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



SCADA Event Types

Policies

The following table describes the various types of SCADA Event types.

Event Type

Modbus illegal data address

Modbus illegal data value

Modbus illegal function

Unauthorized write

ABB — Unauthorized write
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either an Asset Group or a Network Segment.

Source Asset, Destination
Asset, Schedule

Source Asset, Destination
Asset, Schedule

Source Asset, Destination
Asset, Schedule

Source Asset, Tag Group, Tag
value, Schedule

Source Asset, Destination
Asset, Schedule

Policy conditions relating to Affected Assets, Sources or Destinations can be specified by selecting

Detects "illegal data address" error code in
Modbus protocol. The Policy applies to
communication from an asset in the Source
Asset Group to an asset in the Destination
Asset Group during the specified time range.

Detects "illegal data value" error code in
Modbus protocol. The Policy applies to
communication from an asset in the Source
Asset Group to an asset in the Destination
Asset Group during the specified time range.

Detects "illegal function" error code in
Modbus protocol. The Policy applies to
communication from an asset in the Source
Asset Group to an asset in the Destination
Asset Group during the specified time range.

Detects unauthorized tag writes to the
specified tag/s on a controller (currently
supported for Rockwell and S7 controllers) in
the specified Source Asset Group. The Policy
can be configured to detect any new write, a
change from a specified value or a value
outside of a specified range. The Policy only
applies during the specified time range.

Detects write commands sent over MMS to
ABB 800xA controllers that are out of the
allowed range.
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IEC 60870-5-104 Commands Source Asset, Destination Detects specific commands sent to IEC-104
(Start/Stop Data Transfer, Asset, Schedule master or slave units that are considered to
Interrogation Command, be risky.

Counter Interrogation
Command, Clock
Synchronization Command,
Reset Process Command,
Test Command with Time
Tag)

DNP3 Commands Source Asset, Destination Detects all main commands sent using DNP3
Asset, Schedule protocol, e.g. Select, Operate, Warm/Cold
Restart etc. Also detects errors originating
from internal indicators such as unsupported
function codes and parameter errors.

Turning Policies On and Off

Any Policy that is already configured in your system (both pre-configured and user defined) can easily be turned on
or off. You can turn Policies on and off on an individual bases or you can select multiple Policies to turn on/off in a

bulk process.

Many policies depend on using Queries to collect data. If some or all of the Query functions are

disabled, then the related Policies won't be effective. Queries can be activated by going to Local

Settings > Queries, see QUERIES CONFIGURATION.

®» Toturna Policy on/off:

1. Go to the Policies screen.
A list is shown for each Policy that is configured in the system. The Policy lists are grouped by Policy
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Category.
Policies sesron. B
m verity Tvp Categ

> [ controller Activities(105) I :

s~ [ ] controller Validation (6) :
[ D a0aRstRLMISmath High Snapshot mismatch Configuration Events
Bzl o Change in controlier firmware ve High Change In Firmware Version Configuration Events
] 0 Chanpe in controller state Change in State Configuration Events
| D Change in controller key state High Change in Key Switch Configuration Events
d C) D Module Discovered Low New Module Discovered Configuration Events
|___: () Module Disappeared Module Not Seen Configuration Events

v ] Network eventsise)
[l 0 Asset Mot Seen for 1 Hour Low Asset Mol Seen Network Events
l_ D Controller Not Sean for 1 Hour Low Asset Not Seen Network Events
d C) Mew Asset Discovered Low New asset discovered Network Events

2. Toggle the Status switch next to the relevant Policy ON/OFF.

®» Toturn on/off multiple Policies:

1. Go to the Policies screen.
A list is shown for each Policy that is configured in the system. The Policy lists are grouped by Policy

Category.
Policies searcn. B
=i Status Name Severity Category «
Controller Activities(105)
Controller Validation (6)
o Snapshot Mismatch High Snapshot mismatch Eunﬁguralmn Events
o Change in controller firmware ve... High ‘Change in Firmware Version Configuration Events
O Change in controller state Change in State Configuration Events
o Change in controller key state High Change in Key Switch Configuration Events
O C) New Module Discovered Low New Module Discovered Configuration Events
D O Module Disappeared Module Not Seen Configuration Events

2. Select the checkbox next to each of the Policies that you would like to turn on/off. Use one of the
following selection methods:
e Select individual Policies — click the checkbox next to specific Policies.
e Select Policy Types — click the checkbox next to a Policy Type heading.
e Select all Policies — click the checkbox in the Title bar at the top of the table.
3. Click on the Bulk Actions button in the Header bar.
4. Select the desired action (Enable or Disable) from the dropdown list.
All the selected Policies are turned on/off.
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Viewing Policies

The Policies screen shows listing for each Policy that is configured in your system. The lists are grouped under
separate tabs for each Policy Category. Both pre-configured Policies and user defined Policies are listed on this
screen. The listing for each policy includes a toggle switch showing the current status of the Policy as well as

several parameters indicating the Policy configuration.

You can show/hide columns and sort and filter the asset lists as well as searching for keywords. For an explanation

of the customization features, see WORKING WITH LISTS.

The Policy parameters are described in the following table.

Status Shows if the Policy is turned on or off. If the Policy was automatically
disabled by the system because it was generating too many Events, then
a warning icon is displayed.
Toggle the status switch to turn a Policy ON/OFF.

Policy ID A unique identifier for the Policy in the system. Policy IDs are grouped by
category, with a different prefix for each category (e.g. P1 for Controller
Activities, P2 for Network Events etc.).

Name The name of the Policy.

Severity The degree of severity of the Event. Possible values are: None, Low,
Medium or High. See section SEVERITY LEVELS for a description of the
severity levels.

Event Type The specific type of event that triggers this Event Policy.

Category The general category of the type event that triggers this Event Policy.
Possible values are: Configuration, SCADA, Network Threats or Network
Event. For an explanation of the various categories see PoLicy
CATEGORIES AND SUB-CATEGORIES.

Source A Policy condition. The source Asset Group/Network Segment (i.e. the
asset that initiated the Activity) to which the Policy applies.

Destination/ A Policy condition. The destination Asset Group/Network Segment (i.e.

Affected Asset the asset which receives the Activity) to which the Policy applies. For
Policies that involve a single asset (no source and destination), this
parameter shows the asset that was affected by the event.

Schedule A Policy condition. The time range for which the Policy applies.

Syslog The Syslog server (SIEM) where Events for this Policy are logged.

Email The Email Group to which Event notifications for this Policy are sent.
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Sub Category The sub-category classification of the Event. The category Configuration
Events is made up of the sub-categories Controller Activities and
Controller Validation. For an explanation of the different sub-categories,
see PoLICY CATEGORIES AND SUB-CATEGORIES.

Viewing Policy Details

You can open the Policy Details screen for a Policy to view additional details about the Policy. This screen shows a

complete listing of all Policy conditions. It also shows a listing of all Events triggered by the selected Policy.

» 1o open the Policy Details screen for a particular Policy:

1. On the Policies screen, select the desired Policy.
2. Click on the Actions menu and select View from the dropdown list.

Edit

it

Duplicate

Delete

—-] |

Alternatively, you can access the Actions menu by right-clicking on the relevant Policy.

The Policy Details screen is shown for the selected Policy.

¢« [ SIMATIC Code Upload o QD) [

SIMATIC Code Upload

Category
Configuration Events

| Detads
Policy Definition
Triggered Events

SIMATIC Code Upload
Exclusions

v/ Affected Asset I Any Asset

In Any Asset

In Any Time

Policy Actions

1 Ne
General
Configuration Events

Enabled
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The Policy Details screen contains the following elements:

® Header bar — shows the Name, Type and Category of the Policy. It also has a toggle switch to turn the
Policy ON/OFF and a dropdown list of available Actions (Edit, Duplicate and Delete).

® Details tab — shows details about the Policy configuration in three sections:

0 Policy Definition — shows all Policy conditions. This includes all relevant fields according to the Type
of Policy.

0 Policy Actions — shows the severity level as well as destination (Syslog, Email) of Event notifications.
Also, shows whether the Disable after first hit feature is activated.

0 General — shows the category and status of the Policy.

® Triggered Events tab — shows a list of Events that were triggered by this Policy. For each Event,
information is shown about the asset/s involved in the Event and the nature of the Event. The information
shown in this tab is identical to the information shown on the Events screen except that only Events for
the specified Policy are shown here. For an explanation of the Event information, see VIEWING EVENTS.

You can mark an Event as resolved when you are viewing it on the Events screen, see RESOLVING

EVENTS.

® Exclusions tab - If you find that a Policy is generating Events for specific conditions which don’t pose a
security threat, you can Exclude those conditions from the Policy (i.e. stop generating Events for those
particular conditions). This is done on the Events screen, see CREATING POLICY EXCLUSIONS. The Exclusions
tab shows all Exclusions that have been applied to this Policy. For each Exclusion, the specific conditions
that have been excluded are displayed. From this tab you can delete an Exclusion (enabling the system to
resume generating Events for the specified conditions).

Creating Policies

You can create custom Policies based on the specific considerations of your ICS network. You can determine
precisely what type of events should be brought to the attention of your staff and how the notifications are
delivered. You have complete flexibility in determining how specific or broad a definition you would like to give to

each Policy.

Policies are defined by using Groups that have been configured in your system. If the dropdown list

for a certain parameter doesn't show the specific grouping to which you would like the Policy to

apply, then you can create a new Group according to your needs, see Groups.

When creating a new Policy, you start by selecting the Category and Type of Policy that you would like to create.
The Create Policy wizard guides you through the setup process. Each Policy Type has its own set of relevant Policy
condition parameters. The Create Policy wizard shows you the relevant Policy condition parameters for that

selected Type of Policy.
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For the Source, Destination and Schedule parameters, you can designate whether to whitelist or blacklist the

specified Group.

® select In to whitelist the specified Group (i.e. include it in the Policy), OR

® select Not in to blacklist the specified Group (i.e. leave it out of the Policy).

For Asset Group and Network Segment parameters (i.e. Source, Destination and Affected Assets) you can use
logical operators (and/or) to apply the Policy to various combinations or subsets of your pre-defined Groups. For
example, if you want a Policy to apply to any device that is either an ICS Device or an ICS Server, then select ICS
Devices Or ICS Servers. If you want a Policy to apply only to Controllers which are located in Plant A, then select
Controllers And Plant A Devices.

If you would like to create a new Policy with similar parameters to an existing Policy, you can Duplicate the original

Policy and make the necessary changes, see section DUPLICATING POLICIES.

If, after creating a Policy, you find that the Policy is generating Events for situations that don’t

require attention, you can exclude specific conditions from the Policy, see CREATING PoLIcY

EXCLUSIONS.

® To Create a New Policy:

1. On the Policies screen, click Create Policy.
The Create Policy wizard opens.

Create Policy X
®

Event Type Policy Definition Policy Actions

Search... E

Configuration Events(114)
Network Events (16)
Network Threats(3)
SCADA Events (34)

vV Vv VvV vV

Items: 167

Cancel
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2. Click on a Policy Category to show the sub-categories and/or Policy Types.
A list of all sub-categories and/or Types included in that category are displayed.

Create Policy X

®

Event Type Policy Definition Policy Actions

Search... n

“ Configuration Events(114)
> Controller Activities (108)

' Controller Validation (6)

Change in Key Switch
The state of the write lock key on the controller has changed

Change in State
A change in the asset running state has been detected

3. Select a Policy Type.

4. Click Next.
A series of parameters for defining the Policy are displayed. This includes all relevant Policy conditions
for the selected Policy Type.

Create Policy X
o ®
Event Type Policy Definition Policy Actions

Change in Firmware Version

Policy name *

Affected Assets *

Select v ‘ & Or

0 ]

= And

Schedule group *

Select v ‘

In v‘
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5. Inthe Policy Name field, enter a name for this Policy.

Choose a name that describes the specific nature of the type of Event that the Policy is intended to
detect.

6. For each parameter that is shown:
a. Where relevant, select In (default) to whitelist the selected element or Not in to blacklist the
selected element.
b.  Click on Select.
A dropdown list of relevant elements (e.g. Asset Group, Network Segment, Port Group,
Schedule Group etc.) is shown.

Create Policy X
L] L]
Event Type Policy Definition Policy Actions

Change in Firmware Version

Policy name *

Affected Assets *

[ 1

E In v | | Select v | 4 Or
+ And Search

Schedule group Private IP ranges

i In » OT Servers

Honeywell Controllers

Siemens Siprotec 5 Controllers

[ Select the desired element.

If the precise grouping to which you would like to apply the Policy does not exist, then you can

create a new Group according to your needs, see GROUPS.

d. For Asset parameters (i.e. Source, Destination and Affected Assets), if you would like to add an
additional Asset Group/Network Segment with an “Or” condition, click on the blue + Or button
next to the field and select another Asset Group/Network Segment.

e. For Asset parameters (i.e. Source, Destination and Affected Assets), if you would like to add an
additional Asset Group/Network Segment with an “And” condition, click on the blue + And
button below the field and select another Asset Group/Network Segment.
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7. Once all fields have been filled in, click Next.
A series of Policy Action parameters (i.e. the actions taken by the system when a Policy hit occurs) are

shown.

Create Policy x

© © L
Event Type Policy Definition Policy Actions
Change in Firmware Version
Severity *
High Low

Syslog

Syslog servers are not configured

Email group

SMTP servers are not configured

8. Inthe Severity section, click on the desired severity level for this Policy.

When a Policy hit is detected for a Policy with severity level None, it isn't shown on the Events

screen of the Ul. However, if the Policy is set to notify a Syslog server and/or Email Group, then

notifications are sent out.

9. If you would like to send Event logs to one or more Syslog servers, in the Syslog section, select the
checkbox next to each server where you would like to send the Event logs.

To add a Syslog server, see SETTING UP A SYSLOG SERVER.

10. If you would like to send email notifications of Events, in the Email group field, select from the
dropdown list the Email Group to be notified.

To add an SMTP server, see SETTING UP AN SMTP SERVER.

11. In the Additional Actions section, where the specified action is relevant:
e If you would like to disable the Policy after the first time that a Policy hit occurs, select the Disable
policy after first hit checkbox. (This action is relevant for some types of Network Event Policies and
some types of SCADA Event Policies.)
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e If you would like to initiate an automatic snapshot of the affected asset whenever a Policy hit is
detected, then select the Take snapshot after policy hit checkbox. (This action is relevant for some
types of Configuration Events Policies.)

12. Once all fields have been filled in, click Create.
The new Policy is created and automatically activate. The Policy is shown in the lists on the Policies
screen.

Creating Unauthorized Write Policies
This type of Policy detects unauthorized writes to controller tags. The Policy Definition involves specifying the

relevant Tag Groups and the type of write that generates a Policy hit.

B 1o set the Policy Definition for an Unauthorized Write Policy:

1. Create a new Unauthorized Write Policy as described in CREATING POLICIES.

Create Policy X
o ®
Event Type Policy Definition Policy Actions

Unauthorized write

Policy name *

Source *

In v Select v | & Or

& And

Tag group *

Select ~

Tag value *
?

Crhadula araon &

2. Inthe Policy Definition section, in the Tag Group field, select the Tag Group to which this Policy applies.
3. Inthe Tag value section, select the desire option by clicking the radio button and filling in the required

fields. Options are:
e Any value —select this option to detect any change to the tag value.
o Different from value — select this option to detect any value other than the specified value. Enter
the specified value in the field next to this selection.
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e Out of allowed range — select this option to detect any value outside of the specified range. Enter
the lower and upper limits of the allowed range in the respective fields next to this selection.

The Different from value and Out of allowed range options are only available for standard tag types

(e.g. Integer, Boolean etc.) but not for customized tags or strings.

4. Complete the Policy creation procedures as described in CREATING POLICIES.

Other Actions on Policies

Editing Policies

You can edit the configuration of both predefined and user defined Policies. For most Policies you can adjust both
the Policy Definition parameters (policy conditions) and the Policy Action parameters. For Intrusion Detection

Policies you can only adjust the Policy Action parameters.

You can also edit the Policy Action parameters for multiple Policies in a bulk action.

®» 1o Edit a Policy:

1. On the Policies screen, select the checkbox next to the desired Policy.
2. Click on the Actions menu and select Edit from the dropdown list.

View

Duplicate
wal anf
Delete
e !
The Edit Policy screen is shown with the current configuration filled in.
Edit Policy X
Palicy Definition Palicy Actions
SIMATIC Code Download
Policy name *
SIMATIC Code Download
Source *
In v | | Any Asset v o oOr
* And
Destination *
in v | | Any Asser v o O
+ And
Schedule group *
In w Any Time w
=
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Adjust the Policy Definition parameters as desired.
Click Next.

Adjust the Policy Actions parameters as desired.
Click Save.

The Policy is saved with the new configuration.

o n kW

» 1o Edit multiple Policies (bulk process):

1. On the Policies screen, select the checkbox next to two or more Policies.
2. Click on the Bulk Actions menu and select Edit from the dropdown list.

Bulk Actions v |
Enable
ate
Disable
NI onif
Delete
. e A

The Bulk Edit screen is shown with the Policy Actions available for bulk editing.

Bulk Edit (2) X

0 Information entered in the fields below will override any
current content for the selected policies. Selected fields with no
input will erase all current values.

Severity

: Syslog

Email group

Cancel
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3. Select the checkbox next to each of the parameters that you would like to edit (Severity, Syslog, Email
Group).

Bulk Edit (2) x

9 Information entered in the fields below will override any
current content for the selected policies. Selected fields with no
input will erase all current values.

E4d severity*

4. Set each parameter as desired.

Information entered in the Bulk Editing fields overrides any current content for the selected Policies.

If you select the checkbox next to a parameter but do not enter a selection, then the current values

for that parameter will be erased.

5. Click Save.
The Policies are saved with the new configuration.

Duplicating Policies

You can create a new Policy that is similar to an existing Policy by Duplicating the original Policy and making the
desired adjustments. You can duplicate both predefined and user defined Policies (except for Intrusion Detection

Policies).

» 1o Duplicate a Policy:

1. On the Policies screen, select the checkbox next to the desired Policy.
2. Click on the Actions menu and select Duplicate from the dropdown list.

I

View

yteg
Edit
Duplicate

onf

Delete
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The Duplicate Policy screen is shown with the current configuration filled in and the name set by default
as "Copy of <Original Policy Name>".

Duplicate Policy x
L]

Policy Definition Policy Actions

SIMATIC Code Delete

Policy name *

Copy of SIMATIC Code Delete

Source *

In v | Any Asset v 4 Or

& And

Destination *

In v Any Asset v | & Or

& And

Schedule group *

In v Any Time v

Adjust the Policy Definition parameters as desired.
Click Next.

Adjust the Policy Actions parameters as desired.
Click Save.

The Policy is saved with the new configuration.

o vk w
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Deleting Policies

You can delete a Policy from the system. You can delete both predefined and user defined Policies (except for

Intrusion Detection Policies which can't be deleted).

You can also delete multiple Policies in a bulk action.

Once you delete a Policy from the system you won't be able to reactivate it. An alternative option is

to toggle the status to OFF to deactivate it temporarily while reserving the option to reactivate it

later.

B 7o Delete a Policy:

1. On the Policies screen, select the checkbox next to the desired Policy.
2. Click on the Actions menu and select Delete from the dropdown list.

I

View
itey
Edit

Duplicate

1a onf]

£ o

A confirmation window is displayed.
3. Click Delete.
The Policy is deleted from the system.

B 1o Delete multiple Policies (bulk action):

1. On the Policies screen, select the checkbox next each of the desired Policies.
2. Click on the Bulk Actions menu and select Delete from the dropdown list.

Bulk Actions ~ [

Enable
iteg

Disable

Edit

v anfi

e - onfi

A confirmation window is displayed.
3. Click Delete.
The Policies are deleted from the system.
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Deleting Policy Exclusions

If you would like to delete an Exclusion that has been applied to a particular Policy, you can do so on the Policies

screen.

®» 7o delete a Policy Exclusion:

78

On the Policies screen, select the desired policy.

Click on the Actions menu and select View from the dropdown list.

Actions w

Edit

it

Duplicate

Delete

COlf

Alternatively, you can access the Actions menu by right-clicking on the relevant Policy.

Click on the Exclusions tab.

< B Rockwell Code Upload

Rockwell Code Upload

Category
Configuration Events

Details
- search Q
Tggereatvenss

Exclusions

| Eng. Station 020 10.100.2072 Rouge

10.100.101.151 admin

e €O |

+ Excluded Ev

DTATITAM - o

A list of Exclusions is shown.

Select the Policy Exclusion you would like to delete.

Click on Delete.
A confirmation window is displayed.

In the confirmation window, click on Delete.

The Exclusion is deleted from the system.
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Groups

Groups are the fundamental building blocks that are used to construct Policies. When configuring a Policy each of
the policy conditions is set using Groups, as opposed to individual entities. The system comes with some
predefined Groups. You can also create your own user defined Groups. Therefore, it is recommended to configure

the Groups that you will need in advance to streamline the process of editing and creating Policies.

Policy parameters can only be set using Groups. If you want a Policy to apply to an individual entity

you must configure a Group that includes only that entity.

Under Groups you can view all Groups that have been configured in your system. The Groups are divided into two

categories:

e Predefined Groups — which come pre-configured in the system and can't be edited.

® User Defined Groups — which are created by the end-user and can be edited.

There are several different types of Groups, each of which is used for the configuration of various Policy types.

Each Group type is shown on a separate screen under Groups. The Group types are:

® Asset Groups — Assets are hardware entities in the network. Asset Groups are used as a Policy condition
for a wide range of Policy types.

® Network Segments — Network Segmentation is a method of creating groups of related network assets,
assisting in the logical isolation of one group of assets from another.

®  Email Groups — Groups of emails that are notified when a Policy Event occurs. Used for all Policy types.
®  Port Groups — Groups of Ports used by assets in the network. Used for Policies that identify open ports.

® Protocol Groups — Groups of Protocols by which conversations are conducted between assets in the
network. Used as a Policy condition for Network Events.

® Schedule Groups — Schedule Groups are time ranges that are used to configure at what time the specified
event must occur to fulfill the policy conditions.

® Tag Groups — Tags are parameters in controllers that contain specific operational data. Tag Groups are
used as a Policy condition for SCADA Events.

® Rule Groups - Rule Groups are comprised of a group of related rules, which are identified by their Suricata
Signature IDs (SIDs). These groups are used as a Policy condition for defining Intrusion Detection Policies.

The procedure for creating each type of Group is described in the following sections. In addition, you can View,
Edit, Duplicate or Delete an existing Group, see ACTIONS ON GROUPS.
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Asset Groups

Assets are hardware entities in the network. Grouping similar assets together enables you to create Policies that
apply to all the assets in the Group. For example, you could use an Asset Group Controllers to create a Policy that
alerts for firmware changes to any controller. Asset Groups are used as a Policy condition for a wide range of Policy
types. Asset Groups can be used to specify the Source asset, the Destination asset or the Affected Asset for various

Policy types.

Viewing Asset Groups

Name Type Members Used In Policies &

' Predefined asset groups(92)

3D Printers Function Group.
ABB 800X Controllers Function Group gg;:zg:gi:g’:zlei?g:“Efl?:u't:?:fe ol
ABB Masterbus300 Controllers Function Group
ABB TotalFlow Controllers Function Group
Actuators Function Group

The Asset Groups screen shows all Asset Groups that are currently configured in the system. The Predefined tab
includes Groups that are built into the system which can't be edited, duplicated or deleted. The User defined tab

includes custom Groups that were created by the user. These Groups can be edited, duplicated or deleted.

The information shown on this screen is described in the following table.

Status Shows if the Policy is turned on or off. If the Policy was automatically
disabled by the system because it was generating too many Events, then
a warning icon is displayed.
Toggle the status switch to turn a Policy ON/OFF.

Name The name of the Policy.

Severity The degree of severity of the Event. Possible values are: None, Low,
Medium or High. See section SEVERITY LEVELS for a description of the
severity levels.

Event Type The specific type of event that triggers this Event Policy.

Category The general category of the type event that triggers this Event Policy.
Possible values are: Configuration, SCADA, Network Threats or Network
Event. For an explanation of the various categories see PoLicy
CATEGORIES AND SUB-CATEGORIES.
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Source A Policy condition. The source Asset Group (i.e. the asset that initiated
the Activity) to which the Policy applies.

Name The name that is used to identify the Group.

Type Shows the type of Group. Options are:

e Function — A predefined Asset Group that was created to serve a
particular function.

e Asset List — Specified assets are included in the Group.
e [P List — Assets with the specified IP Address.

e |P Range - Assets within the specified range of IP Addresses.

Members Shows the list of assets that are included in this Group. No value is
shown for Function Groups.

Note: If there isn't room to display all assets in this row then click on
Table Actions > View > Members tab.

Used in Policies Shows the name of each Policy that uses this Asset Group in its
configuration.

Note: To view more details about the Policies in which the Group is used,
click on Table Actions > View > Used in Policies tab.

The procedures for creating various types of Asset Groups are described in the following section. In addition, you

can View, Edit, Duplicate or Delete an existing Group, see ACTIONS ON GROUPS.

Creating Asset Groups

You can create custom Asset Groups to be used in the configuration of Policies. By grouping together similar assets

you enable creation of Policies that apply to all assets in the Group.
There are three types of User Defined Asset Groups:
® Asset List — Specify the specific assets that are included in the Group.

® |P List — Specify the IP addresses of the Assets that are included in the Group.
® |P Range - Specify the range of IP addresses of the Assets that are included in the Group.

There are different procedures for creating each type of Asset Group.
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B 1o Create an Asset Selection Type Asset Group:

1. Under Groups, select Asset Groups.
2. Click Create Asset Group.
The Create Asset Group wizard is displayed.
Create Asset Group
=

Group Type Group Definition

3. Click on Asset Selection.
4. Click Next.
The list of Available Assets is displayed.

Create Asset Group %
© L
Group Tyoe Group Definition
Name *
Available Assets s [ a |
Type addresses
Fower Supply #1 Power Supply 1010010527 | -
Endpoint #77 Endpoint 10.100,107.200
Endpaint #71 Endpoint 10.100.110.152
Endpoint #55 Endpoint 10.100.30.47
HHP oT Device 10.100.103.22
HISOES4 HMI 192.168.136,193
Gurad pLC 10.100.101.154
(o]

5. Inthe Name field, enter a name for the Group.
Choose a name that describes a common element that categorizes the assets that are included in the
Group.

6. Select the checkbox next to each Asset that you would like to include in the Group.

7.  When you have finished making your selections, click Create.
The new Asset Group is created and is shown on the Asset Groups screen. You can now use this Group
when configuring Policies.
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® 1o Create an IP Range Type Asset Group:

1. Under Groups, select Asset Groups.
2. Click Create Asset Group.
The Create Asset Group wizard is displayed.
Create Asset Group
=

Group Type Group Definition

3. Click on IP Range.
4. Click Next.
The IP Range selection parameters are displayed.

Create Asset Group x
o ®
Group Type Group Definition
MName *
StartIp *
End IP *

5. Inthe Name field, enter a name for the Group.
Choose a name that describes a common element that categorizes the assets that are included in the

Group.
6. Inthe Start IP field, enter the IP Address at the beginning of the range that you would like to include.
In the End IP field, enter the IP Address at the end of the range that you would like to include.
8. Click Create.
The new Asset Group is created and is shown on the Asset Groups screen. You can now use this Group
when configuring Policies.

~
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® 1o Create an IP List Type Asset Group:

1. Under Groups, select Asset Groups.
2. Click Create Asset Group.
The Create Asset Group wizard is displayed.

Create Asset Group
=
Group Type Group Definition
Asset Selection 1P Range WLt
Cancel
3. Click on IP List.
4. Click Next.
The IP List parameters are displayed.
Create Asset GI’OUP x
e .
Group Type Geoup Definithan
Kame *

1P List *

n

5. Inthe Name field, enter a name for the Group.
Choose a name that describes a common element that categorizes the assets that are included in the

Group.
6. Inthe IP List box, enter an IP Address or a Subnet to be included in the Group.
To add more assets to the Group, enter each additional IP address or Subnet on a separate line.
8. Click Create.
The new Asset Group is created and is shown on the Asset Groups screen. You can now use this Group

~

when configuring Policies.
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Network Segments

Network Segmentation is a method of creating groups of related network assets, assisting in the logical isolation of
one group of assets from another. Tenable.ot automatically assigns each IP address that is associated with an asset
in your network to a Network Segment. (For assets with more than one IP address, each IP is associated with a
Network Segment.) Each auto generated segment includes all Assets of a specific Category (Controller, OT Servers,
Network Devices etc.) that have IPs with the same class C network address (i.e. the IPs have the same first 24 bits).
You can create user-defined Network Segments, and specify which assets are assigned to that segment. There is
column on the Inventory screens showing the Network Segment for each asset, making it easy to sort and filter

your assets by Network Segment.

Viewing Network Segments

Network Segments s m Create hetwark Segment

Name Vian Description Used in Policies
~ User defined network segments(1)

Prod Segment

~ Auto generated netwark segments{114)

Endpoint / 10.100.20.%

OT Server / 10.100.102.X

Endpoint / 169.254.67.X

Endpoint / 169.254.22.%

Endpoint/ 169.254.120.X

Endpoint / 169.254 2068 X

Endpoint / 169.254.210.X

The Network Segments screen shows all Network Segments that are currently configured in the system. The Auto
generated tab includes Network Segments that are automatically generated by the system. The User defined tab

includes custom Network Segments that were created by the user.

The information shown on this screen is described in the following table:

Name The name that is used to identify the Network Segment.

VLAN The VLAN number of the Network Segment. (Optional)

Description A description of the Network Segment. (Optional)

Used in Policies Shows the names of the Policies that apply to this Network Segment.

Note: To view more details about the Policies in which the Network
Segment is used, click on Table Actions > View > Used in Policies tab.

The procedure for creating a Network Segment is described in the following section. In addition, you can View,

Edit, Duplicate or Delete an existing Network Segment, see ACTIONS ON GROUPS.
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Creating Network Segments

You can create Network Segments to be used in the configuration of Policies. By grouping together related

network assets you enable the creation of Policies that define acceptable network traffic for Asset in that segment.

® To Create a Network Segment:

1. Under Groups, select Network Segments.
2. Click Create Network Segment.
The Create Network Segment wizard is displayed.

Create Network Segment X

NAME *

| I

VLAN

DESCRIPTION

Cancel

3. Inthe Name field, enter a name for the Network Segment.
In the VLAN field, enter a VLAN number for the Network Segment. (Optional)
5. Inthe Description field, enter a description of the Network Segment. (Optional)

6. Click Create.
The new Network Segment is created and is shown in the list of Network Segments.
7. Under Inventory, select All Assets.
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8. Right-click on the asset you wish to assign to the newly created Network Segment, and select Edit.

| * & Evemts

. All Assets |seacn @ Hevwork segment created successtully B _ -
Palicies
| & inventery
Mamna Type Metwark Segment d Rk Criticality »
All Assels ?
Ene, Station 81 Enginsering Station Warkstation / 192.168.8 [ 7 | Medium 1o 4
Cortrollers and Modules. =
DEMOCASE Wieekstation Warkstation / 10.1.0X [ 12 | Lew 10.1
Hetwork Assets
D&PC 3 Werkstation Warkstation / 10.10.11.% [ 13 | Lew 1000
% Network Map View
] Q&PC 1 £y Wierkstation Warkstation { 10,1011 [ 13 ] Low 0.0
B
DESKTOP-PT508 Ramove Wiorkstation Workstation / 10.00.11.X | 15 | Low 1.1
CVEs
INDEGY-XP Wioriestation Workstation £10.10.11X [ 13 | Low 101
Vulnerabilties
[ Vol Station #17 Vicekstation Workstation /10.100.30.% Ea Low 1041

The Edit Asset Details window opens.
9. Inthe Network Segments field, select the appropriate Network Segment from the dropdown list.

Edit Asset Details X

TYPE *

ocs »

NAME

‘ FCS0823

CRITICALITY *

‘ High v

PURDUE LEVEL ©

‘ Level 1 v

NETWORK SEGMENTS (192.168.8.47)

‘ Server Room -5 v

NETWORK SEGMENTS (192.168.136.47)

‘ Controller / 192.168.136.X (System Default) v

Some assets have more than one associated IP address, and you can select the appropriate Network

Segment for each one.

The Network Segment is applied to the asset and is shown in the Network Segment column. You can now
use this Network Segment when configuring Policies.
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Email Groups

Emails Groups are groups of emails of relevant parties. Email Groups are used to specify recipients for Event
notifications that are triggered by specific Policies. For example, grouping by role, department, etc. enables you to

send the notifications for specific Policy Events to the relevant parties.

Viewing Email Groups

Email Groups =earch
Ernails Emall Serve:
Elant A Englneers bob@gmail.com | tim@gmail.com Tenable -
Plant & Supenisors laura@gmail.com | Juan@gmail.com Tenable

The Email Groups screen shows all Email Groups that are currently configured in the system.

The information shown on this screen is described in the following table:

You can view additional details about a specific Group by selecting the Group and clicking Table

Actions > View.

Name The name that is used to identify the Group.

Emails The list of emails included in the Group.

Note: If there isn't room to display all members of the Group then click
on Table Actions > View > Members tab.

Email Server The name assigned to the SMTP server that is used for sending out the
emails to this Group.

Used in Policies Shows the names of the Policies for which notifications are sent to this
Group.

Note: To view more details about the Policies in which the Group is used,
click on Table Actions > View > Used in Policies tab.

The procedure for creating an Email Group is described in the following section. In addition, you can View, Edit,

Duplicate or Delete an existing Group, see ACTIONS ON GROUPS.

88

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Policies

Creating Email Groups

You can create Email Groups to be used in the configuration of Policies. By grouping related emails, you set Policy

Event notifications to be sent to all relevant personnel.

You can only assign one Email Group to each Policy. Therefore, it is useful to create both broad,

inclusive Groups as well as specific, limited Groups so that you can assign the appropriate Group to

each Policy.

® To Create an Email Group:

1. Under Groups, select Email Groups.
2. Click Create Email Group.
The Create Email Group wizard is displayed.

Create Email Group X

Name *

SMTP server *

Select v

Cancel
I
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3. Inthe Name field, enter a name for the Group.
In the SMTP server field, select from the dropdown list the server used for sending out the email
notifications.

If no SMTP server has been configured in the system then you must first configure a server before

you can create an Email Group, see SETTING UP AN SMTP SERVER.

5. Inthe Emails field, enter the email of each member of the Group on a separate line.
Click Create.
The new Email Group is created and is shown on the Email Groups screen. You can now use this Group
when configuring Policies.

Port Groups

Port Groups are groups of ports used by assets in the network. Port Groups are used as a policy condition for
defining Open Port Network Event Policies, which detect open ports in the network.

The Predefined tab shows the Port Groups that are predefined in the system. These Groups comprise ports that are
expected to be Open on controllers from a specific vendor. For example, the Group Siemens PLC Open Ports
includes: 20, 21, 80, 102, 443 and 502. This enables configuration of Policies that detect open ports that are not
expected to be opened for controllers from that vendor. These Groups can't be edited or deleted but they can be
duplicated.

The User defined tab includes custom Groups that were created by the user. These Groups can be edited,

duplicated or deleted.

Viewing Port Groups

Port Groups search... ﬂ [l Create Po
Y " . &
Name TCP Port Used in Policle o
N Predefined port groups (39) =
ABB Open Ports BO | 102 | 44818 | 502 Use of Unauthaorized Port In ABB 800X Controllers
Any Port
Apogee Open Ports T169|100] 161 -162 | 502 | 3001 - 3002 | 5441 - 5442 | 20.21 |53 | 80 Use of Unauthorized Port in Apogee Controllers
Use of Unautharized Ports in Bachmann M1
Bachmann M1 Open Ports 21 | 8O | 443 | 445 | S0Z | 3500 B e '
Contraflers
cip 44818
commanly Exploited Parts 20-21| 22| 23| 25| 443 | 80 | 135 | BOED | 513 | 3389
DeitaV Open Ports 18508 | 18519 | 23 | 44818 | 502 Use of Unauthorized Port in DeltaV Controllers

The information shown on this screen is described in the following table:

Name The name that is used to identify the Group.
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TCP Ports The list of ports and/or ranges of ports that are included in the Group.

Note: If there isn't room to display all members of the Group then click
on Table Actions > View > Members tab.

Used in Policies Shows the name of each Policy that uses this Port Group in its
configuration. Note: To view additional info about the Policies in which
this Group is used, click on Table Actions > View > Used in Policies tab.

Creating Port Groups

You can create user defined Port Groups to be used in the configuration of Policies. By grouping together similar

ports you enable creation of Policies that alert for open ports that pose a particular security risk.

® To Create a Port Group:

1. Under Groups, select Port Groups.
2. Click Create Port Group.
The Create Port Group wizard is displayed.

Create Port Group X

Name *

TCP Port *

&= Add port

|

3. Inthe Name field, enter a name for the Group.

4. Inthe TCP Port field, enter a single port or a range of ports to be included in the Group.
5. If you would like to add additional Ports to the Group, use the following procedure for each additional
Port.

a. Click + Add Port.
A new Port Selection field is displayed.
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b. In the new Port number field, enter a single port or a range of ports to be included in the
Group.
6. Click Create.

The new Port Group is created and is shown in the list of Port Groups. You can now use this Group when
configuring Policies.

Protocol Groups

Protocol Groups are groups of protocols with which conversations are conducted between assets in the network.
Protocol Groups are used as a Policy condition for Network Policies, defining what Protocols being used between

particular assets trigger a Policy.

Tenable.ot comes with a set of predefined Protocol Groups which comprise related protocols. These Groups are
available for use in Policies. These Groups can't be edited or deleted. Protocols can be grouped by which protocols
are allowed by a specific vendor. For example, Schneider allowed protocols include: TCP:80 (HTTP), TCP:21 (FTP),
Modbus, Modbus_UMAS, Modbus_MODICON, TCP:44818 (CIP), UDP:69 (TFTP), UDP:161 (SNMP), UDP:162
(SNMP), UDP:44818, UDP:67-68 (DHCP). They can also be grouped by type of protocol (i.e. Modbus, PROFINET, CIP

etc.). You can also create your own user defined Protocol Groups.

Viewing Protocol Groups

Protocol Groups s [ acvons « [Qll create proocot roup | expor

Name Protocols

W Predefined protocal groups (57)

MMS | TCPOZ | UDPIZTST | UDP/2423 | UDR/1ZE | UDP/2999 | UDPMAT | UDPII34) | UDRPM24230 | TCPRO |

ARR Allowed Protocals 2 .
m TCP/a4818 | MODBUS | TCP/502

TCP/ | UDRY | MODELUS | UNITY | CONCEPT | PROFINET | CIP | PCCC | ETHIP | LLC | 57 | S7Pus | P2 | SATP |

iy Proteds !
Ay Protocot BROWSER | DIGSM | SICAM_PROFIBUS | IEC61850 | IECY04 | YOKOGAWA_CENTUM | BACNET | LLDP | MELSECS
Apogee Allowed Protocols P2 | TCP/S033 | TCPES | TER/100 | TCR3S | UDRIET - 162 | TCP/I001 - 3002 | TCP/S441 - 5442 | UDR/ET - €
Bachmann M1 Allowed Protocobs PROFINET | MODRUS | DNP3 | TCRA21 | TCP/A0 | TCR/A43 | TCR/A4S | TCR/SO2 | UDR/3000 | TCR3S00 | IECH
BACHet-1# UDPET308 | BACNET

Brovwser BROWSER

P ar

The Protocol Groups screen shows all Protocol Groups that are currently configured in the system. The Predefined
tab shows Groups that are built into the system. These Groups can't be edited or deleted but they can be
duplicated. The User defined tab shows custom Groups that were created by the user. These Groups can be edited,

duplicated or deleted.

The information shown on this screen is described in the following table.

Name The name that is used to identify the Group.

Protocols The list of protocols that are included in the Group.

Note: If there isn't room to display all members of the Group then click
on Table Actions > View > Members tab.
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Used in Policies Shows the name of each Policy that uses this Protocol Group in its
configuration.

Note: To view additional details about the Policies in which this Group is
used, click on Table Actions > View > Used in Policies tab.

Creating Protocol Groups

You can create custom Protocol Groups to be used in the configuration of Policies. By grouping together similar

Protocols you enable creation of Policies that define which protocols are suspicious.

® 1o Create a Protocol Group:

1. Under Groups, select Protocol Groups.
2. Click Create Protocol Group.
The Create Protocol Group wizard is displayed.

Create Protocol Group X
Name *
Protocols * Port *

Select w | | e.g 400 or 500-800

[ |

3. Inthe Name field, enter a name for the Group.
4. In the Protocols field, select from the dropdown menu a Protocol type.
5. If the selected Protocol is TCP or UDP then enter a Port number or range of Ports in the Port field. For
other Protocol types no value is entered in the Port field.
6. If you would like to add additional Protocol/s to the Group, use the following procedure for each
additional Protocol.
a. Click + Add Protocol.
A new Protocol Selection field is displayed.
b. Fill in the new Protocol Selection in the manner described in steps 4-5.
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7. Click Create.
The new Protocol Group is created and is shown in the list of Protocol Groups. You can now use this

Group when configuring Policies.

Schedule Group

A Schedule Group defines a time range or group of time ranges that has particular characteristics that make
activities that happen during that time period noteworthy. For example, certain activities are expected to occur

during work hours while other activities are expected to occur during down-time.

Viewing Schedule Groups

Schedule Groups - o e

Used in Policies

s
~

Name Type Covers

' Predefined schedule groups(1)

sfumas

Any Time Recurrin SIMATIC Code Download |
¥ & SIMATIC Code Upload | ...

' User defined schedule groups (1)

Working Hours Recurring Monday to Friday 08:00 AM - 04:00 PM

The Schedule Groups screen shows all Schedule Groups that are currently configured in the system. The
Predefined tab includes Groups that are built into the system. These Groups can't be edited, duplicated or deleted.
The User defined tab shows the custom Groups that were created by the user. These Groups can be edited,
duplicated or deleted.

The information shown on this screen is described in the following table.

Name The name that is used to identify the Group.

Type Shows the type of Group. Options are:

e Function - a predefined Schedule Group that was created to serve
a particular function.

e Recurring — a schedule that recurs on a daily or weekly basis. For
example, a Work Hours schedule can be defined as Monday to
Friday from 9am to 5pm.

e Interval —a schedule that occurs on a specific date or range of
dates. For example, a Plant Renovation schedule could be defined
by the period from June 1 to August 15.

Covers A summary of the schedule settings.
Note: If there isn't room to display all members of the Group then click
on Table Actions > View > Members tab.
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Used in Policies Shows the Policy ID of each Policy that uses this Schedule Group in its
configuration.

Note: To view additional details about the Policies in which this Group is
used, click on Table Actions > View > Used in Policies tab.

Creating Schedule Groups

You can create custom Schedule Groups to be used in the configuration of Policies. Designate a time range or

group of time ranges that share characteristics that make events that happen during that time period noteworthy.

There are two types of Schedule Groups:

® Recurring — schedules that recur on a weekly basis. For example, a Work Hours schedule can be defined
as Monday to Friday from 9am to 5pm.

® Once —schedules that occur on a specific date or range of dates. For example, a Plant Renovation
schedule could be defined by the period from June 1 to August 15. There are different procedures for
creating each type of Schedule Group.

There are different procedures for creating each type of Schedule Group.

® To Create a Recurring Type Schedule Group:

1. Under Groups, select Schedule Groups.

2. Click Create Schedule Group.

3. Onthe Schedule Groups screen, click Create Schedule Group.
The Create Schedule Group wizard is displayed.

Create Schedule Group x
L]
Group Type Group Definition
Recurring Once

Cancel

4. Select Recurring.
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5. Click Next.
The parameters for defining a Recurring Schedule group are shown.
Create Schedule Group x
] ®
Group Type Group Definition
Name *
Repeats * Start Time * End Time *

| Every day - 12:00:00 AM o] 12:00:00 PM @

& Add Condition

m eincs!

6. Inthe Name field, enter a name for the Group.
7. Inthe Repeats field, select which days of the week are included in the Schedule Group. Options are: Every
day, Monday to Friday or a specific day of the week.

If you would like to include particular days of the week, e.g. Monday and Wednesday, then you will

need to add a separate condition for each day.

8. In the Start Time field, enter the time of day (HH:MM:SS AM/PM) of the beginning of the time range
included in the Schedule Group.
9. Inthe End Time field, enter the time of day (HH:MM:SS AM/PM) of the end of the time range included in
the Schedule Group.
10. If you would like to add additional Conditions (i.e. additional time ranges) to the Schedule Group, use the
following procedure for each additional Condition.
a. Click + Add Condition.
A new row of Schedule selection fields is displayed.
b. Fill in the schedule fields as described above in step 5-7.
11. Click Create.
The new Schedule Group is created and is shown in the list of Schedule Groups. You can now use this
Group when configuring Policies.
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B 1o Create a One Time Schedule Group:

1. Under Groups, select Schedule Groups.
2. Click Create Schedule Group.
The Create Schedule Group wizard is displayed.

Create Schedule Group

Group Type Group Definition

3. Select Once.
4. Click Next.

The parameters for defining a one-time Schedule group are shown.

Create Schedule Group ®

L]
Group Type Group Definition
Narme *
Start Date * St Time *
Q23030 B 12:00:00 AM [
End Date * End Time *
8232020 (o] 12:00:00 PM [c]

[ |

5. Inthe Name field, enter a name for the Group.
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6. Inthe Start Date field, click on the calendar icon E .
A calendar window opens.

<« < JUL 2019 > >

23 24 25 26 27

28 29 30 31

7. Select the date on which the Schedule Group begins. (Default: the current date)
8. Inthe Start Time field, enter the time of day (HH:MM:SS AM/PM) of the beginning of the time range
included in the Schedule Group.

9. Inthe End Date field, click on the calendar icon E .
A calendar window opens.

10. Select the date on which the Schedule Group ends. (Default: the current date)

11. In the End Time field, enter the time of day (HH:MM:SS AM/PM) of the end of the time range included in
the Schedule Group.

12. Click Create.
The new Schedule Group is created and is shown in the list of Schedule Groups. You can now use this
Group when configuring Policies.

Tag Groups

Tags are parameters in controllers that contain specific operational data. Tag Groups are used as a Policy condition
for SCADA Events Policies. By grouping together Tags that play similar roles you can create Policies that detect
suspicious changes to the specified parameter. For example, by grouping together Tags that control furnace

temperature, you can create a Policy that detects temperature changes that could be harmful to the furnaces.

Viewing Tag Groups
Tag Groups - o J
Name 4 Type Controller Tags Used in Policies «

W User defined tag groups(2)

Rouge - MainTask/MainProgram/Bit1(Bool) | Rouge -

burnl Boul HOugS MainTask/MainProgram/Bit2(Bool) | Rouge - ...

SIMATIC 300(1) - DB1/109(Float) | SIMATIC 300(1) -

e Foat SIMATICI0N) DB1/11(Float) | SIMATIC 300(1) - DB1/116(Float) | SIMATI...

The Tag Groups screen shows all Tag Groups that are currently configured in the system.
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The information shown on this screen is described in the following table.

Name The name that is used to identify the Group.

Type The data type of the Tag. Possible values are: Bool, Dint, Float, Int, Long,
Short, Unknown (for Tags of a type that Tenable.ot was unable to
identify) or Any Type (which can include Tags of different Types)

Controller The controller on which the Tag is being monitored.

Tags Shows each Tag that is included in the Group as well as the name of the
controller in which it is located.

Note: If there isn't room to display all Tags in this row then click on Table
Actions > View > Members tab.

Used in Policies Shows the Policy ID of each Policy that uses this Schedule Group in its
configuration.

Note: To view additional details about the Policies in which this Group is
used, click on Table Actions > View > Used in Policies tab.

The procedure for creating a Port Group is described in the following section. In addition, you can View, Edit,

Duplicate or Delete an existing Group, see ACTIONS ON GROUPS.

Creating Tag Groups

You can create custom Tag Groups for use in Policy configuration. By grouping together similar Tags you can create
Policies that apply to all Tags in the Group. Select the Tags that are of a similar type and give them a name that
represents the common element of the Tags.

You can also create Groups that include Tags of different types by selecting the Any Type option. In this case
Policies that are applied to this Group can only detect changes to Any Value for the specified Tags but can't be set

to detect specific values.

Tag Groups can be edited, duplicated or deleted.

® To Create a New Tag Group:

1. Under Groups, select Tag Groups.
2. Click Create Tag Group.

The Create Tag Group wizard is displayed.
Create Tag Group

) 2 3
i Tyos b oo Grtust Maerbaes
Bosd it Flast
Int Lang Any Type.
Sheet.
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3. Select a Tag type. Options are: Bool, Dint, Float, Int, Long, Short or Any Type (which can include Tags of
different Types)

4. Click Next.
A list of controllers in you network is displayed.

Create Tag Group

© () s

om0 T 2w G e ]

a

e Adtsens
FrorinmMsace I0RAN 152

Conboder #33 1070010450

CTE D8 1057

Bt 1070813 150 | 50.030,303,181 ] 10,
Combroler 457 10,1001 83

Desicetion LT 0100101150 | 10100907951 | 101
Controler 113 70810 51

[ 160 160 1841 | 12N 2

FT 008 stason_1 10700,100.55

« Back Cancet || ot

5. Select a controller for which you would like include Tags in the Group.
6. Click Next.
A list of Tags of the specified type on the specified controller are displayed.

Create Tag Group X
o o (3)
Group Type Select Controller ‘Group Members
Name *
Tags Search... Q
Tag + Memory Location

O Contag1 (Bool)

O MainTask/MainProgram/Bit1 (Bool)

[0 MainTask/MainProgram/Bit2 (Bool)

[0 MainTask/MainProgram/Bit4 (Bool)

[0 MainTask/MainProgram/PriceTag (Bool)
O MainTask/MainProgram/PriceTag1 (Bool)

O MainTask/MainProgram/PriceTag2 (Bool) l
< Back Cancel Create

7. Inthe Name field, enter a name for the Group.

8. Select the checkbox next to each of the Tags that you would like to include in the Group.

9. Click Create.
The new Tag Group is created and is shown in the list of Tag Groups. You can now use this Group when
configuring SCADA Event Policies.
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Rule Groups

Rule Groups are comprised of a group of related rules, which are identified by their Suricata Signature IDs (SIDs).

These groups are used as a Policy condition for defining Intrusion Detection Policies.

Tenable.ot provides a set of predefined groups of related vulnerabilities. In addition, you can select individual rules

from our repository of vulnerabilities and create your own custom Rule Groups.
Viewing Rule Groups

Rule Groups search.

ame 2 4 Number of Rules Used In Policies

S Predefined rule groups{es)

| Attacks - Heartbleed 3 Altacks - Heartbieed
ATtacks - 10T 24 Atacks - 10T
13 Attacks - M517-010 ETERNAL
Attacks - Magnitude 29 Attacks - Magnitude
ALLaCks - NETAP 32 Artacks - NETAPI
cks - SMB Exploits 14 Attacks - SMB Expioits
Aftacks - Spectre & Meltdown 8 Attacks - Spectre & Meltdown
Altacks - Spleve EK [3 ARtacks - Splevo EK
Altacks - Sutra TDS 4 Artacks - Sutra TDS
Altacks - VN 1 Attacks - VNC

The Rule Groups screen shows all Rule Groups that are currently configured in the system. The Predefined tab
includes Groups that are built into the system. These Groups can't be edited, duplicated or deleted. The User
defined tab shows the custom Groups that were created by the user. These Groups can be edited, duplicated or

deleted.

The information shown on this screen is described in the following table.

Name The name that is used to identify the Group.
Number of Rules The number of rules (SIDs) that comprise this Rule Group.
Used in Policies Shows the Policy ID of each Policy that uses this Rule Group in its

configuration.

Note: To view additional details about the Policies in which this Group is
used, click on Table Actions > View > Used in Policies tab.
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Creating Rule Groups

B 7o create a new Rule Group:

1. Under Groups, select Rule Groups.
2. Click Create Rule Group.
The Create Rule Group wizard is displayed.

Create Rule Group X
Name *
Name
Available Rules s B
Sip A
o curateditenable_curated (70)
: | 1sams PROTOCOL-SCADA CMAOM-FINS mmory area write atempt udp
15380 PROTOCOL-SCADA OMRON-FINS memory area fill attempt udp
15391 PROTOCOL-SCADA OMRON-FINS memary area transfer atternpt udp
Ll 1s3m2 PROTOCOL-SCADA OMRON-FINS parameter area write attempt udp
15393 PROTOCOL-SCADA OMRON-FING parameter area chear attempt udp
15354 PROTOCOL-SCADA OMRON-FINS program area protect attempt udp
15395 PROTOCOL-SCADA OMRON-FINS program area protect ciear attempt udp
15396 PROTOCOL-SCADA OMRON-FING program area write attempt udp

3. Inthe Name field, enter a name for the group.
In the Available Rules section, select the checkbox next to each of the rules that you would like to
include in the group.

Use the search box to find the desired rules.

5. Click Create.
The new Rule Group is created and is shown in the list of Rule Groups. You can now use this Group
when configuring Intrusion Detection Policies.

Actions on Groups

When you select a Group (on any of the Group screens), the Actions menu on the top of the screen enables you to
take the following actions:
® View —shows details about the selected Group, such as which entities are included in the group and
which Policies use the Group as a policy condition.
e Edit — edit details of the Group.
® Duplicate — create a new Group with similar configuration to the specified Group.

® Delete — delete the Group from the system.

Predefined Groups can't be edited or deleted. Some predefined Groups also can't be duplicated.

The actions menu can also be accessed by right-clicking on a Group.
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Viewing Group Details

When you select a group and click on Actions > View the Group Details screen is shown for the selected group.

< Demo2

Tag Group

Type Controller
Float  SIMATIC 300(1)

I Members

h..
Used In Policies seare ﬂ

Tag Memory Location
DB1/109 (Float)

DB1/11 (Float)

DB1/116 (Float)

DB1/123 (Float)

The Group Details screen has a header bar that shows the name and type of the Group. It also has two tabs:

® Members —shows a list of all members of the Group.

| Members
e
DB1/109 (Float)
DB (Foat)

DB1/116 {Floay

® Used in Policies — shows a listing for each Policy for which the specified Group is used as a policy
condition. The Policy listing includes a toggle switch for turning the Policy On/Off. The info shown in the
Policy lists is explained in the chapter on PoOLICIES.

] g In Palicies Gadita
s ] scana tversgn
I O Paixy Demag Hign Unautnored wite  SCADAEweNts n Simers Siprotec
O Pty Do High Unauthenzed wite SCADA Events 0 OT Servers

B 7o view details of a Group:

1. Under Groups, select the desired type of Group.
2. Select the desired Group.
3. Click on Actions (or right-click on the Group).
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4. From the dropdown menu, select View.

it

Edit
Duplicate

Delete
O

The Group details screen is displayed.

Editing a Group

You can edit the details of an existing Group.

B 10 edit details of a Group:

1. Under Groups, select the desired type of Group.
2. Select the desired Group.

3. Click on Actions (or right-click on the Group).

4. From the dropdown menu, select Edit.

Bulk Actions v
Enable
e ¢
Disable
Edit
A 1
Delete
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5. The Edit Group window is displayed, showing the relevant parameters for the specified Group type.

Edit Tag Group x
Name *
Demo1
Search... ﬂ
1: Tag Memory Location
MainTask/MainProgram/Bit1 (Bool)
MainTask/MainProgram/Bit2 (Bool)
MainTask/MainProgram/Bit3 (Bool)
D MainTask/MainProgram/Bit4 (Baal)

ed ltems: 3 (Deselect all)

canCEI

6. Make the desired changes.
7. Click Save.
The Group is saved with the new settings.

Duplicating a Group

If you would like to create a new Group with similar settings to an existing Group, you can “duplicate” the existing

Group. When you duplicate a Group, the new Group is saved under a new name, in addition to the original Group.

» 1o Duplicate a Group:

1. Under Groups, select the desired type of Group.

2. Select the existing Group on which you would like to base the new Group.
3. Click on Actions (or right-click on the Group).

4. From the dropdown menu, select Duplicate.

I

View
iteg
Edit

oal onf
Delete
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5. The Duplicate Group window is displayed, showing the relevant parameters for the specified Group type.

Duplicate Tag Group

x

Mame *

Copy of Demo1

=] T

4]

MainTask/MainProgram/Bit) (Bool)

MainTask/MainProgram/Bit2 (Bool)

[ <

MainTask/MainProgram/Bit3 (Bool)

MainTask/MainProgram/Bit4 (Bool)

Items: 4 Selected ltems: 3 (Deselect all)

6. Inthe Name field, enter a name for the new Group. (By default, the new Group is named 'Copy of' the

original Group name.)
7. Make the desired changes to the Group settings.

8. Click Duplicate.
The new Group is saved with the new settings, in addition to the existing Group.

Deleting a Group

You can delete user defined Groups but not predefined Groups. Also, if a user defined Group is being used as a

policy condition for one or more Policies it can't be deleted.

®» 7o Delete a Group:

1. Under Groups, select the desired type of Group.
2. Select the Group that you would like to delete.
3. Click on Actions (or right-click on the Group).

4. From the dropdown menu, select Delete.

I

View
itey

Edit

Duplicate

13 onf
Delete l
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5. A confirmation window is displayed.

Delete tag Group

Unable to delete the tag group, it is currently being used in the following

policies: Policy Demo1

6. Click Delete.
The Group is permanently deleted from the system.
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Inventory

Tenable.ot's Automated Asset Discovery, Classification and Management provides an accurate, up-to-date asset
inventory by continuously tracking all changes to devices. This simplifies sustaining of operational continuity,
reliability and safety. It also plays a key role in planning maintenance projects, prioritizing upgrades, patch
deployments, incident response and mitigation efforts.

Viewing Assets

“\tenable.ot
> M Events
2 Poiicies URE 3] Export
v & Inventory
NAME ADDRESSES TYPE VENDOR LAST SEEN RISK
Al
DESKTOP-BMF3PP8 10.100.30.30 PIC Beckhoff Nov 26, 2020 08:03:16 AM
Controllers
DeviceNet L81 10.100.101.151 | 10.100.1...  PLC Rockwell Nov 26, 2020 08:31:59 AM
Network Assets
] Rouge 10.100.101.151 | 10.100.1 PLC Rockwell Nov 26, 2020 08:31:59 AM
T
STRIKE PLC Rockwell Nov2s, 2020 084656 aM X
& Network Map
gblb 10.100.101,156 PLC Rockwell Nov 26, 2020 08:32:02 AM
> & Risk
Nafplio 10.100.102.49 PLC Siemens Nov 26, 2020 08:31:46 AM
> & Network
STRIK PLC Rockwell Nov 25, 2020 08:46:53 AM
> @ Groups
HUMINT PLC Rockwell Nav 25, 2020 08:46:57 AM
| Reports
HUMINT PLC Rockwel Novas, 2020084651 A [N
> ¢ Local Settings
HUMINT PLC Rockwell Nov2s. 2020084653 aM XN
ML1100 10.100.101.158 PLC Rockwell Nov 26, 2020 08:31:50 AM
Broject 1010010521 | 10.100.10..  PLC Schneider Nov 26, 2020 08:30:54 AM
1400 10.100.101.159 PLC Rockwell Nov 26, 2020 08:32:02 AM
SIMATIC 300(1) 10.100.102.28 PLC Slemens Nov 26, 2020 08:30:48 AM
BLC #43 10.100.101.164 PLC Rockwel Nov2e, 2020 0831:50aM [
STRIKE PLC Rockwell Nov2s, 2020 08:46:55AM [
pLC#1 10.100.101.20 PLC Omron Nov 26, 2020 08:32:02 AM
SIMATIC H Station 10.100.102.38 PLC Siemens Nov 26, 2020 08:30:46 AM
1-100 out of 361 Pageloid > DI 1

All of the assets in the network are shown on the Inventory screens. Detailed data about each asset is shown,
enabling comprehensive asset management as well as monitoring of the status of each asset and its related
Events. The data shown in the Inventory screens is gathered using the Tenable.ot Network Detection and Active
Query capabilities. The All screen shows data for all types of assets. In addition, specific subsets of the assets are
shown on separate screens for each of the following asset types: Controllers and Modules, Network Assets and
loT.

The Network Assets screen includes all types of assets that aren’t included in the Controllers and

Modules or loT screens.

For each of the asset screens (All, Controllers and Modules, Network Assets and loT), you can customize the display
settings by adjusting which columns are displayed and where each column is positioned. You can also sort and
filter the Asset lists as well as perform a search. For an explanation of the customization features, see WORKING
WITH LISTS.
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The following table describes the parameters shown on the Inventory screens.

“uxn

Parameters marked with an are only shown on the Controllers screen.

Name The name of the asset in the network. Click the name of the asset to view the Asset Details
screen for that asset (See VIEWING ASSET DETAILS.)

IP The IP address of the asset.
Note: An asset may have multiple IP addresses.

MAC The MAC address of the asset.

Network The Network Segment that the IP/s of this asset are assigned to.

Segment

Type The type of asset, Controller, I/O or Communication, etc. see ASSET TYPES.

Backplane* The backplane unit that the asset is connected to. Additional details about the backplane
configuration are shown in the Asset Details screen.

Slot* For assets that are on backplanes, shows the number of the slot to which the asset is attached.

Vendor The asset vendor.

Family* The family name of the product as defined by the asset vendor.

Firmware The firmware version currently installed on the asset.

Location The location of the asset as input by the user in the Tenable.ot asset details. See EDITING ASSET
DETAILS.

Last Seen The time at which the device was last seen by Tenable.ot. This is the last time that the device
was connected to the network or performed an activity.

oS The OS running on the asset.

Model Name

The model name of the asset.

State* The device state. Possible values:
e Backup —the controller is running as a backup to a primary controller.
e  Fault —the controller is in fault mode.
e NoConfig — no configuration has been set for the controller.
e Running —the controller is running.
e Stopped —the controller is not running.
e Unknown —the state is unknown.

Description A brief description of the asset, as configured by the user in the Tenable.ot asset details. See

EDITING ASSET DETAILS.
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Risk A measure of the degree of risk related to this asset on a scale from 0 (no risk) to 100
(extremely high risk). For an explanation of how the Risk score is calculated, see Risk
ASSESSMENT.

Criticality A measure of the importance of this asset to the proper functioning of the system. A value is
assigned automatically to each asset based on the asset type. You can manually adjust the
value.

Purdue Level The Purdue level of the asset (0=Physical process, 1=Intelligent devices, 2=Control systems,
3=Manufacturing operations systems, 4=Business logistics systems).

Custom Field You can create custom fields to tag your assets with relevant info. The custom field can be a
link to an external resource.

Asset Types

The following table describes the various types of assets identified by Tenable.ot. It also shows the icon by which

each asset type is represented in the Tenable.ot Management Console (e.g. on the Network Map screen).

Controllers An industrial computer control — Controller
system that continuously monitors L
the state of input devices and makes
decisions based upon a custom H-E! PLC
program to control the state of
output devices. This category . DCS
includes all types of controllers and L
their related components.
H-EI IED
T RTU

Communication Module

® g

1/0 Module
o CNC
Power Supply

<N
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Field Devices An industrial device (e.g. sensor,
actuator, electric motor) that uses
industrial protocols to send
information to ICS systems.

OT Devices This category includes all types of
OT devices.
OT Servers A computer/device that is used to

access industrial data. This category
includes all types of OT servers and
their related components.

Network Devices A networking device (e.g. a switch
or a router). This category includes
all types of network devices and
their related components.
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S,

S,

0

%

0

(6ar

B b B

g

P D P B 0O

)

Field Device

Actuator

Smart Sensor

Inverter

Relay

Remote I/O

Power Meter

OT Device

Industrial Printer

OT Server

Historian

HMI

Data Logger

Network Device

Router

Switch

Hub
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Workstations A computer that is connected to the
network and used to control the
PLCs. This category includes all types
of workstations and their related
components.

Servers This category includes various types
of IT servers.

loTs This category includes various type
of interrelated devices.
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)
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Wireless Access Point

Firewall

Converter

Radio

Serial Ethernet Bridge

Gateway

Workstation

OT Workstation

Engineering Station

Virtual Workstation

Server

File server

Web Server

Virtual Server

loT

Camera

Panel
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- Projector
(&)

—~ VOIP Device
Eﬂ 3D Printer
%} Printer

UPS

(0]

IP Phone

kD

Storage Device

@

Endpoints An unidentified IP address in the Endpoint
network.
Q Mobile
% Custom Type
113

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Inventory

Viewing Asset Details

S . |- |

PlLC

Addresses Sune Vendoe  Family  Prmware Version  LastSeen

1010010221 Unknown  Siemens 571200 302 O5:34:15 AM - Sep 23, 2020

Overdew Backplane View
PAC #45
Backplane #111
Level 1
Urikencmn

s1.10 R @

Siemens

OF3I415AM - Sep 23, 2020

Asset Map

O640:20 AM « Sep 17, 2020

PLC B45
PLC 240

16.100.502.21

. No card selected...

o

0

The Asset Details screen shows comprehensive details about all data discovered by Tenable.ot for the selected
asset. The details are shown in the Header bar as well as in a series of tabs and subsections. Some tabs and

subsections are relevant only for specific Asset Types.

The Asset Details screen for a particular asset is accessed by clicking on the Name of the asset wherever it appears
as a link in the Management Console (e.g. Inventory, Events, Network etc.) or by clicking Actions > View on the

relevant Inventory screen.

The following elements are included in the Asset Details screen (for relevant asset types):

® Header Pane —shows an overview of essential info about the asset and its current state. It also contains
an Actions menu that enables you to edit the listing for that asset.

® Details - shows detailed information divided into subsection with specific data that is relevant to various
asset types.

® Code Revisions (for controllers only) - shows information about current as well as previous code revisions
as discovered by the Tenable.ot 'snapshot' function. This includes details of all the specific changes that
were introduced to the code, i.e. the sections (code blocks/rungs) that were added, deleted or changed.

® |P Trail — shows all current and historical IPs that are related to the asset.
® Open Ports — shows info about open ports on the asset.

® CVEs - (for controllers, communication and I/O devices only) — shows the CVE listings of known
vulnerabilities, as catalogued on NIST’s National Vulnerability Database (NVD), for the selected controller
based on the model and firmware version. For each listing, the VPR, CVSS Rating as well as additional
Threat Intelligence metrics are shown. More information about the CVEs can be seen on the CVEs screen,
see CVEs.
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Vulnerabilities — shows the vulnerabilities the system identified for the selected asset, such as obsolete
Windows operating systems, usage of vulnerable protocols and open communications ports which are
known to be risky or non-essential for specific types of devices, see VULNERABILITIES.

Events — a list of Events in the network involving the asset.
Network Map — shows a graphic visualization of the network connections of the asset.

Device Ports (for network switches) — shows info about ports on the network switch.

Header Pane

<| @

Addresses

10.100.102.21

PLC #45 * - mm

PLE
State Vendor 1-.'|f|'.|’.‘y Firmware Version Last Seen

Unknown  Siemens 57-1200 3.0.2 093415 AM - Sep 23, 2020

The Header Pane shows an overview of the current state of the asset. The display includes the following elements:
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Name — the name of the asset.
Back (link) — sends you back to the screen from which you accessed this asset screen.
Asset Type — shows icon and name of the asset type.

Asset Overview — shows essential info about the asset, including IP/s, Vendor, Family, Model, Firmware
and Last Seen (date and time).

Risk Score Widget — shows the Risk score for the asset. The Risk score is as an assessment (from 1 to 100)
of the degree of threat posed to the asset. For an explanation of how the value is determined, see RISk
ASSESSMENT. Click on the Risk Score indicator to show an expanded widget with a breakdown of the
factors that contribute to assessing the Risk level (Events, Vulnerabilities, CVEs and Criticality).

Events Vulnerabilities CVEs Criticality
-1 0 13 High

Some of the elements are a link to the relevant screen that shows details about that element.
Actions Menu — to edit the asset details, click on the Actions menu and select Edit.

Resync Button — click on this button to manually run one or more of the queries that are available for this
asset. See PERFORMING RESYNC.
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Details Tab

o @ Pows [ o

Addresse St Vemdor  Family  Firmwace Version  Last Seen

1010096221  Unknown  Siemens $7:1300 382 05:34015 AM - Sep 23, 3020

Lovel 1 T Backplane View
Backplane #111
o 1
abi m Eal
1010010221
Garser 3l
g &
o

P PLC Module Detaits

PLC @45

1090010221

The Details tab shows additional details about the selected asset. The information is divided into sections showing
various types of system and configuration data for the specified asset. Only sections that are relevant for the
specified asset are shown. The following is a list of all of the section categories that may be shown for various

types of assets: Overview, General, Project, Memory, Ethernet, Profinet, OS, System, Hardware, Devices & Drives,
USB Devices, Installed Software, IEC-61850, and Interface Status.

For assets that are connected to a backplane, there is also a Backplane View section, which shows a graphic

representation of the backplane configuration, including the slot position of each connected device. Select a device
to show its details in the lower pane.
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Code Revisions

<| @ |Roves O ER 23

nC

Addresses Stare Vendor Familty Model Name Firmware Version  Las Seen
10,100.101.150 | 10.100.101.155 | 10.700.101.151  Running Rockwell Controllogix 5560 1756-L61/8 LOGIXSS61 20,055 DR48:45 AM - Sep 23, 2000
Detaits
Coge Revision y % Revision 2
e iviagt] Version 2 (Latest) Version 2 e m
- Snapshots
1P Tral 110242 AM « Sep 21, 2020 - 09:49:47 A - Sep 23, 2020 : 5 A < Semz
Open Ports Vi . ] § User Initiated Snapshot
‘ersion Basefine 3:45:47 AM - Sap 23,
Vs o = s Search EE f:mm'c Raseline Version v
Vulnerabilities Roting Snapshot
Events 01 PM - Sep 2
Y e Rouge (&)
Asset Map Event Triggered Snapshot
5 Tasks(S) 11:02:42 AM - Sep 21

b MainT... (4]

(Lad T Sep 21, 2020 11:02:44 AM

The Code Revisions tab (for Controllers only) shows the various versions of the controller's code that were
captured by Tenable.ot “snapshots”. Each "snapshot" version includes information about the code revision at the
time that the "snapshot" was taken, including details about specific sections (code blocks/rungs) and tags.
Whenever a "snapshot" isn't identical to the previous "snapshot" of that controller, a new Version of the code

revision is created. You can compare between versions to see what changes were made to the controller code.

A snapshot can be triggered in the following ways:

® Routine —snapshots are taken at regular intervals, as set by the user in the system settings screen.

® Activity Triggered — the system triggers a snapshot when a particular code activity is detected (e.g. a code
download).

® User Initiated — the user can manually trigger a snapshot by clicking the Take Snapshot button for a
specific asset.

You can configure a “Snapshot Mismatch” Policy to detect additions, deletions or changes made to a controller’s
code, see CONFIGURATION EVENT - CONTROLLER VALIDATION EVENT TYPES.

The following sections describe the various sections of the Code Revision display as well as how to compare
different "snapshot" versions.
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Version Selection Pane

Version 2 (Latest)

11:02:42 AM - Sep 21, 2020 - 09:49:47 AM - Sep 23, 2020

Version 1 Baseline

06:37:31 AM - Sep 17, 2020 - 09

This pane shows a list of all available versions of the code revision for this controller. For each version the Start and
End times that the version is known to have been in place are displayed. A new version is created each time that a
change is detected from the previous "snapshot". The "Baseline" tag indicates which version is currently set as the

baseline version for the purpose of comparison. Select a version to show its code revisions in the Snapshot Details
pane.

Snapshot Details Pane

Version 2
2020

11:02:42 AM - Sep 21, 2020 - 09:53:50 AM - Sep 23,

Compare : 7
Search... n e P Previous Version ~

Name Size Compiled on
v Rouge (14)
Tags 0 Sep 17, 2020 06:37:32 AM
v Tasks(12)
Main... (11)
Pro... (10)

v
v
4 Ma... (9)
v

R.. (2)

(Lad.. 16 Sep 17, 2020 06:37:32 AM

(Lad... 32 Sep 21, 2020 11:02:44 AM
v T... (5)

The details pane shows detailed information about the specific code blocks, rungs and tags for the selected
snapshot version. The code elements are displayed in a tree structure with arrows for expanding/minimizing the
details shown. For each element, the name, size, and date compiled are shown. You can compare the selected
version to the previous version or to the "baseline" version to see what changes were made, see COMPARING
SNAPSHOT VERSIONS.
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Revision History Pane

Revision 1 Snapshots >

User Initiated Snapshot
09:42:35 AM - Jun 24, 2019

User Initiated Snapshot
09:38:36 AM - Jun 24, 2019

Routine Snapshot
09:00:01 PM - Jun 21, 2019

Routine Snapshot
09:00:01 PM - Jun 17, 2019

This pane shows details about the "snapshot" that captured the selected version, including the method by which it

was initiated as well as the date and time that it was captured.

If no changes were made between snapshots then several snapshots are grouped together as a single version. All

the identical snapshots are listed in the Snapshot History pane for that version.

Comparing Snapshot Versions

You can compare a Snapshot version either to the previous version or to the baseline version. Once a comparison
has been run, the Snapshot Details pane shows the changes that were made to the controller's code between the

two snapshots.

Changes are marked in the following manner:
+ Added — new code that was added in the selected version.
m Deleted — code that was deleted from the selected version.

# Edited — code that was edited in the selected version.

» 1o compare a snapshot version to the previous version:

1. On the Inventory > Controllers screen, select the desired controller.

2. Click on the Code Revision tab.

3. Inthe Version Selection pane, select the version that you would like to analyze.

4. At the top of the Snapshot Details pane, in the comparison field, select Previous Version from the
dropdown menu.
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5. Click the Compare checkbox.
The Snapshot Details pane shows all differences between the two versions. For each change, an icon
indicates the type of change that occurred.

Version 2
:50 AM 2020

11:02:42 AM - Sep 21, 2020 - 09:53:5

— Compare : i
Search... n 5 P Previous Version w

Name Size Compiled on
v Rouge (14)
Tags 0 Sep 17, 2020 06:37:32 Al
N Tasks(12)
MainTask(11)

b4
N Programs(10)
v MainProgram (9)
4

Routines (2)

(Ladder) ForAnia 16 Sep 17, 2020 06:37:32 Al

(Ladder) MainRoutine 32 Sep 21, 2020 11:02:44 Al
v Tags(5) -

» 1o compare a snapshot version to an earlier version (other than the previous version):

1. On the Inventory > Controllers screen, select the desired controller.

2. Click on the Code Revisions tab.

3. Inthe Version Selection pane, select the version that you would like to use as the baseline for
comparison.

4. In the top of the Snapshot Details pane, click Set as Code Baseline.
The Baseline tag is shown for the selected version, indicating that it is set as the baseline version.

Setting a version as the baseline affects only comparisons made using this screen. It does not affect

Policies that check for Snapshot Mismatch.

5. Inthe Version Selection pane, select the version that you would like to compare to the baseline.
Click the Compare to checkbox.

7. Inthe field next to the Compare to checkbox, select Baseline Version from the dropdown menu.
The Snapshot Details pane shows all differences between the two versions. For each change, an icon
indicates the type of change that occurred.
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Creating a Snapshot

A snapshot can be initiated manually by the user. For example, it is recommended to perform a snapshot before

and after a technician services a controller.

W Tocreatea snapshot of a controller:

1. On the Inventory > Controllers screen, select the desired controller.

2. Click on the Code Revisions tab.

3. Inthe upper right-hand corner of the Snapshot Details pane, click Take Snapshot.
The User Initiated Snapshot is created.

4. If no changes are identified, then a new User Identified Snapshot is added to the Revision History pane for
the latest version. If changes are identified, then a new version is created showing the code revision
changes.

IP Trail

w Start Date £nd Date

Perteot Cartd | #103

The IP Trail tab shows all IPs relevant to this asset. The Network Card column shows a listing of network cards used
by this asset. Click on the arrow next to a network card to expand the listing to show the IPs of all assets connected

to the shared backplane.

The lists include the Start and End Dates of the usage of the IP address. The options for End Date are:

® Active —the IP address is currently being used for this asset.

e {date/time} — the last date and time the IP address was active for this asset (if it has been active within
the last 30 days).

o {date/time} (Inactive) — the last date and time the IP address was active for this asset (if it has been
inactive for 30 days or more).

® |nactive —the IP address is being used by another asset.

Attack Vectors

An attacker can compromise a critical access by taking advantage of a vulnerable “weak link” in the network to
gain access to the critical asset. The critical asset is the target (destination) of the attack, and the Attack Vector is

the route the attacker uses to gain access to that asset.

How do we determine the attack vector?

Once the target asset is specified, the system calculates all of the potential attack vectors that could enable access

to this asset and identify the path that has the highest risk potential for compromising this asset. The calculation
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factors in multiple parameters and uses a risk based approach in order to identify the most critical attack vector.

The parameters that are used include:

® Asset risk level
® Length of the path
® Asset to asset communication method

® External communication (Internet/Corporate) vs. internal communication

Recommended Mitigation Steps
In order to minimize the risk of a potential attack using the selected vector, the recommended mitigation steps
include the following:
® Reducing the associated and individual risk scores of the assets which are included in the attack vector.
®  Minimizing or removing network access to external networks (Internet or corporate networks)

® Examining the communication paths along the chain and validating their relevance to the process. In case
they are not vital, they should be removed (e.g. Port closing or service removal) in order to eliminate the
potential attack path.

Generating Attack Vectors
Attack Vectors need to be generated manually for each relevant target asset. This is done on the Attack Vectors
tab for the desired target asset. There are two methods for generating Attack Vectors:

® Automatic — Tenable.ot assesses all potential attack vectors and identifies the most vulnerable path.

® Manual - You specify a particular source asset and Tenable.ot shows you the potential path (if any) that
can be used to access your target asset.

» 1o generate an automatic Attack Vector:

1. Navigate to the Asset Details page for the desired target asset and click on the Attack Vector tab.
2. Click Generate and then click Select Source Automatically from the dropdown list.

Generate v n
Select Source Automatically

Select Source Manually

The Attack Vector is generated automatically and is displayed in the Attack Vector tab.

» 1o generate a manual Attack Vector:

1. Navigate to the Asset Details page for the desired target asset and click on the Attack Vector tab.
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2. Click Generate and then click Select Source Manually from the dropdown list.

Generate v n

Select Source Automatically

‘ Select Source Manually !

The Select Source window is displayed.

Select Source X
Available Assets |searcr. [a |
Name Risk ¥ Type Addresses «
n
L
CP-487F0A ﬂ PLC 10.100.102.91 =
G2
Comm. Adapter #26 Communication Module 10.100.104.26
Comm. Adapter #17 El Communication Module 10.100.105.20
CP-420FAG “ PLC 10.100.102.80
Comm. Adapter #18 ﬂ Communication Module 10.100.105.23
OT Device #117 m OT Device 10.100.109.1 | 10.100.111.1 | ...
Comm. Adapter #5 Communication Module 10.100.101.150 | 10.100.101.1...
Comm. Adapter #2 Communication Module 10.100.101.150 | 10.100.101.1...
Comm. Adapter #23 Communication Module 10.100.109.150
Comm. Adapter #40 Communication Module 10.100.105.24
Comm. Adapter #3 Communication Module 10.100.101.152
Comm. Adapter #22 Communication Module 10.100.102.150
Comm. Adapter #39 Communication Module 10.100.105.25
Comm. Adapter #6 Communication Module 10.100.101.157
Comm. Adapter #24 Communication Module 10.100.102.151
Sith PLC 10.100.101.152
PLC#33 “ PLC 10.100.104.25 | 00:24:59:0¢:08... ~
Items: 1-100 out of 295 Page1of3 > 3|
'l

By default the source assets are sorted by criticality. You can adjust the display settings or search for

the desired asset.

3. Select the desired source asset.
4. Click Generate.
The Attack Vector is generated and is displayed in the Attack Vector tab.
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Viewing Attack Vectors

=7  Rouge
< 5
PLC
Addresses State vendor  Famnity Model Name Firmware Version  Last Sesn
10.100.107.150 | 10.700.101.155 | 10.100.101.157  Unknown  Rockwedl  ControlLogix 5560 1756-L61/B LOGIKS561  20U055 08:28:13 AM - Sep 30, 2020
Detalls
Attack vector genevated on 08:03:18 AM - Sep 30, 2020! m n
Code Revision
1P Trail
Lomm. Adapier #17
Altack Vectors I@ 10.100.105.20 u
Open Ports Evancy 54 =
s Vulnerabilities 1 i .
CVEs a # \
Wulnerabilities y
artack_vectors.asset_ detalis.criticaliiyHigh N\
Events \
Comm. Adapior #5
Assel Map f 10.100.104,150
) Q f 10.100.101.155 \
(@] 9] 10.100.107,181 |
NetBIOS (Ldp/137) gf | NetBIGS fudp/137),
Comm. Adagier #17 Eng. Stavon w22 \ |
1010010520 10.100.20.28 \ ]
|
'
.'/
10.100.101.180
10.100.101,155
= 10.100.101.151 .
--a-';hlint w0

The Attack Vectors tab shows a diagram of the most recently generated Attack Vector for the specified target
asset. The box next to the Generate button shows the date and time that the displayed Attack Vector was
generated. The Attack Vector diagram includes the following elements:
® For each asset that is included in the Attack Vector, the risk level and IP addresses are shown. Click on
asset icon to show additional details about its risk factors.
® For each network connection, the communication protocol is shown.

® For assets that share a backplane, the assets are surrounded by a circle.

Click on the help button in the top right corner of the Attack Vectors tab for an explanation of the

Attack Vector feature.
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Details
Code Revision =aach
1P Tradl
Port mapping Is an ongoing process, the data below may not include the most recent changes, dick on “Update Open Ports” 1o initiate dedicated mapping
Open Pors.

S 10.100.100.150 | 1756-LB1E/R | Slot 3(2)

Events 80 HITP Hypertext Transfer Prototol Sep 21, 2020 110847 PM
Assel Map 4as18 Etharmatip Etharmet/IP Sap 21, 2020 11:10:32 PM
N 10,100.100.151 | 1756-ENZTID | Slet 1 (2)
B0 HITR Hypertext Transfer Protocol Sep 21, 2020 11:00:30 PM
44818 EthernetiP Ethemet/p Sep 21, 2020 11:02:15 PM
W 10.100.101:155 | 1756-EN2TRIC | Siot 6{2)
80 WITR Hypertest Tramsfer Protocol Sep 21, 2020 11:17.07 PM

4gte EthernetiP Ethermet/IP Sep 21. 2020 111853 PM

The Open Ports tab shows a list of open ports on this asset. For each open port details are given about which
protocol it uses, a description of its function and the date and time that the data was last updated. A separate list
of open ports is shown for each IP available to the asset (including ports that are accessed through a shared
backplane). Click on the arrow next to an IP to expand the listing to show its open ports.

The frequency that the open port data is updated is configured in the Local Settings tab, see CONTROLLER QUERIES.

You can also run a manual query of the selected asset to update the list of open ports.

» 1o manually update the list of open ports:

1. Inthe Inventory > Controllers/Network Assets screen, select the desired asset.
The Asset Details screen is displayed.

2. Click on the Open Ports tab.

3. Inthe upper right-hand corner of the Open Ports pane, click Update Open Ports.
A new scan is run, updating the open ports shown for this controller.

Additional Actions in the Open Ports Tab

In the Open Ports tab for a specific asset, you can take the following further actions for a specific open port.

® Scan-—run a scan of the selected port.

® View —shows additional device details and diagnostics by accessing the web interface of the device.

® Torunascanona specific port:

1. Inthe Inventory > Controllers/Network Assets screen, select the desired asset.
The Asset Details screen is displayed.

2. Click on the Open Ports tab.
3. Select a specific port.
4. Click on the Actions menu.
5. From the drop-down menu, select Scan.
Tenable.ot runs a scan on the selected port.
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B 1o view the asset's portal:

This option is only available when port 80 (used for web-access) is one of the open ports.

1. Inthe Inventory > Controllers/Network Assets screen, select the desired asset.
The Asset Details screen is displayed.

2. Click on the Open Ports tab.
3. Select a specific port.
4. Click on the Actions menu.
5. From the drop-down menu, select View.
A new browser tab opens showing the asset portal of that asset.
CVEs

Common Vulnerabilities and Exposures (CVE) is a list of known vulnerabilities for cybersecurity threats, as
catalogued on NIST’s National Vulnerability Database (NVD). Each listing includes information about which models
and firmware versions are subject to the vulnerability as well as details about the nature of the threat and
recommended mitigation procedures.

The CVEs tab shows a list of all CVE listings that affect the selected asset in your network (for controllers only).
Each listing shows details about the nature of the threat and its severity. The information shown in this tab is
identical to the information shown on the Risk > CVEs screen except that only CVEs relevant to the specified asset

are shown here. For an explanation of the CVE information, see CVESs.

Vulnerabilities

Details

o] E3 B3

1P Teall

oy Dmseripion 000 Asmas 0 Why
Open Ports
Idenzitying open ports that are known 10 be easily Amempaed or successful cyber artacks will usually
sy EXph Hi 3 167 i
OVEs Gt Exedoiind Pocts ah exploitable by krown pieces of malware. ® start with the reconnalssance phase. ..
P— . Madbin Usage of protocols which are known to be sk Unsecured or risky prolocots are defined a3
Vulnerabsities Gnbo o, unsecured (8.8, unencrypled) and are a knawrn 5 eommunizatians in which the authentication

Asset Map

The Vulnerabilities tab shows a list of all Vulnerabilities that affect the specified asset. The system identifies
vulnerabilities such as obsolete Windows operating systems, usage of vulnerable protocols and open
communications ports which are known to be risky or non-essential for specific types of devices. Each listing shows
details about the nature of the threat and its severity. The information shown in this tab is identical to the
information shown on the Risk > Vulnerabilities screen, except that only vulnerabilities relevant to the specified

asset are shown here. For an explanation of the vulnerabilities information, see VULNERABILITIES.
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Network Map

3 PLC
Addresses State vendor  Family Model Name Firmware Version  Last Seen
10100101150 Unknown Rockwell Micrologix 1400  1766-132BX8B/15.04 2,015 10:00:24 AM - Dec 2, 2020
Details
Code Rewision — E
1P Trall
Attack Vectors
Open Ports

[
e
Eng_ Sialion 221

Vuinerabiities

Eng Staton =0 ENg. Station #19

Events

] Network Map

>

<0

1 (O] (¢

16 assets

The Network Map tab shows a graphic visualization of the network connections of the asset. This view shows all of
the connections that the selected asset made during the past 30 days.

The information shown in this tab is similar to the information shown on the Network Map screen, but it is limited
to connections involving this specific asset. Also, this screen shows connections to individual assets and not to
groups of assets as shown in the main Network Map screen. For an explanation of the information shown in this
tab, see NETWORK MAP.

To view the Network Map for all assets, click the Go to network map button. When clicked, the Network Map will
zoom in dynamically and focus on this asset and show its connections to other groups of assets.

Clicking on any of the connected assets on the map shows details of that asset, and clicking on the link in the

asset’s name takes you to the selected asset’s Details screen.
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Device Ports

Details
1P Trail search Q
Open Ports
MAC Name Status Alias Description Type Time of Query
CVEs
TceB5d6edebl 612/0/49 Down GigabitEthernet2/0/49 Ethernetesmacd 06:16:48 AM - May 11,2020
Events
1c:e8:50:48:06:93 Gi1/0/19 Down GigabitEthernet1/0/19 Ethernetcsmacd 06:16:48 AM - May 11,2020
Asset Map
1ce8:5d6edeas 612/0/37 Down Unitronics GigabitEthernet2/0/37 Ethernetcsmacd 06:16:48 AM - May 11,2020
Device Ports
1ce8:506edeal 612/0/40 Down Valentin GigabitEthernet2/0/40 Ethernetcsmacd 06:16:48 AM - May 11,2020
00:a7:42eb:85:a4 G13/0/36 Down GigabitEthernet3/0/36 Ethernetcsmacd 06:16:48 AM - May 11,2020
00:a7:42.e0:8581 Gig/0n Down GigabitEthernet3/0/1 Ethernetcsmacd 06:16:48 AM - May 11,2020
1c:e8:50:48:6:87 Gi1/0/7 Down GigabitEthernet1/0/7 Ethernetcsmacd 06:16:48 AM - May 11,2020
1c:e8:50:48:06:9c Gi1/0/28 Down GigabitEthernet1/0/28 Ethernetcsmacd 06:16:48 AM - May 11,2020
1c:e8:50:48:06:90 Gi1/0/27 Down GigabitEthernet1/0/27 Ethernetcsmacd 06:16:48 AM - May 11,2020
1ce8:50 6edeal Gi2/0/32 Down Sicam_Sipratec GigabitEthernet2/0/32 Ethernetcsmacd 06:16:48 AM - May 11,2020
188150 6e4ean GI2/0143 Down GlgabitEthernet2/0/43 Ethernetcsmaca 06:16:48 AM - May 11,2020
00:a7:42:6b:85:8a GI3/0/10 Down Beckoff GigabitEthernet3/0/10 Ethernetcsmaca 06:16:48 AM - May 11,2020
00:a7:42:60:85:95 Gi3/0r21 Down GigabitEthernata/0/21 Ethernetcsmaca 06:16:48 AM - May 11,2020
00:a7:42:60:85:00 GI3/0148 up Cross_£SX_Pca..  GigabitEtherneta/0/48 Ethernetcsmaca 06:16:48 AM - May 11,2020
Items: 168

The Device Ports tab is shown for network switches. It shows detailed information about the ports on the network
switch. This data is collected by using SNMP queries to the switch. For each port, the following info is shown: the

MAC address, Name, connection Status (up or down), Alias and Description.

This tab is only available if it was activated for your account. To activate this feature, contact your

Support agent.

Editing Asset Details

Tenable.ot automatically identifies the Asset Type and Name based on its internal data and based on its activity in
the network. If the system couldn’t gather this information or if you feel that the automatic identification is not
accurate, you can edit these parameters either directly through the Ul or by uploading a CSV file. You can also add

a general description of the asset and a description of the location of the unit.

Editing Asset Details through the Ul

B 1o editasset details for a single asset:

1. Under Inventory, click on Controllers or Network Assets.
2. Select the desired asset.
3. Inthe Header bar, click on the Actions button.
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4.

L XN WN

11.

12.
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From the drop-down list, select Edit.
The Edit Asset Details window opens.

Edit Asset Details X

Type *
PLC ~

Name

PLC #49

Criticality *

High v

Purdue Level *

Level 1 v

Location

Description

In the Type field, select the asset type from the dropdown list.

In the Name field, enter a name by which the asset will be identified in the Tenable.ot Ul.

In the Criticality field, enter the level of criticality of this asset to the system.

In the Purdue Level field, enter the Purdue level based on the asset type.

In the Backplane field (for Controllers), enter the name of the backplane on which the asset is installed.

In the Location field, enter a description of the asset's location. This is an optional field. The data is shown
in the assets table as well as on the Asset Details screen for this asset.

In the Description field, enter a description of the asset. This is an optional field. The data is shown on the
Asset Details screen for this asset.

Click Save.

The edited details are saved for that asset.
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» 1o Edit multiple assets (bulk process):

1. Under Inventory, click on Controllers or Network Assets.
2. Select the checkbox next each of the desired assets.

Alternatively, you can select multiple assets by pressing the Shift key while clicking on each of the

desired assets.

3. Click on the Bulk Actions menu and select Edit from the dropdown list.

Bulk Actions l

The Bulk Edit screen is shown with the parameters that are available for bulk editing.
4, Select the checkbox next to each of the parameters that you would like to edit (Type, Criticality, Purdue
Level, Network Segments, Location and Description).

When bulk editing Network Segments, first filter your assets by Type, then select the assets you

wish to bulk edit.
Assets with multiple IP addresses can’t be included in a bulk edit for Network Segments; you will

need to edit each asset manually.

5. Set each of the parameters as desired.

Information entered in the Bulk Editing fields overrides any current content for the selected asset. If

you select the checkbox next to a parameter but do not enter a selection, then the current values

for that parameter will be erased.

6. Click Save.
The assets are saved with the new configuration.

Editing Asset Details by Uploading a CSV

This method of editing asset details allows you to edit a large number of assets through a csv file instead of editing
them manually in the Ul. The following details can be edited using this method: Type, Name, Criticality, Purdue

Level, Location, Description and custom fields.

B 1o Edit Asset Details through a CSV:

1. Under Inventory, click on All Assets, Controllers and Modules, or Network Assets.
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Inventory

2. Click the Export button.

Controllers and Medules [ ] .
b E . e - Pe— e | Lo Sachplans | 4

¥ e [ = e i e e — o
e « E - -
b A — v @ - - e

- G B — .

8 s m - - [—_ -
R = - — 3 =

2 - rn - -
o " e e

A csv file of the inventory is downloaded.
3. Navigate to the file that was just downloaded and open it.

! z A B C o E F G H I 1 K L M N o P Q R 5

| 1 o Slot Mame Type Risk Criticality Addresses Vendor Family  Model  Firmware State Purdue  Last Seen Location Backplane Description

|2 e T AN A DESKTOP- PLC 47 HighCritic: }. 180 M. Beckhoff C-Series 2.11.2305 Unknown Levell RRRRARAR

; 3 D e I OANT LS SIMATIC HPLC 32 HighCritic: 11 180 18:Siemens  57-400  CPU 412-56.0.6 Fault Levell RRARNRAY Siemens, SIMATIC 57
4 O M T AR ST Yairdegy Communic 20 HighCritic: 33 180,13 Helmholtz Netlink  NETLink PI 2.7 Unknown Levell BRRRENY T00-884-MPIZ1

|5 TP e T TP ATy Ll aaa Controller 20 HighCritici 39 180,13 Texas Instruments Unknown Levell ERRRENAN

| & 0 M TR TR | BMX NOCI Communic 13 HighCritic: $0 L8015 Schneider Modicon FBMX NOC 2.5 Unknown Levell BRARRNES lab Schneider Electric M
i 7 N SR LA AL bbb PLC 74 HighCrities K) B0, 1 X:Siemens  SIPROTEC 75182 Unknown Levell  RRRRNNHH

|8 O bbbty s ML1400  PLC 81 HighCritic: 10180 13- Rockwell Micrologic1766-L328 2.015 Unknown Levell RRARRRA Allen-Bradley 1766-L
: L) o M T A e T cocc Dcs 72 HighCritic: M1 &0 33 Emerson S5-Series 5D Plus 13.3 Unknown Levell BRERENAE Austin, Texas DeltaV - 5D Plus Soft
i 10 8 M T AT Ve PAF S7300/ETZ Communic 61 HighCritic: 12 180 1% Siemens  57-300  CP 343-113.1.1 Unknown Levell HRERHRAY Siemens, SIMATIC NE
n P TRATME P DCS #9 DCS 93 HighCritic: 32 180,33 Tenable Unknown Levell EREREMAY

! 12 CRM NI DY) TUTE33 VePLC 76 HighCritics $0 180 15 Siemens  SIPROTEC FUTE3312 04.67.00 Unknown Levell SIPROTECA EN100_E

4. Edit the allowable parameters by changing the content of the cells. (Allowable parameters are: Type,
Name, Criticality, Purdue Level, Location, Description and custom fields.)

You must enter valid data for parameters that require specific options (e.g. Type, Criticality, Purdue

Level). Otherwise, the corresponding asset will fail to update.

5. Save the file as a csv file type.

Only the assets that you modify will be updated in the system. Assets that are not included in the

csv, or rows that you did not modify will remain unchanged in the system. It is not possible to delete

assets using this method.

6. Under Local Settings, click on Assets > Asset Settings.
The Asset Settings screen is shown.

= tenable.ot

»  Events

? Policies Asset Settings

Monitored Network

w @ Inventory

Al

Controliers and Modules

Metwork Assets

¥ Network Map
> m Risk
» ot Network " 3
» & Groups

B Repors

Local Settngs

e Update asset details using CSV m

Asset Seftings

131

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Inventory

7. Inthe Update asset details using CSV section, click Upload.
8. Follow your device’s navigation prompts to upload the csv file that you just saved.
A confirmation is shown indicating the number of rows successfully updated.

= tenable.ot

» @ Events

@ Pobcies Asset Settings @ Upase suset Sesais completed - 0 oot of O rows were wpdated

Monitored Network _

v & imveenory

o Mwtwork Map
> A Risk
¥ b Metwoo
» @ Groups
& Aepoms
~ o Local Setmgs

Update asset detadls using C5V _

The Latest Upload Date field in the Update asset details using CSV section is updated.

9. If you would like to see more info about the results of the upload, in the Update asset details using CSV
section, click Download Report.
A csv file is downloaded that details which Asset IDs were successfully updated and which ones failed.

Removing Assets

You can remove one or more assets from the asset inventory. An asset that has been removed isn’t shown in the
Inventory and it is removed from Groups. However, Events and network activity are still shown for the removed
asset.

An asset that was removed can be restored from the Local Settings > Assets > Removed Assets screen, see LOCAL

SETTINGS.

» To remove one or more assets:

1. Under Inventory, click on Controllers or Network Assets.

Select the checkbox next to one or more assets that you would like to remove.

In the Header bar, click on the Actions button.

From the drop-down list, select Remove.

The Removed Assets window opens.

5. Inthe Comments field, you can add free text comments about the asset/s. (Optional)

s wn

Comments are shown in the list of removed assets, on the Local Settings > Assets > Removed

Assets screen.

6. Click Remove.
The asset/s are removed from the Inventory and Groups.
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Inventory

Performing Nessus Scan

Nessus is a Tenable tool that scans IT devices to detect vulnerabilities. Tenable.ot enables you to run the Nessus

"Basic

Network Scan" on specific IT assets within your OT network. This is an active full system scan that gathers

additional information about vulnerabilities on the servers and network devices. This scan will use the WMI and

SNMP credentials if they were provided by the user. This action is only available for relevant PC based machines.

The results of the scan are shown on the Risk > CVEs screen.

A Nessus is an invasive tool which works best in IT environments. It is not recommended for use on OT

devices, as it may interfere with their normal operation.

» 1o manually run a Nessus Scan:

Under Inventory, click on Controllers or Network Assets.
Select the desired asset.

In the header bar, click on the Actions button.

From the drop-down list, select Nessus Scan.

The Approve Nessus Scan confirmation window is displayed.

bl S

Approve Nessus Scan

The nessus scan for vulnerabilities in assets is not intended for OT devices
of any sort. Scanning controllers, field devices and other industrial-specific
devices and servers might jeopardize their availability. Please make sure
that this asset is not one of the above before proceeding with the scan.

Proceed With Scan

5. Click Proceed with Scan.
The Nessus Scan is run.

Performing Resync

The Resync function initiates one or more Queries to the network and the controller in order to capture up-to-date

information for this asset. You can run all available Queries or you can select specific Queries to run. The following,

are the Queries available for “Resync”:
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Backplane scan — Discovers modules and their specifications within a backplane.

DNS scanning- Searches for the DNS names of the assets in the network.

Details query — Retrieves the controller's hardware and firmware details. The result is displayed in the
Firmware field, which is in the Assets > Controllers screen.

Identification query — Uses multiple protocols to attempt to identify the asset.

NetBIOS query - Sends a NetBIOS unicast packet which is used to classify and detect Windows machines
in the network.

SNMP query (for SNMP enabled assets) — Retrieves configuration details for SNMP-enabled assets.
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® State — Detects the current status of the asset (i.e. Running, Stopped, Fault, No config. and Test).

® ARP - Retrieves the MAC address of new IPs detected in the network. The result is displayed in the MAC
field, which is in the Details > Overview screen.

» To run Resync asset data:

1. On the Asset Details screen for the desired asset, click on the Resync button in the Header pane.
2. Adropdown list of queries is displayed.

All Queries

ARP query

DNS guery

SNMP query
NetBIOS query
Identification query

Backplane scan

—

Details query

State query

3. Click on the query that you would like to run OR click on All Queries to run all available queries.
As each query runs, a pop-up notification shows the status of the query.

e ARP query failed X
3
| o DNS query completed successfully x
AM
o SNMP query completed successfully X
e NetBIOS query failed X
DurAdya | aval | avial 1

For each successfully run query, the system data for this asset is updated based on the new data.
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Events

Events are notifications that have been generated in the system to call attention to potentially harmful activity in
the network. Events are generated by Policies that are set up in the system in one of the following categories:
Configuration Events, SCADA Events, Network Threats or Network Events. A Severity level is assigned to each Policy

indicating the severity of the Event.

Once a Policy has been activated any event in the system that fits the Policy conditions will trigger an Event log.

Viewing Events

~ & Events
I Al Eveni | =3 B30 XN KN
Configuration Events :
LogiD & Time Evem Type Severiy Policy Name K
SCADA Events =
7613 O7:14:20 AM * Sep 29, 2020 SIMATIC Mardware Configuratio Low SIMATIC Hardware Configuration ® ;:
Wetwork Threats i
] 71z O7:14:11 AM - Sep 28, 2020 SIMATIC Hardware Configuratio..  Low SIMATIC Hargwars Configuration
Metwork Events
| e D7:13:53 AM - Sep 29, 2020 SIMATIC Hardware Configuratio Low SIMATIC Hargwars Configuration
@ Policies -
| 70 071240 AM - Sep 20, 2020 SIMATIC Hardware Configuratio =] s Confia
~ & Inventory
Controliers 1t 1-100 out of 7613 Pagetef?? > 3
Rigtwork Assets Event 7613  07:14:20 AM - Sep 29, 2020  SIMATIC Hardware Configuration Upload Low  Not resolved
> Risk
l I Details -
The hardware configuration of the controller was uploaded
> 4 Network

Source

> @ Groups _ source name  Eng, Station 83
Destination Wiy is this Suggested
B fepaorts Policy Source address 10,100.20.42 important? Mitigation

* of Local Settings

Status e The system detected an 1} Check whether the
upload of the controfler upload was done as part of
configuration that was scheduled maintenance

0830 mouleg“w the network. work and whether the
‘When not part of regular =ource of the operation is
‘operations, a configuration approved to perform the
57+ (1ep) upload can be used as a aperation.

All Events that occurred in the system are shown on the All Events screen. Specific subsets of the Events are shown

on separate screens for each of the following Event categories: Configuration Events, SCADA Events, Network
Threats and Network Events.

The top of the screen shows a listing for each Event. For each of the Events screens (Configuration Events, SCADA
Events, Network Threats and Network Events), you can customize the display settings by adjusting which columns
are displayed and where each column is positioned. The events can be grouped according to different categories
(e.g. Event type, Severity, Policy Name). You can also sort and filter the Event lists as well as searching for search
text. For an explanation of the customization features, see WORKING WITH LISTS.

The bottom of the screen shows detailed information about the selected Event, divided into tabs. Only tabs
relevant to the Event type of the selected Event are shown. The following tabs are shown for various types of

Events: Details, Code, Source, Destination, Policy, Ports Scanned and Status.

You can drag the panel divider up or down to enlarge/reduce the bottom panel display.

Events shown on this screen can be marked as resolved, see RESOLVING EVENTS.

You can download the packet capture file associated with each Event, see DOWNLOADING FILES.
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The information shown for each Event listing is described in the following table:

Name The name of the controller in the network. Click the name of the asset to view the Asset
Details screen for that asset (See VIEWING ASSET DETAILS.)

Addresses The IP and/or MAC address of the controller.

Note: An asset may have multiple IP addresses.

Type The type of asset, Controller, /O or Communication, etc. see
ASSET Types.
Backplane The backplane unit that the controller is connected to. Additional details about the backplane

configuration are shown in the Asset Details screen.

Slot For controllers that are on backplanes, shows the number of the slot to which the controller
is attached.

Vendor The controller vendor.

Family The family name of the product as defined by the controller vendor.

Firmware The firmware version currently installed on the controller.

Name The name of the device in the network. Click the name of the asset to view the Asset Details

Screen for that asset, see VIEWING ASSET DETAILS.

Addresses The IP and/or MAC address of the asset.

Note: An asset may have multiple IP addresses.

Type The asset type. See

ASSET Types for an explanation of the various asset types.
Vendor The asset vendor.

Location The location of the asset, as input by the user in the Tenable.ot asset details. See EDITING
ASSET DETAILS.

Last Seen The time at which the device was last seen by Tenable.ot. This is the last time that the device
was connected to the network or performed an activity.

oS The OS running on the asset.

Log ID The ID generated by the system to refer to the Event.

Time The date and time that the Event occurred.

Event Type Describes the type of activity that triggered the Event. Events are generated by Policies that

are set up in the system. For an explanation of the various types of Policies, see PoLIcY TYPES.
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Severity Shows the severity level of the Event. The following is explanation of the possible values:
None - No reason for concern.
Info - No immediate reason for concern. Should be checked out when convenient.

- Moderate concern that potentially harmful activity has occurred. Should be dealt
with when convenient.

Critical - Severe concern that potentially harmful activity has occurred. Should be dealt with

immediately.
Policy Name The name of the Policy that generated the Event. The name is a link to the Policy listing.
Source Asset The name of the asset that initiated the event that generated the Event. This field is a link to

the Asset listing.

Source Address | The IP or MAC of the asset that initiated the event that generated the Event.

Destination The name of the asset that was affected by the event that generated the Event. This field is a
Asset link to the Asset listing.

Destination The IP or MAC of the asset that was affected by the event that generated the Event.

Address

Protocol When relevant, this shows the protocol used for the conversation that generated this Event.

Event Category | Shows the general category of the Event.

Note: On the All Events screen, Events of all types are shown. Each of the specific Event
screens shows only Events of the specified category.

The following is a brief explanation of the Event categories (for a more detailed explanation
see PoLICY CATEGORIES):

e Configuration Events — this includes two sub-categories

e Controller Validation Events — These policies detect changes that take place in the
controllers in the network.

e Controller Activity Events — Activity Policies relate to the Activities that occur in the
network (i.e. the “commands” implemented between assets in the network).

e SCADA Events — policies that identify changes made to the data plane of controllers.

e Network Threats Events — these Policies identify network traffic that is indicative of
intrusion threats.

e Network Events — Policies that relate to the assets in the network and the
communication streams between assets.

Status Shows whether or not the Event has been marked as resolved.

Resolved By For resolved Events, shows which user marked the Event as resolved.

Resolved On For resolved Events, shows when the Event was marked as resolved.

Comment Shows any comments that were added when the Event was resolved.
137

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Viewing Event Details

Event 9717 11:02:45 AM - Sep 21,2020 Snapshot mismatch High Not resolved

| Details Source name  Rouge
Code
Affected Assets
Backplane Backplane #52
Policy name

Status Code revision

Source address 10.100.101.150 | 10.100.101.155 | 10.100.101.151

Why is this

important?

A change in the controller
code was detected.
Changes can occur over the
network or via physical
access to the controller.

An attacker may use code
changes to disrupt normal

Suggested
Mitigation

1) Check if the change was
made as part of scheduled
work.

2) In the code revision tab,
check if the code has
changed. If it has changed,
validate with an OT

operations, to cause engineer that it matches

production losses or to the planned scope.

create a security threat.
3) If this was not part of a
planned operation, check
previous events involving
the controller and examine
if they affected the code.

The bottom of the Events screen shows additional details about the selected Event. The information is divided into
tabs. Only tabs that are relevant for the selected Event are displayed. The detailed information includes links to

additional information about the relevant entities (i.e. Source Asset, Destination Asset, Policy, Group, CVE etc.)

® Header —shows an overview of essential info about the Event.

® Details — gives a brief description of the Event as well as an explanation of why this information is
important and suggested steps that should be taken to mitigate the potential harm caused by the Event.
In addition, it shows the source and destination assets that were involved in the Event.

® Rule Details (for Intrusion Detection Events) — shows information about the CVE rule that applies to the
Event.

® Code (for Controller Activities Events) - shows code elements on the controller that were affected by the
Event i.e. tags, programs, code blocks/rungs.

® Source —shows detailed information about the Source Asset for this Event.

® Destination — shows detailed information about the Destination Asset for this Event.
e Affected Asset — shows detailed information about the Asset Affected by this Event.
® Scanned Ports (for Port Scan Events) — shows the ports that were scanned.

® Policy — shows detailed information about the Policy that triggered the Event.

® Status — shows whether or not the Event has been marked as resolved. For resolved Events, shows details
about which user marked it as resolved and when it was resolved.
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Resolving Events

Once an authorized technician has assessed an Event and taken the necessary actions to address the problem or
determined that there is no need to take action, then the Event should be marked as Resolved. It is possible to
select several Events to be marked as Resolved in a batch process. It is also possible to mark all Events (or all

Events of a particular category) as Resolved at once.

Resolving Individual Events

®» 7o mark specific Events as resolved:

1. Inthe relevant Events screen (Configuration Events, SCADA Events, Network Threats or Network Events),
select the checkbox next to one or more Events that you would like to mark as Resolved.
2. Click on the Actions button in the Header bar.

Even when you are marking multiple Events as Resolved, you must click on the Resolve button and

not on the Resolve All button. The Resolve All button is used to mark all Events, even those that are

not selected, as Resolved.

3. Inthe dropdown menu, select Resolve.
The Resolve Event window is displayed.

Resolve Events (1) X

Comment

cance' '

4. Inthe Comment field, you can add a comment describing the mitigation steps taken to resolve the
issue/s. (Optional field)
5. Click Resolve.
The status of the selected Event/s is marked as Resolved.
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Resolving All Events

The Resolve All action applies to all Events on the current screen, i.e. if the Configuration Events

screen is open, then Resolve All resolves all Configuration Events but not SCADA Events etc.

® To mark all Events as resolved:

1. Inthe relevant Events screen (Configuration Events, SCADA Events, Network Threats or Network Events),
in the Header Bar, click on Resolve All.
2. The Resolve All Events window is displayed.

Resolve All Events X

Comment

Saneel m 1

3. Inthe Comment field, you can add a comment add information about the group of Events being resolved.
(Optional field)
Click Resolve.

5. The status of all Event is marked as Resolved.

Creating Policy Exclusions

If you find that a Policy is generating Events for specific conditions which don’t pose a security threat, you can
Exclude those conditions from the Policy (i.e. stop generating Events for those particular conditions). For example,
if you have a Policy that detects changes in Controller State that occur during Workday hours, but you determine
that for a particular controller it is normal for the State to change during those times, you can Exclude that
controller from the Policy.

Exclusions are created from the Events screen, based on Events that were generated by your Policies. You can

specify which conditions of a particular Event you would like to exclude from the Policy.

If you would like to resume generating Events for the specified conditions at a later time, you can delete the

Exclusion, see DELETING POLICY EXCLUSIONS.
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B Tocreatea Policy Exclusion:

1. Inthe relevant Events screen (Configuration Events, SCADA Events, Network Threats or Network
Events), select the Event for which you would like to create an Exclusion.

2. Click on the Actions button in the Header bar (or right-click on the Event).
The Actions menu is displayed.

3. Click on Exclude from Policy.
The Exclude from Policy window opens.

4. Inthe Exclude Condition section, by default all conditions are selected (causing Events with any of the
specified conditions to be excluded from the Policy). You can deselect the checkbox next to each
condition for which you would like to continue generating Events.

For example, in the dialog shown below, if you would like to exclude the specified source and

destination assets and IPs from this Policy, but you would like to continue applying this Policy to

UDP conversations between other assets in the network, then you should deselect “Protocol is
UDP”.

Exclude From Policy x

e Future events that meet this condition will not
affect asset risk score and will not appear in the
events list. You will be able to delete this
condition from the exclusions tab in the policy

page.

Policy Name
Snapshot Mismatch

Exclude Conditions *
Source asset is Rouge

Exclusion Description

= |

The set of conditions that can be excluded differ depending on the type of Policy, see table below.

5. Inthe Exclusion Description field, you can add a comment about the Exclusion (optional).
6. Click on Exclude.
The Exclusion is created.

141

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



The following table shows the conditions that can be excluded for each type of Event.

Policy Category Event Type Excludable Conditions

Controller Activities Configuration Events (i.e. Activities) e Source asset
e Source P
e Destination asset
e Destination IP
Controller Validation Change in Key State e Source asset

Change in Controller State e Source asset

Change in FW Version e Source asset

Module Not Seen e Source asset

Snapshot Mismatch e Source asset

Network Asset Not Seen e Source asset

Change in USB Configuration e Source asset

e USB Device ID

IP Conflict e MAC Addresses

e |P Address

Network Baseline Deviation e Source asset

e Source P
e Destination asset
e Destination IP

e Protocol

Open Port e Source asset

e Source IP

e Port

RDP Connection e Source asset

e Source P
e Destination asset

e Destination IP

Unauthorized Conversation e Source asset
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e Source IP
e Destination asset
e Destination IP

e Protocol

FTP Log In (Failed and Successful) e Source asset

e Source P
e Destination asset

e Destination IP

Telnet Log In (Attempt, Failed and
Successful)

e Source asset
e Source IP
e Destination asset

e Destination IP

Network Threat Intrusion Detection e Source asset

e Source IP

e Destination asset
e Destination IP

e SID

ARP Scan e Source asset

e Source IP

Port Scan e Source asset

e SourceIP

SCADA Modbus Illegal Data Address S Y —

e Source IP
e Destination asset

e Destination IP

Modbus Illegal Data Value e Source asset

e Source P
e Destination asset

e Destination IP

Modbus Illegal Function S Y —

e Source IP
e Destination asset

e Destination IP
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Unauthorized Write e Source asset

e Destination asset

e Tag Name

IEC60870-5-104 StartDT
IEC60870-5-104 StopDT

e Source asset
e Source IP
e Destination asset

e Destination IP

IEC60870-5-104 function code based e Source asset

events
e Source P
e Destination asset
e Destination IP
e COT
DNP3 events

e Source asset

e Source P

e Destination asset

e Destination IP

e Source DNP3 address

e Destination DNP3 address
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Downloading Individual Capture Files

Tenable.ot stores the packet capture data associated with each Event in the network. The data is stored as PCAP
files which can be downloaded and analyzed using Network Protocol Analysis tools (e.g. Wireshark etc.). This
section explains how to download the PCAP file associated with an individual Event. You can also download PCAP

files for the entire network, see PACKET CAPTURES.

PCAP files are only available if the Packet Capture feature is activated. The Packet Capture feature
can be activated from the Local Settings > Packet Captures screen, see PACKET CAPTURES.

PCAP files are only available for Events that relate to network activity, such as, Controller Activities,

Network Threats, SCADA Events and some types of Network Events.

Downloading a PCAP File

® To download a PCAP file:

1. Inthe Events screen, select the checkbox next to the event for which you would like to download the
PCAP file.
Click on the Actions button in the Header bar.

3. Inthe dropdown menu, select Download Capture File.
The zipped PCAP file is downloaded to your local machine.

Creating FortiGate Policies

The FortiGate integration allows you to use certain Tenable.ot Events to create firewall policies/rules in the
FortiGate Next Generation Firewall. The Event types that allow this capability (supported events) are Baseline
Deviation, Unauthorized Conversation, Intrusion Detection, and RDP Connection (authenticated and not
authenticated). The FortiGate policy will automatically be set to apply to the source and destination Assets that
were involved in the Tenable.ot Event. By default the policy will cause FortiGate to deny (i.e. block) traffic of the

specified type. A FortiGate administrator can adjust the policy settings in the FortiGate application.

Before being able to suggest FortiGate policies, you need to set up the integration for your FortiGate Firewall

server with Tenable.ot. See SETTING UP THE FORTIGATE Firewall.

» 1o Suggest a FortiGate Policy:

1. Inthe relevant Events screen (Configuration Events, SCADA Events, Network Threats or Network
Events), select the Event for which you would like to create a FortiGate policy.

2. Click on the Actions button in the Header bar (or right-click on the Event).

3. Inthe dropdown menu, select Create FortiGate Policy.
The Create Policy on FortiGate panel opens, with the Source Address and Destination Address of the
assets involved in the Tenable.ot Event already filled in.
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4. In the FortiGate Server field dropdown menu, select the desired server.

Create Policy on FortiGate x

SOURCE ADDRESS:
84.26.148.222

DESTINATION ADDRESS:
84.26.148.255

FORTIGATE SERVER:

FortiGate1

fortigateSTAS

Cancel

5. Click Create.
The policy is created in FortiGate and the panel closes.

6. You can view the new policy in the FortiGate application.
= > e o ]

7. A FortiGate administrator can adjust the settings as desired.
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Network

Tenable.ot monitors all activity in you network. This information is displayed in the Network section of the Ul.
The Network data is shown on three screens.
® NETWORK SUMMARY — shows an overview of the network activity.

®  PACKET CAPTURES - shows a listing of the PCAP files captured by the system.

® CONVERSATIONS - shows a list of all conversations detected in the network, with details about the time that
it occurred, involved assets etc.

Network Summary

> & Events
R Network Summary m I From O:00:41 AM - Sep 29,2020 To 07:15:41 AM- Sep 25, 2020 ‘ _
~ db Inventory
i Traffic and Conversations Over Time Protocols
ontrollers
W Traffic (MB) M conversations
Metwork Assets T iin NetBIOS (u., [N g5y 319
' MB
» R Risk
10 CIP {tcp) = 65% 27
~ ¢h Network MB
Network Summary Lo SIPROTECA.. | 2% 91157
KB
Packet Captures =
= SRTP (tcp) L 1% 87354
Conversations Tz AM 07:04 AM 07.06 AM 07:08 AM 0710 AM o7 AW 0714 AM KB
Assats Map snmp fudp... | 16% 67223
3@ Groups Top 5 Sources Top 5 Destinations e
VNET fudps... ! 16%  660.26
B Reports I Teaffc (ME) B Traffic (K8) o
40 0 i 7 N
> o Local Settings MMs ep) 15% 62785
KB
KE
m—
w00 " 3 s a0 HTTPS (tcp... | 12% 49638
KB
Expires: Sep 7 I Goliparciticns - Hors DelaY ey | 10% 40227 l

The Network Summary screen shows visual graphs that summarize the network activity. You can set the time

frame for which the data is displayed. You can also interact with the widgets to show additional details.

The screen includes four widgets:

e Traffic and Conversations over Time — a graph displaying the amount of traffic in GB/MB and the number
of conversations taking place in the network.

® Top 5 sources — a column bar graph displaying the five source assets that initiated the most network
activity. For each source, the graph displays bars representing the amount of traffic and the number of
conversations.

® Top 5 destinations - a column bar graph displaying the five destination assets that received the most
network activity. For each destination, the graph displays bars representing the amount of incoming
traffic and the number of conversations.

® Protocols — a bar graph displaying the communication protocols used in the network, ordered by
frequency. For each protocol, the graph displays the rate at which it was used (as a percentage of the
total traffic) and the volume of traffic.
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Setting the Time Frame

All data displayed on the Network screen represents activity in the network during a specified time frame. The
range of time for which data is currently displayed is shown in the header bar. The default time frame is set for the

Last 15 minutes. The Start and End times of the selected time frame are displayed in the header bar.

» To Set the Time Frame:

1. Click on Time Frame Selection in the header bar (default Last 15 Minutes).
A dropdown menu with time frame options is displayed.

Last 15 Minutes

Last 15 Minutes
Last 1 Hour
Last 4 Hours
Last 12 Hours
Last Day

Last 7 Days

i
A

Last 30 Days

s Custom Range 0¢

2. Select a time range using one of the following methods
e Select a preset time range by clicking on the desired range (options are: Last 15 Minutes, Last 1
Hour, Last 4 Hours, Last 12 Hours, Last Day, Last 7 Days or Last 30 Days), OR
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e Set a custom time range using the following procedure:

a. Click Custom Range.
The Custom Range window is displayed.

Custom Range X
Start Date * Start Time *

9/17/2020 £ 09:03:07 AM ®

End Date * End Time *

9/24/2020 M 09:03:07 AM ¢}

=n'

. Enter the Start Date and Start Time and the End Date and End Time in the appropriate fields.
C. Click Apply.
The time frame is set. The start date and time and end date and time are shown in the header
bar next to the time frame selection. The screen is refreshed to show only data for the selected

time frame.
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Traffic and Conversations over Time

Traffic and Conversations Over Time
I Traffic (MB) M conversations
1.6 240
1.2 160
08 80
0.4 0
08:48 AM 08:50 AM 08:52 AM 08:54 AM 08:56 AM 08:58 AM 09:00 AM

A line graph displays the amount of traffic (measured in KB/MB/GB) and the number of conversations that took

place in the network over time. The display key is shown on the top of the graph.

» 1o Display Data for a specific time segment:

1. Hover over a point on the graph to display a pop-out window with specific data about the traffic and
conversations that took place during that time segment.

Traffic and Conversations Over Time

I Traffic (MB) M conversations
1.6 240

Sep 24, 2020
12 08:54 AM - 08:54 AM 160
Traffic 0.88 MB
08 W Conversations: 147 80
0.4 0
08:48 AM 08:50 AM 08:52 AM 08:54 AM 08:56 AM 08:58 AM 09:00 AM

The length of the time segment shown is adjusted according to the time scale being displayed (e.g.

for a 15 minute time frame data is shown for each minute separately but for a 30 day time frame it

is shown for 6 hr. segments).
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Top 5 Sources

Top 5 Sources
I Traffic (MB)

0 8 16 24 32

10.100.101.161

10.100.20.88

10.100.20.95

10.10.11.108  Eom—

192.168.8.47

0 80 160 240 320

M conversations

The Top 5 Sources pane shows the number of conversations and amount of traffic for each of the top 5 assets that
sent communications through the network during the specified time frame. The source assets are identified by

their IP addresses. Hovering over a bar graph shows the number of conversations and amount of traffic sent from
that asset.

Top 5 Destinations

Top 5 Destinations
M Traffic (MB)

o
(8]
w
=

10.100.105.21

10.100.101.150

10.100.101.157

10.100.103.20

10.100.101.155

o
wun
o

100 150 200

B conversations

The Top 5 Destinations pane shows the number of conversations and amount of traffic for each of the top 5 assets
that received communications through the network during the specified time frame. The destination assets are

identified by their IP addresses. Hovering over a bar graph shows the number of conversations and amount of
traffic received by that asset.

151

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,

LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Protocols
Protocols
CIP (tcp) - 13.9% 621
MB
Unity (tcp) = 13.8% 617
MB
SRTP (tcp) 1 19%  874.77
KB
VNET (udp/... | 15% 6633
KB
snmp (udp... | 12%  556.69
KB
DeltaV (udp) ! 1.1% 4925
KB
Ethernet/l... 07%  330.74
KB
HTTPS (tcp... 07%  329.81
KB
S7+ (tcp) | 0.6% 2803
KB
S7 (tcp) 06%  267.22
KB

The Protocols pane shows data about the usage of various protocols for communication within the network during
the specified time frame. The protocols are listed from most used (on top) to least used (at the bottom). For each

protocol the following information is displayed:

® A bar graph showing the rate of usage (with a full bar indicating the top usage and partial bars indicating
the extent of usage relative to the top used protocol)

® The percentage of usage

® Total volume of communication

Packet Captures

The system stores files containing full network packet captures of activities in the network. The data is stored as
PCAP files which can be analyzed using Network Protocol Analysis tools (e.g. Wireshark etc.). This enables in-depth
forensic analysis of critical events. When the storage capacity of the system (1.8 TB) is exceeded, the system

deletes older files.

The Packet Captures screen displays all of the Packet Capture files in the system. The Completed tab shows lists for
each completed file that is available for download. The Ongoing tab shows details about the packet capture that is
currently underway in the system.

The Header bar shows the oldest captured file that is still available in the system. It also contains button for
downloading files and for manually closing the current Packet Capture.

In the file lists table, you can show/hide columns and sort and filter the lists as well as searching for keywords. For

an explanation of the customization features, see WORKING WITH LISTS.
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You can also download the PCAP file for an individual Event from the Events screen, see

DOWNLOADING FILES.

Packet Capture Parameters

The following table describes the parameters shown for the Packet Capture lists.

Start Time @ The date and time that the Packet Capture began.
End Time The date and time that the Packet Capture ended
Status The status of the capture. Possible values: Completed or Ongoing.

Sensor The Tenable.ot Sensor that captured the packet. For packets captured directly by the Tenable.ot
appliance, the value is given as local.

File Name @ The name of the file.

File Size The size of the file, given in KB/MB.

Filtering Packet Capture Display

The Packet Captures display can be filtered to find a specific PCAP by entering the parameters for the start time
and/or the end time.

® 1o filter Packet Captures:

1. Under Network, select Packet Captures.

2. Tofilter by the start time, hover over Start time and click on the menu icon that appears.
A drop-down menu opens.

Packet Captures . b a5 2me Cx AN
W Ongoing(1) Anytime w g
Sep 24, 2020 09:02:33 AM Anytime I lacal
A COmleCUia?] 1 Started before
I Sep 24, 2020 08:51:55 AM lacal 2020-09-24_08.51.55_local peap.gz 15.06 MB
Started after
Sep 24, 2020 08:41:15 AM SEp 28 2020 08 STSEAN lacl 2020-09-24_08.41.15_local peap.gz 1496 MB

Set the filter as follows:
a. Select from the drop-down list the filtering option. Options are: Anytime (default), Started
before or Started after.
b. If Started before or Started after were selected, a window opens with Date and Time fields,
allowing you to choose the desired date and time.
c. Click Apply.
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3. Tofilter by end time, click on the Filter icon next to End time.
A drop-down menu opens. Set the filter as follows:
a. Select from the drop-down list the filtering option. Options are: Anytime (default), Started

before or Started after.
b. If Started before or Started after were selected, a window opens with Date and Time fields,

allowing you to choose the desired date and time.

C. Click Apply.
The filter is applied, and only the files generated within the selected time frame are displayed.

Activating/Deactivating Packet Captures

Packet Capture can be activated/deactivated on the Local Settings > Device screen, see PACKET CAPTURES.
If the Packet Capture feature is turned off, then the Packet Captures screen shows a message informing you that it

is turned off.

Packet Captures e Q| Sep 24,2020 02:41:42 AM @
( Packet Capture is turned off)
Start time & End time File nam File size «

sdumas

W Completed (37)

Sep 24, 2020 09:02:33 AM Sep 24, 2020 09:11:10 AM local 2020-09-24_09.02.33_local.pcap.gz 11.01 MB

Sep 24, 2020 08;51:55 AM Sep 24, 2020 09:02:33 AM local 2020-09-24_08.51.55_local.pcap.gz 15,06 MB

You can activate (but not deactivate) Packet Capture from the Network > Packet Capture screen.

B 1o activate Packet Capture from the Packet Capture screen:

1. Under Network, select Packet Captures.
2. Inthe Header bar, click Turn on.

Packet Captures searcn E Sep‘.24, 2020 02:a1:42 A

Packet Capture is turned off

Start time e End time

Vv completed(37)

Sep 24, 2020 09:02:33 AM Sep 24, 2020 09:11:10 AM local 2020-09-24_09.02.33_local.pcap.gz 11.01 MB

15.06 MB

Sep 24, 2020 08:51:55 AM Sep 24, 2020 09:02:33 AM lacal 2020-09-24_08.51.55_local.pcap.gz

The system begins Packet Capture.
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Downloading Files

You can download any of the Completed PCAP files to your local machine. The PCAP files can then be analyzed

using Network Protocol Analysis tools (e.g. Wireshark etc.).

File captures that are still ongoing are not yet available for download. You can manually close an ongoing capture

in order to close the current file and begin capturing info for a new file.

®» 7o download a completed file:

1. Under Network, select Packet Captures.

2. Select the desired file from the Packet Capture lists.

3. Inthe Header bar, click Download.

Packet Captures s

ttime & End time
' Ongoing(1)
Sep 24,2020 09:14:51 AM Ongoing

W Completed (37)

| Sep 24, 2020 09:02:33 AM Sep 24, 2020 09:11:10 AM
Sep 24, 2020 0B:51:55 AM Sep 24, 2020 09:02:33 AM
Sep 24, 2020 08:41:15 AM Sep 24, 2020 08:51:56 AM

Sep 24, 2020 02:41:42 AM

local

local
local

local

2020-09-24_09.02.33 local.pcap.gz
2020-09-24_08.51.55_local.pcap.gz

2020-09.24_08.41.15_local.peap.gz

11.01 MB

15.06 MB

14.96 MB

The zipped PCAP file is downloaded to your local machine.

» 1o manually close the current Packet Capture:

1. Under Network, select Packet Captures.

2. Inthe Header bar, click Close ongoing capture.

Packet Captures serch..

Start time &
WV Ongoing(1)
Sep 24, 2020 09:14:51 AM Ongoing

/' Completed(37)

| Sep 24, 2020 05:02:33 AM Sep 24, 2020 09:11:10 AM
Sep 24, 2020 08:51:55 AM Sep 24, 2020 09:02:33 AM
Sep 24, 2020 08:41:15 AM Sep 24, 2020 08:51:56 AM

Sep 24, 2020 02:41:42 AM

local

local
local

local

2020-09-2409.02.33 local.pcap.gz

2020-09-24_08.51.55_local.pcap.gz

2020-09-24_08.41.15_local.peap.gz

11.01 MB

15.06 MB

14.96 MB

The current capture is stopped, and the file becomes available for download

automatically started.
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Conversations

Conversations are network communications between two assets — a source and a destination. For example, an

interaction between an engineering workstation and a PLC, or between two servers. The Conversations screen

displays a list of the current and past conversations, including the detailed information about the conversations.

The Conversation screen has the following additional functionalities:

® Search - search for specific conversations by entering identifying information into the Search box.

® Export —export all data from the Conversations tab onto your local machine as a .csv file by clinking

Export.

The Conversation table shows the last 10,000 network conversations.

Conversations

START TIME

W Ongoing(56)

Nov 26, 2020 08:10:05 AM
Nov 26, 2020 08:10:04 AM
Nov 26, 2020 08:10:04 AM
Nov 26, 2020 08:10:04 AM
Nov 26, 2020 08:10:04 AM
Nov 26, 2020 08:10:01 AM

Nov 26, 2020 08:10:01 AM

Nov 26, 2020 08:03:56 AM

Search.

END TIME

Ongoing
Ongoing
Ongoing
Ongoing
QOngoing
Ongoing
Ongoing

Ongoing

a =3
DURATION PACKETS SOURCE ADDRESS DDESTINATION ADDRESS PROTOCOL
1 second : 10.10.11.108 10.10.11.255 BROWSER (udp/138)
1second 1 10.100.111.28 10.100.111.255 cisco-net-mgmt (udp/1741)
1second 1 10.100.111.28 10.100.111.255 3Com-nsd (udp/1742)
1 second 1 10.100.111.28 10.100.111.255 cinegrfx-Im {udp/1743)
1 second 1 10.100.111.28 10.100.111.255 encore (udp/1740)
1 second 1 10.100.20.202 10.100.30.11 DNS (udp/53)
1 second 1 10.100.20.31 10,100.20.202 SSH (tep/22)
1 second 16 10.100.111.151 10.100.111.255 BROWSER (udp/138)

The information shown in the Conversations tab is described in the table below:

Start Time

End Time

Duration

Packets

Source Address

Destination
Address

Protocol
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The time that the conversation began.

The time that the conversation ended. Shows Ongoing for conversations that are still in
progress.

The amount of time that the conversation was in progress.
The number of data packets sent.
The IP of the asset that sent the data.

The IP of the asset that received the data.

The protocol that was used for the communication.
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Network Map

Network Map

The Network Map screen offers a visual representation of the network assets and their connections over time, as
discovered by Tenable.ot’s Network Detection capabilities. Network Detection provides in depth, real time
visibility into all activities performed over the operational network, with unique focus on control-plane engineering
activities. For example, firmware downloads/uploads, code updates and configuration changes, performed over

proprietary, vendor specific protocols. The assets can be shown by groups of related assets or as individual assets.

Search Box Filters Tt Groupin Actions
Frame pine Menu
1 [ ! | 1

] T - }

Search. |A<5L-I Types (All) ~ ” Vendors (All) v || Families (All) ~ ” Risk Levels (All) ~ ” Purdue Levels (All) ~ | Clear Filters Ctons v
0
Connections ~— = )

S

7_*_*—7——__‘_7. OT Server
o
=]
Endpoi\

Controller
o
(=)
GroupsfAssets ——-— _’ Workstation Network Device
e — 5
Server
<
i)

OT Device

O] <ed

+

Navigation
Controls
)

Total Assets = 4

B —— 324 355015 OUT Of 362
Displayed

The Network Map displays all of the assets and connections that were discovered during the specified time frame.

The following is an explanation of the elements shown on the Network Map screen.

® Search Box - Enter search text to search for assets in the display. The search results are indicated by
highlighting all groups in which a match was found for the search text. You can drill down into each group
to see the relevant assets.

®  Filters — You can filter the map display by one or more of the specified categories: Asset Type, Vendors,
Families, Risk Levels, Purdue Levels. For an explanation of asset types, see Asset Types.

® Time Frame - The Network Map shows assets and network connections that were detected during the
specified time frame. The default time frame is set for Last 1 month. Click the Time Frame Selection to
select a different time frame from the dropdown menu.

® Grouping — You can specify the category by which the assets are grouped in the display. Options are:
Asset type, Purdue level, Risk level, or No grouping. The Collapse all groups option, maintains the current
grouping selection but collapses all groups that have been opened up.

® Actions — You can select the following actions from the dropdown menu:

0 Set as baseline - Set the baseline used for detecting anomalous network activity, see SETTING A

NETWORK BASELINE.
0 Auto arrange — automatically optimize the map display for the entities currently being displayed.
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Network Map

® Groups/Assets — Each group of assets is represented by an icon on the map, with each asset type
represented by a different icon (as described in ASSET TYPES). For groups, the number at the top of the
icon indicates the number of assets included in that group. You can drill down to show separate icons for
each sub-group until you get to the individual asset icons. For individual assets, the color of the frame
around the asset indicates its risk level (red, yellow, green).

You can drag the groups and assets and reposition them to get a better view of the assets and their

connections.

® Connections - Each communication between groups of assets and/or individual assets, according to the
degree of granularity currently displayed in the map. The thickness of the line indicates the volume of
communication through that connection.

® Total Assets Displayed — Shows the number of assets detected in the network (and displayed in the map)
based on the specified time frame and asset filters. This number is shown relative to the total number of
assets detected in your network.

® Navigation Controls — You can zoom in and out of the display and navigate to show the desired elements
using the onscreen controls or by using standard mouse controls.

Asset Groupings

The Network Map can show assets grouped by various different categories. Connections are shown between
groups of assets. You can click on an asset to drill-down into the elements included in that group. Multiple groups
can be drilled-down simultaneously. Tenable.ot contains multiple layers of embedded groups, so that each time
that you drill-down you get a more granular view of the included assets.

The following are the Groupings that can be applied to the main display and the drill-down options for that
selection.

When the Map display is grouped by Asset Type (default), the drill-down hierarchy is as follows: Asset Type >
Vendor > Family > Individual Asset.

When the Map display is grouped by Risk Level or Purdue Level, this adds an additional level above the Asset Type
grouping, so that the hierarchy is: Purdue Level/Risk Level > Asset Type > Vendor > Family > Individual Asset.
Every level is represented by a circle surrounding the included groups/assets.

The following example shows how you can drill down into the display:
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Network Map

® 7o drill down into an Asset Type Group:

1.
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By default, when you open the Network Map screen it shows the assets grouped by Asset type.
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Double-click on the group icon that you would like to drill down into (e.g. Controller).
The group is expanded, displaying the Vendor groups within that group.

o
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Network Map

3. Todrill down further, click on a Vendor group (e.g. Rockwell).

H{C D )

262 axess

4. To drill down further, click on a Family group (e.g. SLC5).
5. The individual assets within that group are displayed.

Compactognitét [

= [Bllcs>

6. You can now click on a specific asset to see details for that asset and its connections, see VIEWING ASSET

DETAILS.

» 1o collapse the display:

1. Click on Group by.
2. Click Collapse all groups.
The display returns to showing the top level groups.
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Network Map

®» 7o remove all grouping:

1. Click on the Group by button.
2. Select No grouping.
The map shows all the single assets with no grouping applied.

Applying Filters to the Map Display

You can filter the map display by one or more of the specified categories: Asset Type, Vendors, Families, Risk

Levels, Purdue Levels.

Vendors (All) ~ |

Search... ﬂ I Asset Types (All) v

Search... ﬂ

(Select All)
Communication Module
Controller

DCs

Endpaint 2 \
Engineering Station

HMI

igcooQoQoQoQ

LA Madula

=
-

» 1o apply filters to the Map:

Click on the desired filter category.
Select/deselect the checkboxes for each element that you would like to include/exclude from the

display.

By default, all elements are included in the filter.

You can click on the Select All checkbox to deselect all the values, and then add the desired values.
You can perform a search in the filter search box to find a specific value in the filter window.
Repeat the process for each filter category, as needed.

Click Apply.

Only the selected elements are displayed on the Map.

om e w

161

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



Network Map

Viewing Asset Details

Click on a specific asset to display basic information about the asset and its network activities, including the risk
level, IP address, asset type, vendor and family. The Map displays connections from the selected asset to all of the
other assets that are communicating with it. You can then click on link in the asset name to go to the Asset Details

screen where more detailed information about the asset is shown.
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Setting a Network Baseline

A Network Baseline is a map of all conversations that took place between assets in the network during a specified
time period. The Network Baseline is used in Network Baseline Deviation Policies, which alert for anomalous

conversations in the network, see NETWORK EVENT TYPES.

Each conversation between assets that did not interact during the Baseline sample triggers a Policy alert (assuming
that it is within the scope of the specified Policy conditions). An initial Network Baseline must be created on the
Network Map screen in order to enable creation of Network Baseline Deviation policies. The Network Baseline can
be updated at any time by setting a new Network Baseline. You should set a new Network Baseline any time that

new assets or connections are added to your network.

B To Set a Network Baseline:

1. Onthe Network Map screen, select the time range of the conversations that you would like to include in
the Network Baseline using the Time Frame Selection at the top of the screen.
The Network Map for the selected time frame is shown on the screen.

2. Click on Actions > Set as baseline at the top of the screen.
The new Network Baseline is configured in the system and applied to all Network Baseline Deviation
Policies.
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CVEs

Common Vulnerabilities and Exposures (CVE) is a list of known vulnerabilities for cybersecurity threats, as
catalogued on NIST’s National Vulnerability Database (NVD). Each listing includes information about which models
and firmware versions are subject to the vulnerability as well as details about the nature of the threat and
recommended mitigation procedures.

Tenable.ot has incorporated this data into the Tenable.ot platform, providing comprehensive information about
CVEs affecting the controllers in the network. This enables users to take steps to mitigate the threats posed by
these vulnerabilities. Information about CVEs is centralized on the CVEs screen. CVE information relevant to a

particular asset can also be viewed in the Asset Details tab for that asset, see VIEWING ASSET DETAILS.

CVEs Screen

The CVEs screen shows a list of all CVE listings that affect controllers in your network.

You can customize the display settings by adjusting which columns are displayed and where each column is
positioned. You can also sort and filter the CVE lists as well as searching for search text. For an explanation of the

customization features, see WORKING WITH LISTS.

CVES Search... n | Update Database

CVE VPR 1 o/s. 29 Cvs.. 34 Published Date Affected Assets Description

Multiple unspecified vulnerabilities on the Rockwell Automation AB Micrologi: -
CVE-2009-3739 8.4 5:9 10 Jan 19, 2010 2 1400 controllers allow remote attackers to obtain privileged access or cause¢ ¥
service (halt) via unknown vectors.

An issue was discovered in Siemens SICAM PAS before 8.00. A factory accoun
CVE-2016-8567 8.4 5.9 7.5 Feb 13,2017 4 coded passwords Is present in the SICAM PAS installations. Attackers might g.
privileged access to the database over Port 2638/TCP.

Multiple stack-based buffer overflows in ModbusDrv.exe in Schneider Electric
CVE-2013-0662 74 5.9 9.3 Apr1,2014 1 Serial Driver 1.10 through 3.2 allow remote attackers to execute arbitrary cod
buffer-size value in a Modbus Application Header.

Wind River VxWorks 6.9 and vx7 has a Buffer Overflow in the IPv4 component

CVE-2019-12256 74 5.9 7.5 Aug 9, 2019 2 , f :
e an IPNET security vulnerability: Stack overflow in the parsing of IPv4 packets’ |

Stack-based buffer overflow in an unspecified DLL file in a DTM development
Schneider Electric Unity Pro, SoMachine, SoMove, SoMove Lite, Modbus Comi
CVE-2014-9200 7.4 5.9 7.5 Feb 1, 2015 1 Library 2.2.6 and earlier, CANopen Communication Library 1.0.2 and earlier, £
Communication Library 1.0.0 and earlier, EM X80 Gateway DTM (MB TCP/SL),
DTM for OTB, Advantys DTM for STB, KINOS DTM, SOLO DTM, and Xantrex D1

The information shown in the CVEs tab is described in the following table:

CVE The ID of the CVE listing. The ID is a link to show the full CVE listing.

Note: the ID consists of the CVE prefix followed by the year that the CVE was discovered and the
serial counter for that year's CVE listings.
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VPR Vulnerability Priority Rating (VPR) is a dynamic indicator of the severity level that is constantly
updated based on the current exploitability of the vulnerability. This value is generated by
Tenable as the output of Tenable Predictive Prioritization which assess the technical impact and
threat posed by the vulnerability.

VPR values range from 0.1-10.0, with a higher value representing a higher likelihood of exploit.

CVSS 3.x This score indicates the severity of the threat posed by this CVE. CVSS 3.x (as opposed to 2.0)
shows the most recently version of the severity assessment. The CVSS score is given as a
number from 0-10, with O representing no threat and 10 representing a critical threat.

Note: If the NVD did not provide a score, Tenable.ot displays a Tenable-predicted score.

CVSS v2.0 This score indicates the severity of the threat posed by this CVE. The CVSS score is given as a
number from 0-10, with 0 representing no threat and 10 representing a critical threat.

Published The date that the CVE listing was initially published.
Date

Affected The number of assets in your network that are affected by this CVE.
Assets

Description | A description of the nature of the CVE, including: affected appliances, methods of exploiting the
vulnerability and harm that can be caused.
Note: If the full text is not shown in the table then click on the CVE ID which is a link to the full
CVE listing.

Resources Shows the number of resources associated with this CVE. To access the links to the resources,
click on the CVE ID which is a link to the full CVE listing.

CVE Details

Click on a CVE ID to show detailed information about that CVE.

CVE-2009-3739
) =2

VPR CVS5v3x (CV55v2Z0 Published Date  Affected Assets

84 589 10 Jan 19, 2010 2

Details
Overview
Threat Intelligence
g Multiple unspecified vulnerabilities on the Rockwell Automation AB Micrologix 1100 and 1400 controllers allow remote
Affected Assets : atackers 1o obtain privileged access or cause a denial of service (halt) via unknown vectors.

This screen contains three elements:

® Header bar - shows basic info about the specified CVE.
® Details tab — shows the full description of the CVE and gives links to relevant resources.
® Threat Intelligence tab — shows detailed metrics about the severity and exploitability of the CVE.
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e Affected Assets tab — shows a listing of all assets that are affected by the specified CVE. Each listing
includes detailed information about the asset as well as a link to view the Asset Details window for that
asset.

Threat Intelligence Info

Details

Threat Intelligence

| Threat Intelligence
VPR ® 84

Affected Assets

59
10

730 days +

Unproven

Low

Threat Sources @ No recorded events
Threat Intensity @ Very Low

Threat Recency @ No recorded events
Base Score

ss Complexity Low

Vector NETWORK

Authentication NONE

ility Impact COMPLETE
Confidentiality Impact COMPLETE

Integrity Impact COMPLETE

The Threat Intelligence tab shows the Vulnerability Priority Rating (VPR) score for each vulnerability as well as the
“Key Drivers” that were used to calculate the VPR score. It also shows additional metrics provided by NVD for each
CVE. For more information about CVSS and other metrics provided by NVD, see

https://www.first.org/cvss/v2/guide.

The information shown in the Threat Intelligence tab is described in the following table:

VPR Vulnerability Priority Rating (VPR) is a dynamic indicator of the severity level that is
constantly updated based on the current exploitability of the vulnerability. This value is
generated by Tenable as the output of Tenable Predictive Prioritization, which assess the
technical impact and threat posed by the vulnerability.

VPR values range from 0.1-10.0, with a higher value representing a higher likelihood of
exploit.

CVSS v3.x This score indicates the severity of the threat posed by this CVE. CVSS 3.x (as opposed to
2.0) shows the most recently version of the severity assessment. The CVSS score is given as
a number from 0-10, with O representing no threat and 10 representing a critical threat.

Note: If the NVD did not provide a score, Tenable.ot displays a Tenable-predicted score.

CVSS v2.0 This score indicates the severity of the threat posed by this CVE. The CVSS score is given as a
number from 0-10, with 0 representing no threat and 10 representing a critical threat.
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Age

Exploit Code
Maturity

Product
Coverage

Threat Sources

Threat Intensity

Threat Recency

Base Score

The number of days since the National Vulnerability Database (NVD) published the
vulnerability.

The relative maturity of a possible exploit for the vulnerability based on the existence,
sophistication, and prevalence of exploit intelligence from internal and external sources
(e.g. Reversinglabs, Exploit-db, Metasploit, etc.). The possible values (High, Functional, PoC,
or Unproven) parallel the CVSS Exploit Code Maturity categories.

The relative number of unique products affected by the vulnerability: Low, Medium, High,
or Very High.

A list of all sources (e.g., social media channels, the dark web, etc.) where threat events
related to this vulnerability occurred. If the system did not observe a related threat event in
the past 28 days, the system displays No recorded events.

The relative intensity based on the number and frequency of recently observed threat
events related to this vulnerability: Very Low, Low, Medium, High, or Very High.

The number of days (0-730) since a threat event occurred for the vulnerability.

A series of metrics provided by NVD that capture the characteristics of a vulnerability that

are constant with time and across user environments.

Access
Complexity

Access Vector

Authentication

Availability
Impact

Confidentiality

Impact

Integrity Impact
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This metric measures the complexity of the attack required to exploit the vulnerability once
an attacker has gained access to the target system. For example, consider a buffer overflow
in an Internet service: once the target system is located, the attacker can launch an exploit
at will.

This metric reflects how the vulnerability is exploited. The more remote an attacker can be
to attack a host, the greater the vulnerability score.

This metric measures the number of times an attacker must authenticate to a target in
order to exploit a vulnerability. This metric does not gauge the strength or complexity of the
authentication process, only that an attacker is required to provide credentials before an
exploit may occur.

This metric measures the impact to availability of a successfully exploited vulnerability.
Availability refers to the accessibility of information resources. Attacks that consume
network bandwidth, processor cycles, or disk space all impact the availability of a system.

This metric measures the impact to integrity of a successfully exploited vulnerability.
Integrity refers to the trustworthiness and guaranteed veracity of information.

This metric measures the impact to integrity of a successfully exploited vulnerability.
Integrity refers to the trustworthiness and guaranteed veracity of information.
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Updating the CVE Database

In order to keep the CVE database up-to-date in an air-gapped environment, users should periodically upload an
update file which is provided by Tenable.ot. You must first download the file from Tenable.ot. You can then update

the system through the UI.

» 1o update the CVE database:

1. Download the latest .ndg update file from https://www.tenable.com/downloads/tenable-ot and save it to
your local machine.

2. Inthe Ul, on the Risk > CVEs screen, click Update Database.
The Update Database window is displayed.

Update Database X

@ Upload the latest CVEs database file (.ndg)
supplied to you by Tenable.ot

Database File *

Drop file here Browse

Cancel l|

3. Either drag the file into the Database File filed OR Click Browse and navigate to the desired file.
4. Once a valid .ndg file has been loaded the Update button is accessible.
5. Click Update.

The CVE database is updated in the system.
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https://www.tenable.com/downloads/tenable-ot

Vulnerabilities

Vulnerabilities

Tenable.ot identifies various types of threats that affect the assets in your network (in addition to threats posed by
CVEs which are listed separately, see CVES). The system identifies vulnerabilities such as obsolete Windows
operating systems, usage of vulnerable protocols and open communications ports which are known to be risky or

non-essential for specific types of devices.

Vulnerabilities Screen

The Vulnerabilities screen shows a list of all Vulnerabilities that affect your network and assets.

You can customize the display settings by adjusting which columns are displayed and where each column is

positioned. For an explanation of the customization features, see WORKING WITH LISTS.

Vulnerabilities sesro..
o
& Seve Deseription Ass Why Is it import -
Commonly Explpited Ports High Identifying open ports that are known to be easity o Atternpted or successful cyber attacks will usually
exploitable by known pieces of matware. start with the reconnaissance phase. .. &
i h i1 ) Il
Unsecurid Dellay Ports Medium Identification of open parts which are not 2 ﬂl.Fm[j“ of successful cyber attacks will usually
L authorized for a specific device family. start with the reconnaissance phase. ..
L 0 1 Medium Identification of open ports which are not 5 Attempts of successtul cyber attacks will usually
Unsecured SIPROTEC 4 Poris g
authorized for a specific device family. start with the reconnaissance phase. .
Unsecured APOGEE Port Medium Identification of cpenPonsmwn are not 2 Attempts of successful cyber attacks will usually
nztcurad ATQGEE Porty authorized for a specific device family. start with the reconnaissance phase, ...
Identification of open ports which are not Attempts of successful cyber attacks will wrsuall
Ungecured H 1l Experion Ports Medium It CEDPE L et e 1 ] AEC. OF SISl ey 2 il
authorized for a specific device family. start with the reconnaissance phase. ..
Identification of open ports which are not Atternpts of successiul cyber attacks will usually
n; rgd SIMATIC Ports fur
Unsecured SIMATICE Medim authorized for a specific device family. 0 start with the reconnalssance phase, ..
Usage of protocols which are known to be Unsecured or risky protocols are defined as
Jzage of Risky P djur 1
Usage of Risky Prolocols Medium unsecured (e.g. unencrypted) and are a known ... 27 communications in which the authentication ...
Usare of Rem Protocol Medium Usage of remote access services and protocolsto o Remote access to IS networks pose the largest
sensitive and critical ICS networks can expase .. = cyber risk to these networks. This threat can ..,
I 1l U it g erating 5 T mai
Obsolete 05 Medium All operating systems eventually become out of 6 Obsolete Operating Systems have two main
I, date, after which point they should not be used. cyber security issues:_.
NSaLGE GE B0 Medium identification of open ports which are not 0 Attempts of successful cyber attacks will usually
= authorized for a specific device family. start with the reconnaissance phase. ...
ificati 1 . i i
Unsecured SIPROTEC § Ports Medium Identification of open ports which are not o Atternpts of successful cyber attacks will usually
authorized for a specific device lamaly. start with the reconnaissance phase. ...
eaclia BB RO Bors Medium Identification of open ports which are not 0 Attempts of successful cyber attacks will usually
authorized for a specific device family. Start with the reconnaissance phase. ..

The information shown in the Vulnerabilities tab is described in the following table:

Name The Name of the Vulnerability. The Name is a link to show the full Vulnerability listing.

Severity This score indicates the severity of the threat posed by this Vulnerability. Possible values:
Low, Medium or High.

Description A description of the nature of the Vulnerability.
Note: If the full text is not shown in the table then click on the Vulnerability Name which is
a link to the full Vulnerability listing.

Assets The number of assets in your network that are affected by this Vulnerability.
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Vulnerabilities

Why Is It An explanation of why this Vulnerability poses a threat to your system.
Important
Comment You can add free text comments about this Vulnerability.

Vulnerability Details

Click on a Vulnerability Name to show detailed information about that Vulnerability.

Commonly Exploited Ports

Vulnerability

| Details

Overview
Affected Assets

Namie Commonly Exploited Ports
High
Identifying open ports that are known to be easily exploitable by known pieces of malware.
168

s important Attempted or successful cyber attacks will usually start with the reconnaissance phase. Reconnalssance will try to

identify the system's possible w by fying exy open ports, identifying and minimizing the
number of exploitable ports can greatly reduce the chances of a cyber attack.

Suggested mitigation

ndegy system suggestion Only essential ports should be open and used. All other ports must be disabled., In the case that a Commanly
Exploited Port is required, identify if there are any CVEs related to this specific port and take compensating
measures as recommended.

This screen contains three elements:

® Header bar - shows basic info about the specified Vulnerability.
® Details tab — shows the full description of the Vulnerability and gives links to relevant resources.

e Affected Assets tab — shows a listing of all assets that are affected by the specified Vulnerability. Each
listing includes detailed information about the asset as well as a link to view the Asset Details window for
that asset.
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NNM Plugins

NNM Plugins

Nessus Network Monitoring (NNM) is a network monitoring product from Tenable that is integrated with
Tenable.ot. As information about new vulnerabilities is discovered and released into the public domain, Tenable
Research designs programs to detect them. These programs are named Plugins and are written in the Nessus
Attack Scripting Language (NASL). The plugins contain vulnerability information, a simplified set of remediation
actions, and the algorithm to test for the presence of the security issue. These plugins run in the background, and
the information (vulnerabilities and asset details) are automatically updated on a regular basis (default: every ten
minutes). A user can disable the use of NNM by turning off the NNM container using PS. Tenable.ot also uses NNM
to detect additional asset information, and adds it to the single asset page. For more information on NNM Plugins,

see https://www.tenable.com/plugins.

NNM Plugins Screen

The NNM Plugins screen shows a list of all Plugins (vulnerabilities) that were identified by the NNM engine. You
can customize the display settings by adjusting which columns are displayed and where each column is positioned.
You can also sort and filter the Plugin lists as well as search for search text. For an explanation of the customization

features, see WORKING WITH LISTS.

NNM Plugins - [a] B

Sevenity & wE Mfeczed avsenn Piugin family Fiugin 1D

The information shown in the NNM Plugins tab is described in the following table:

Name The Name of the Plugin.

Severity This score indicates the severity of the threat posed by this Plugin. Possible values: Info, Low,
Medium or High.

VPR Vulnerability Priority Rating (VPR) is a dynamic indicator of the severity level, which is constantly

updated based on the current exploitability of the vulnerability. This value is generated by
Tenable as the output of Tenable Predictive Prioritization, which assess the technical impact and
threat posed by the vulnerability.

VPR values range from 0.1-10.0, with a higher value representing a higher likelihood of

exploitation.
Affected The number of assets in your network that are affected by this Plugin.
assets
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https://www.tenable.com/plugins

NNM Plugins

Plugin The family (group) with which this Plugin is associated.
family

Plugin ID The unique identifier of the Plugin.
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Reports

Tenable.ot generates Risk Assessment Reports for your network. The report offers both a high-level overview of
the risk assessment, based on an analysis of a range of risk factors, as well as a detailed presentation of all relevant
data. This is done by centralizing the data gathered by Tenable.ot about your assets, network conversations,
Events etc. and formatting them as a clearly structured document. Graphic displays such as graphs and charts are
used to make key data easily accessible.

Reports can include an Asset Drill Down chapter. This chapter provides comprehensive details such as
configuration, CVEs, open ports etc. for each asset in the network. Such details assist in enhancing the asset

inventory as well as documenting the possible threats and configurations for each asset.

Including this chapter significantly increases the length of the report and, therefore, requires more

time to generate the report. You can choose whether or not to include this chapter each time that

you generate a new report.

2
A

File name File size Generatedon 4

2020-09-28T18_35_15.by-admin.pdf 13.87 MB 06:35:15 PM - Sep 28, 2020 g
@

2020-09-25T11_01_53.by-admin.pdf 10.59 MB 11:01:53 AM - Sep 25, 2020

The Reports screen shows a list of reports that are available in the system, including the following info about each

report: the file name, the date that it was created, how it was generated and the file size.

On this screen, you can download existing reports. You can also generate new reports.

Generating a Report

You can generate a report at any time. The report is based on all data that has been gathered by the system to
date. Reports that are generated can be downloaded directly from the Reports screen in the Ul. You can also

specify email recipients for a report.

Only a user with Admin privileges can generate a report.
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» T generate a new report:

1. On the Reports screen, in the header bar click Generate.
The Generate Reports window opens.

Generate X

Email Group

Select v

| Include Asset Drill Down Chapter

more deta 3

Cancel Generate lI

2. If you would like the Report to be sent out to an Email Group, then in the Email Group field, select the

desired group.
3. If you would like to include the Asset Drill Down in the Report, select the Include Asset Drill Down

Chapter checkbox.
4. If you selected the Asset Drill Down checkbox, then you can specify the following asset drill down
parameters:
a. Included assets — specify for which assets the drill down is included. Options are: All Assets
(default) or Controllers.
b. Limit — specify a limit for the number of assets for which the drill down will be included. When

a limit is set, only the assets with the highest Risk scores are included.
5. Click Generate.
6. Thereport is generated in the background enabling you to continue working with the system. Once the
report is ready it is added to the list on the Reports screen, where it is available for download. It is also
sent out to the designated email recipients.
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Downloading Reports

You can download any report that has been generated in the system either as a PDF or CSV file.

®» 7o download an existing report:

1. Inthe Reports screen, select the report that you would like to download.
2. Todownload a PDF, in the header bar, click the Download button.

Reports o
File name File size Generatedon 4 N
2020-09-28T18_35_15.by-admin.pdf 13.87MB 06:35:15 PM * Sep 28, 2020 :

0
A
10.59 MB 11:01:53 AM - Sep 25, 2020

2020-09-25T11_01_53.by-admin.pdf

The selected report is saved to your local machine.
3. Todownload a CSV file, in the header bar, click the Export button.

Reports search. B e
File name File size Generatedon 4
2020.09-28T18_35_15.by-admin.pdf 13.87 MB 06:35:15 PM - Sep 28, 2020 =
>
@
10.59 MB 11:01:53 AM - Sep 25, 2020

2020-09-25T11_01_53.by-admin.pdf

The selected report is saved to your local machine.
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User Management

User Management

Access to the Tenable.ot Console (Ul) is controlled by user accounts which designate the permissions that are
available for that user. The user’s permissions are determined by the User Group/s to which they are assigned.
Each User Group is assigned a role which defines the set of permissions that will be available for its members. So,
for example, if the Site Operators User Group has the role Site Operator, then all users assigned to that group will
have the set of permissions associated with the Site Operator role.

The system comes with a set of pre-defined User Groups, which correspond to each of the available roles, e.g.
Administrators User Group > Administrator role, Site Operators User Group > Site Operator role etc. You can also

create custom User Groups and specify their roles.
There are two methods for creating users in the system:
® ADDING LOCAL UseRs — Create user accounts to authorize individual users to access the system. Assign
users to User Groups which define their roles.

® Configuring ACTIVE DIRECTORY — Use your organization's Active Directory to authorize users to access the
system. You can assign Tenable.ot roles based on your existing groups in Active Directory.

User Roles

The following is a brief description of the available roles:
® Administrator — Has maximum privileges to do all operational as well as administrative tasks in the
system, including creating new user accounts.
® Read-Only — Can view data (asset inventory, events, network traffic) but can’t take action in the system.
® Security Analyst — Can view data in the system and resolve security events.

e Security Manager — Can manage security related capabilities, including configuring policies, viewing data
in the system, and resolving events.

®  Site Operator — Can view data in the system and manage the asset inventory.

® Supervisor — Has full privileges to do all operational tasks in the system as well as some limited
administrative tasks (excluding creating new users and other sensitive activities).

User Roles Table

The following table gives a detailed breakdown of precisely which permissions are enabled for each role.

Admin Security Security | Site
(External/AD) Manager Analyst Operator

View events v v v v v v v
Resolve v v v v v X X
175

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.



User Management

Admin Admin Security Security | Site EED |
(Local) (External/AD) Manager Analyst Operator | only
v v v v v v v

Download

capture file

Exclude from v v v v X X X
policy

Resolve all v v v v v X X
Export v v v v v v v
Create Policy v v v v X X X

on FortiGate

Refresh v v v v v v v

View policies v v v v v v v
Enable/Disable | « v v v X X X
View action v v v v v v v
Edit v v v v X X X
Duplicate v v v v X X X
Delete v v v v X X X
Create policy v v v v X X X
Export v v v v v v v
S
View assets v v v v v v v
View action v
Edit v v v X X v X
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User Management

Admin Admin Security Security | Site Read
(Local) (External/AD) Manager Analyst Operator | only
v v X X v X

Remove v

Export v v v v v v v
Resync v v v v v v X
Nessus scan v v v v v v X
Take snapshot v v v v v v X
(single asset)

Update open v v v v v X X
ports (single

asset)

Update port v v v v v X X
state (single

asset)

View in v v v v v v v
browser (single

asset)

View in main v v v v v v v
asset map

(single asset)

Generate v v v v v v v

attack vector
(single asset)

View CVEs
View action

Edit comment

L N SRR
C S < X
L N SRR
C S < X

Update
database

>
>
>

Export

<
<
<
<
<
<
<
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User Management

Admin Admin Security Security | Site EED |
(Local) (External/AD) Manager Analyst Operator | only

View v v v v v v v

vulnerabilities

View action v v v V4 v v v
Edit comment v v v v v X X
Export v v v v v v v
Turn on packet | v 4 v X X X X
capture

Close ongoing v v v v v v X
captures

Download v v v v v v v
PCAP file

Export v v v v v v v
conversations

table

Set as baseline | « v v v X X X
Generate map | « v v V4 v v v

Refresh map

<
<
<
<
<
<
<

View groups v v v v

View action v v v v v v
Edit v v v v X X X
Duplicate v v v v X X X
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User Management

Admin Admin Security Security | Site EED |
(Local) (External/AD) Manager Analyst Operator | only
v v v v X X X

delete

Create group v v v v X X X

Export v v

<
<
<
<
<

View reports v v v v v v v
Generate v v v v v v v
Download v v v v v v v
Export v v v v v v v
View v v v v v v v
Edit v v v v X X X
Delete v v v v X X X
Create v v v v X X X
Export v v v v X X X
Learn More v v v v v v v

Device v v v X X X X
User v v v v v v v
Asset custom v v 4 v X X X X
fields
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User Management

Admin Admin Security Security | Site Read
(Local) (External/AD) Manager Analyst Operator | only

API keys

HTTPS

User
Management

Queries

Asset network

Removed
assets

Servers

Integrations

System

System log

PCAP player

Licensing

Enable (on
setup and after
disable)
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v

v - without
factory reset

v

+ (Only + (Only

Local Users) | Local (Only
Users) Local

Users)

X X X

X X X

v X X
X X

v + -no v -no
restore restore

v X X

X X X

v -only v -only X

backup and | diagnostics

diagnostics

v v v

v X X

X X X

X X X

+ (Only

Local (Only

Users) Local
Users)

X X

X X

X X

X X

v v -no
restore

X X

X X

X X

v v -no
syslog

X X

X X

X X
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User Management

Local Users

An Admin user can create new user accounts and edit existing accounts. Each user is assigned to one or more User

Groups which determines the role/s assigned to the user.

Users can be added to User Groups either during the creation/editing of the user’s account or the

User Group.

Viewing Local Users

The Local Users screen shows a list of all local users in the system.

Full Name Username 4 User Groups
Mr. Admin admin Administrators __
Bob Smith bob Site Operaters | Read-Ornly Users .

The information shown on this screen is described in the following table:

Full Name The full name of the user.
Username The username of the user, used for login.
User Groups The User Group/s to which the user is assigned.

Adding Local Users

You can create user accounts to authorize individual users to access the system. Each user must be assigned to one

or more User Groups.

» To Create a User Account:

1. Under Local Settings, go to the User Management > Local Users screen.
The Local Users screen is displayed.
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User Management

2. Click on the Add User button.
The Add User pane is displayed.

Add User x

FULL NAME

USERMAME

PASSWORD

RETYPE PASSWORD

USER GROUPS

Cancel Add

3. Inthe Full Name field, enter the first and last name.

The name that you enter is displayed in the header bar when the user is signed in.

4. Inthe Username field, enter a user name to be used for logging in to the system.
In the Password field, enter a password.
6. Inthe Retype Password field, enter the identical password.

v

This is the password that the user will use for the initial login. The user can change the password in

the Settings screen after logging into the system.

7. Click on the User Groups field, and select the checkbox for each User Group to which you would like to
assign this user.
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User Management

Additional Actions on User Accounts

8.

The system comes with a set of pre-defined User Groups, which correspond to each of the available

roles, e.g. Administrators User Group > Administrator role, Site Operators User Group > Site

Operator role etc. For an explanation of the available roles, see USER ROLES.

Click Create.

tab.

Editing a User Account

The new user account is created in the system and is added to the list of users shown in the Local Users

You can assign a user to additional User Groups or remove the user from a group.

»

To change a user’s User Groups:

1.

2.

3.

5.
6.

183

Under Local Settings, go to the User Management > Local User screen.

The Local Users screen is displayed.

Right-click on the desired user and select Edit User from the menu.

Alternatively, you can select a user and the click on the Actions button > Edit User.

The Edit User pane is displayed, showing the User Groups to which the user is assigned.

Edit User

USER GROUPS *

X

Click on the User Groups field.

A list of User Groups is displayed.

USER GROUPS

Site Operators Read-Only Users

| | Security Analysts
Site Operators
Read-Only Users
| | Administrators

| | Agents

| || Supervisors

Select/deselect the desired User Groups.

Click Save.
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User Management

Changing a User’s Password

The procedure described below is used by an admin user to change the password for any account in

- the system. Any user can change his/her own password by going to Local Settings > User.

» 1o Change a User's Password:

1. Under Local Settings, go to the User Management > Local User screen.

The Local Users screen is displayed.
2. Right-click on the desired user and select Reset Password from the menu.

Alternatively, you can select a user and the click on the Actions button > Reset Password.

The Reset Password window is displayed.

Reset Password X
Reset password for Bob Smith.

PASSWORD ™

Password ®

RETYPE NEW PASSWORD ™

Retype New Password ®

3. Inthe New Password field, enter a new password.
. Inthe Retype New Password field, re-enter the new password.
5. Click Reset.
The new password is applied to the specified user account.

Deleting Local Users

» To Delete a User Account:

1. Under Local Settings, go to the User Management > Local User screen.
The Local Users screen is displayed.

2. Right-click on the desired user and select Delete User from the menu.

Alternatively, you can select a user and the click on the Actions button > Delete User.

A confirmation window is displayed.
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User Management

3. Click Delete.
The user account is deleted from the system.

Users Groups

An Admin user can create new User Groups and edit existing groups. Each user is assigned to one or more User

Groups which determines the role/s assigned to the user.

The system comes with a set of pre-defined User Groups, which correspond to each of the available roles, e.g.
Administrators User Group > Administrator role, Site Operators User Group > Site Operator role etc. For an

explanation of the available roles, see USER ROLES.

Viewing User Groups

The User Groups screen shows a list of all User Groups in the system.

User Groups seuch o
Name 4 Members Rale
AominisIrators Mr. Agmin Administrator
Agents Agent
Read-Only Users Beb Smith | Jane Raberts Reader
Security Analysts Security Analyst
Security Managers Jane Roberts Security Manager
Site Operators Eob Smith Site Operator
Superuisors Jane Roberts Supenvisar

The information shown on this screen is described in the following table:

Name The name of the User Group.
Members A list of all members assigned to the group.
Role The role given to this group. For an explanation of the permissions associated

with each role, see USER ROLES.

Adding User Groups

You can create new User Groups and assign users to that Group.

» To Create a User Account:

1. Under Local Settings, go to the User Management > User Groups screen.
The User Groups screen is displayed.
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2. Click on the Create User Group button.
The Create User Group pane is displayed.

Create User Group X

NAME *

‘ Name ‘

ROLE *

l Select v ]

USERS

l Select multiple v ]

Cancel

3. Inthe Name field, enter a name for the group.

4. Inthe Role field, select from the dropdown list the role that you would like to assign to this group.

5. Inthe Users field, select from the dropdown list one or more users that you would like to assign to this
group.

6. Click Create.
The new User Group is created in the system and is added to the list of groups shown in the User Groups
screen.
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Additional Actions on User Groups

Editing a User Group

You can edit the settings and add or remove members to an existing User Group by editing the Group.

Alternatively, you can add/remove an individual user to a User Groups by editing the user’s profile.

To edit a User Groups:

1. Under Local Settings, go to the User Management > User Groups screen.
The User Groups screen is displayed.
2. Right-click on the desired user and select Edit User Group from the menu.

Alternatively, you can select a user and the click on the Actions button > Edit User Group.

3. The Edit User Groups pane is displayed, showing the group’s settings.
You can change the Name and Role. You can also select/deselect Users to add/remove Users to the

group.
Edit User Group X

NAME *

‘ Security Analysts

ROLE *

‘ Security Analyst v ]

USERS

l Bob Smith Mr. Admin 9o v ]
5. Click Save.

Deleting User Groups

You can only delete a User Group that does not currently have users assigned to it. If users are

assigned to a group, you will need to first remove the users from the group before you can delete

the group.

To Delete a User Group:

1. Under Local Settings, go to the User Management > User Groups screen.
The User Groups screen is displayed.
2. Right-click on the desired User Group and select Delete User Group from the menu.
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User Management

3.

Alternatively, you can select a user and the click on the Actions button > Delete User Group.

A confirmation window is displayed.
Click Delete.
The User Group is deleted from the system.

Active Directory

You can integrate Tenable.ot with your organization's Active Directory. This enables users to log in to Tenable.ot

using their Active Directory credentials. The configuration involves setting up the integration and then mapping

groups in your AD to User Groups in Tenable.ot.

The system comes with a set of pre-defined User Groups, which correspond to each of the available
roles, e.g. Administrators User Group > Administrator role, Site Operators User Group > Site

Operator role etc. For an explanation of the available roles, see USER ROLES.

» 1o configure Active Directory:

1.

3.
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Obtain a CA Certificate from your organization's CA or Network Administrator and load it onto your local
machine. (Optional)

A certificate is not mandatory for this process.

Under Local Settings, go to the User Management > Active Directory screen.
The Active Directory screen is displayed.

Active Directory e |

Use this section to configure an integration with the organization's Active
Directary. This will allow users to login to the system using their Active
Directory credentials.

Disabled

Click Edit.
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4. The Edit Active Directory pane is displayed.

Edit Active Directory X

DOMAIN NAME

BASE DN ©

ADMINISTRATORS GROUP DN

AGENTS GROUP DN

READ-ONLY USERS GROUP DN

SECURITY ANALYSTS GROUP DN

SECURITY MANAGERS GROUP DN

SITE OPERATORS GROUP DN

SUPERVISORS GROUP DN

Cancel

5. Inthe Domain Name field, enter the FQDN of the organizational domain (e.g. company.com)?.
6. Inthe Base DN field, enter the distinguished name of the domain. The format for this value is
'DC={second-level domain},DC={top-level domain}' (e.g. DC=company,DC=com).

2 |f you are not aware of your Domain Name, you can find it by entering the command "set" in the command line. The value
given for the "USERDNSDOMAIN" attribute is the Domain Name.
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10.

11.

For each of the Groups that you would like to map from an AD group to a Tenable.ot User Group, enter
the DN of the AD group in the appropriate field. For example, to assign a group of users to the
Administrators User Group, enter the DN of the Active Directory group to which you would like to assign
Admin privileges? in the Administrators Group DN field.

These fields are not mandatory. If a field is not filled in then no AD users will be assigned to that
User Group. You can set up an integration with no groups mapped, but in that case no users will

be able to access the system until you add at least one group mapping.

In the Trusted CA section, click Browse and navigate to the file that contains your organization's CA
Certificate (which you obtained from you CA or Network Administrator). (Optional)

Select the Enable Active Directory checkbox.

Click Save.

A pop-up window prompts you to restart the unit in order to activate the Active Directory.

A Active directory changes are pending a restart Restart
Click Restart.

The unit restarts. Upon reboot, the Active Directory settings will be activated. Any user assigned to the
designated groups can access the Tenable.ot platform using his/her organizational credentials.

3 If you are not aware of the DN of the group that you would like to assign Tenable.ot privileges, you can view a list of all groups
configured in your Active Directory which contain users by entering the command “dsquery group -name Users*” in the
command line. The name of the group that you would like to assign should be entered into the field in the identical format in
which it is shown (e.g. "CN=IT_Admins,0U=Groups,DC=Company,DC=Com")
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Local Settings

The various settings screens are listed under Local Settings in the Main Navigation.

The following is a brief description of the information shown and actions available in each of the tabs.

® Device —view and edit device details and network information (e.g. port configuration and system time,
automatic logout (i.e. inactivity timeout)).

Device Name — The name of the site at which the Tenable.ot platform is deployed.

Port Configuration — the ports used for queries and for the management console.

Device URL — the URL used to access the Tenable.ot management console in a DNS environment.

System Time — the date and time in the system. You can use an NTP server to synchronize the system

time with other assets in the network.

Timezone — the timezone of the system.

O DNS Servers — you can enter the IPs of one or more DNS servers used in the network. This helps
Tenable.ot to identify DNS names of assets in the network.

0 Automatic Logout — the period of inactivity that causes the system to automatically log out.

Ping Requests — set whether or not the Tenable.ot platform responds to ping requests.

0 Packet capture - activate/de-activate the full packet capture capability. Activating this function

causes Tenable.ot to continuously record full-packet captures of all traffic in the network to files. This

enables extensive troubleshooting and forensic investigation capabilities. See PACKET CAPTURES.

(@] O O O O

o

® User —view and edit information about the User who is currently logged into the system (Full Name,
Username and Password).

® APl Keys (for Admin users) — generate APl keys to enable 3™ party apps to access Tenable.ot via API. API
keys can be generated for Read-only or Admin roles. An API key is shown once, when it is first generated;
the user must save it in a secure location for later use.

® HTTPS — view info about your HTTPS certificate and generate a new HTTPS certificate to ensure secure
connection.

® User Management — view, edit and export information about all user accounts.

0 User Groups —view and edit User Groups, which define the roles assigned to users.

O Local Users — An Admin user can create local user accounts for specific users and assign a Role to the
account, see USER MANAGEMENT.

0 Active Directory - User credentials can optionally be assigned using an LDAP Server, such as Active
Directory. In this case, user privileges are managed on the Active Directory.

® Queries - activate/de-activate Query functions and adjust their frequency and settings. Queries are
divided into separate screens for Asset Discovery, Controller and Network. See QUERIES CONFIGURATION.

® Assets —view and edit asset settings.

0 Assets Network — view and edit the aggregation of IP ranges in which the system classifies assets.

In addition to the specified IP ranges, any host within the Tenable.ot platform's subnets or any

Activity performing device will be classified as an asset.
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0 Removed Assets — view a list of assets that were removed from the system (i.e. which the user chose
to remove from the asset listings), see REMOVING ASSETS. You can restore removed assets from this
screen.

O Custom Fields - you can create custom fields to tag Assets with relevant info. The custom field can be
plain text or it can be a link to an external resource.

® Servers —view, create and edit servers configured in your system. Separate screens are shown for:

0 SMTP Servers —SMTP servers enable Event notifications to be sent via email.
0 Syslog Servers - Syslog servers enable Event logs to be logged on an external SIEM.

® |[ntegrations — set up integration with other platforms. Tenable.ot currently supports integration with Palo
Alto Networks Next Generation Firewall (NGFW) and Aruba ClearPass, as well as with other Tenable
products (Tenable.sc and Tenable.io). See INTEGRATIONS.

® System —shows a sub-menu of system activities. The sub-menu includes the following options:

0 System Backup — enables you to back up your Tenable.ot appliance (except packet capture data). To
restore the system from a backup file, please contact https://www.tenable.com/products/tenable-
ot. Please note that during the backup process Tenable.ot will be unavailable to all users.

0 Export Settings — export Tenable.ot platform configuration settings as an .ndg file to the local
computer. This will serve as a backup in case of a system reset or to import to a new Tenable.ot
platform.

0 Import Settings —imports Tenable.ot platform configuration settings that have been saved as an .ndg
file on the local computer.

0 Factory Reset — returns all settings to the factory default settings. Warning: this operation can't be
undone and all data in the system will be lost.

0 Download Diagnostic Data — creates a file with diagnostic data on the Tenable.ot platform and stores
it on the local computer as well as sending a copy to Tenable.ot support.

0 Disable — disable all monitoring activities. You can reactivate the monitoring activities at any time.

O Restart — restarts the Tenable.ot platform. This is needed for activation of certain configuration
changes.

0 Shut Down — shuts down the Tenable.ot platform. To power on, press the Power button on the
Tenable.ot appliance.

® System Log — shows a log of all system events (e.g. Policy turned on, Policy edited, Event Resolved etc.)
that occurred the system. You can export the log as a CSV fire or send it to a Syslog server. See SYSTEM
LoG.

® PCAP Player — enables you to upload a PCAP file containing recorded network activity and “play” it on
Tenable.ot, loading the data into your system. See PCAP PLAYER.
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Queries Configuration

The Tenable.ot Queries screens enable you to configure and activate the queries features. For a general
explanation of the Queries technology, see TENABLE.OT TECHNOLOGIES. As part of the initial setup it was
recommended to activate all of the Query capabilities. At any time, you can activate/de-activate any of the Query
functions. You can also adjust the settings for when and how the Queries are executed.

In addition to the automatic Queries that are run periodically, most queries can be initiated by the user on demand

by clicking the Run Now button next to the Query.

The Ripple20 Vulnerabilities Scan can only be run manually, not by a periodic schedule. It is

- activated from the Local Settings > Queries > Network screen, see NETWORK QUERY FUNCTIONS
TABLE.

O Turning the Queries off will prevent the system from detecting significant events in the network.

- This will cause many features to become unavailable.

The query activation and configuration are done under Local Settings > Queries. The queries are divided into three
separate screens. The following sections explain the different types of Queries and gives procedures for activating

and configuring each type of Query.

Asset Discovery

Tenable.ot automatically identifies assets in the network by detecting their interactions with other assets through
the network. Tenable.ot has an additional capability of identifying assets that are not active in the network or that
their communication streams are not captured by the mirroring ports using the Asset Discovery Query. You can
configure the frequency that the query is run automatically. You can also manually run the query at any time from
this screen.

Once a new asset is discovered, the Initial Asset Enrichment feature runs a battery of queries to determine precise

information about the asset.

B 1o activate the Asset Discovery Query:

1. Under Local Settings, go to the Queries > Asset Discovery screen.
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2. Click Edit in the Asset Discovery section.
A series of configuration fields are shown.

Asset Discovery IP ranges:
One CIDR per line

e.g10.10.10.0/8

Number of Assets to Poll Simultaneously:

10 v

Time Between Discovery Queries:

1 second v
Frequency:
Daily v

Repeats Every

7 days v
Repeats At

9:00 PM W

3. Inthe IP Ranges box, enter one or more IP ranges (with each range on a separate line).

Segments of you network that are monitored by the mirror port don't need to be entered, since

Tenable.ot automatically queries them anyway. If you would like to run the Asset Discovery query

on additional segments of your network that aren't monitored by the mirror port then you need to

enter the range of IPs for those segments in this box.

4. You can adjust the following configuration settings (optional) by selecting a value from the dropdown
menu.
e Number of Assets to Poll Simultaneously (options: 10, 20, 30)
e Time Between Discovery Queries (options: 1-3 seconds)
e Repeats —set the type of interval used for setting the frequency of the query (daily or weekly)
e Repeats Every — set the frequency of the query (Daily: 1-31 days, Weekly: 1-6 weeks)
e  On —for a weekly interval set the day of the week on which the query is run
e At -—set the time of day that the query is run
5. Click Save.
6. Toggle the Asset Discovery switch to ON.

» To activate Initial Asset Enrichment:

1. Under Local Settings, go to the Queries > Asset Discovery screen.
2. Toggle the switch for Initial Asset Enrichment to ON.
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Controller Queries

» To activate Controller Queries:

1. Under Local Settings, go to the Queries > Controller screen.
2. Toggle the switch for All Controller Queries to ON.
3. Activate/deactivate specific types of Queries by toggling the status ON/OFF for each type of query. For a
description of the various type of Controller Queries, sece CONTROLLER QUERY FUNCTIONS TABLE.
4. You can edit the settings for each Controller Query type using the following procedure:
a. Click Edit next to the desired Query type.
b.  Adjust the frequency and scheduling of the queries (for an explanation of the available settings
options see CONTROLLER QUERY FUNCTIONS TABLE).
c. Click Save.

Controller Query Functions Table

Description Fre.quency
(min.-max.)

All Controller Activates all of the Query functions related to controllers, as described n/a
Queries below.
Periodic Captures the current program deployed on each controller. By periodically 1/day-1/6
Snapshots taking snapshots, Tenable.ot can detect changes that were made to a weeks

controller's program even if the changes were not sent through the

network.
Policy Enables the user to configure policies to trigger a snapshot when the n/a
Triggered conditions of a policy are met.
Snapshots
Controllers A broadcast that searches for new controllers and assists in classifying 1/hr.-1/6
Discovery unknown assets. weeks
Controller Detects the current PLC status (options are: Running, Stopped, Fault, No 1/5 min. —
State Query config. and Test). 1/hr.
Diagnostic Queries for the Diagnostic Buffer event logs as defined in Siemens 1/day-1/6
Buffer Query controllers. weeks
Controller Retrieves the controller's hardware and firmware details. 1/hr.-1/6
Details Query weeks
Backplane Discovers modules and their specifications within a backplane. The query 1/15 min. —
Query allows for quick identification of the entire backplane configuration. 1/week
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Network Queries

» To activate Network Queries:

1. Under Local Settings, go to the Queries > Network screen.
2. Toggle the switch for All Network Queries to ON.
3. Activate/deactivate specific types of Queries by toggling the status ON/OFF for each type of query that
you would like to activate. For a description of the various Network Query capabilities, see NETWORK
QUERY FUNCTIONS TABLE.
4. You can edit the settings for each Network Query type using the following procedure:

a.
b.

Click Edit next to the desired Query type.

Adjust the frequency and scheduling of the queries (for an explanation of the available settings
options see NETWORK QUERY FUNCTIONS TABLE).

Click Save.

Network Query Functions Table

T e

All Network
Queries

Port Mapping

SNMP Query

DNS Query

ARP Query

NetBIOS

Active Asset
Tracking
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Activates all of the Query functions
related to non-controller network
assets, as described below.

Identifies all open ports in network
assets. This enables you to minimize
security risks by closing off unused
ports.

Collets configuration info from SNMP
enabled assets in the network.

Searches for the DNS names of the
assets in the network.

Retrieves the MAC address of new
IPs detected in the network.

This query sends a NetBIOS unicast
packet which is used to classify and
detect Windows machines in the
network.

Detects assets that are inactive in the
network for the specified time period
and polls them to verify if they are
still active.

n/a

Mapping Range — set whether mapping is done for
all ports or only for the 1,000 most frequently used
ports.

Mapping Rate — set the number of ports mapped
per second by default and the maximum rate for
mapping on demand.

SNMP v2 Community Strings
SNMP v3 Usernames
Frequency and Scheduling - 1/day - 1/6 weeks

n/a

n/a

Frequency and Scheduling - 1/hr. - 1/6 weeks

Frequency and Scheduling - 1/5 min. - 1/week
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ior—Jomion s

WMI Query

usB
Connections
Query

Ripple20
Vulnerabilities
Scan

Collects info about Windows
machines in the network.

Detects connection of USB/DoK
devices to Windows PCs in the
network.

This scan identifies CVEs related to
the Ripple20 vulnerabilities
(https://www.jsof-
tech.com/ripple20/). It uses a
Nessus plugin.

Note: this scan must be run
manually and it is only run on the
assets within the specified IP
addresses and/or CIDRs.

Packet Captures

WMI Username — provided by IT

Password — provided by IT

Frequency and Scheduling - 1/day - 1/6 weeks

Test IP Address — You can test the WMI
configuration by clicking Test IP address, entering
the IP of a known Windows machine in your
network and then clicking Test IP Address at the
bottom of the screen. You can then open the Asset
Details for that asset and check that the WMI info
was added.

Frequency and Scheduling - 1/day - 1/6 weeks

IP addresses or CIDRs

Turning on the full packet capture capability activates continuous recording of full-packet captures of all traffic in

the network. This enables extensive troubleshooting and forensic investigation capabilities. When the storage

capacity is exceeded (1.8 TB), the system deletes older files. You can view and download available files on the

Network > Packet Captures screen, see section PACKET CAPTURES.

B 7o Activate Packet Captures:

1. Go to Local Settings > Device screen.
2. Toggle the Packet Capture switch to ON.
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You can stop the Packet Capture feature at any time by toggling the switch to OFF.
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Local Settings

Ping Requests
Turning on Ping Requests activates the Tenable.ot platform’s automatic response to ping requests.

B To Activate Ping Requests:

1. Go to Local Settings > Device screen.
2. Toggle the Ping Requests switch to ON.

You can stop the Ping Request feature at any time by toggling the switch to OFF.

HTTPS

The HTTPS certificate ensures the system is using a secure connection to the Tenable.ot appliance and server. The
initial certificate expires after two years. You can generate a new self signed certificate at any time. The new

certificate is valid for one year.

Generating a new certificate will override the current certificate.

» 1o generate a self signed certificate:

1. Under Local Settings, go to HTTPS.
The HTTPS screen is displayed.

HTTPS Generate Self Signed Certificate
Certificates are used to ensure a secure HTTPS connection. Use this section to generate a self signed certificate.

Issued To Indegy Security Platform

ssued By Indegy Security Platform
ssued On Sep 18, 2019
Expires On Sep 17, 2021

2. Click on Generate Self Signed Certificate.
The Generate Certificate confirmation window is displayed.

Generate Certificate X

Are you sure?
Generating a new certificate will override the current certificate issued by
Indegy Security Platform

Self signed certificate will be valid for 1 year. Please note that your session

will not be trusted.
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Local Settings

3. Click Generate.
The self signed certificate is generated, and can be viewed in the Local Settings > HTTPS screen.

Setting up Servers

You can set up SMTP servers and Syslog servers in the system to enable Event notifications to be sent via Email
and/or logged on an SIEM. You can also set up FortiGate firewalls to send firewall policy suggestions to FortiGate

based on the Tenable.ot network events.

Setting up an SMTP Server

In order to enable sending Event notifications via email to the relevant parties you will need to set up an SMTP
Server in the system. If you do not set up an SMTP server, the Events generated by the system can't be sent out by

email. Under any circumstances, all Events can be viewed in the Management Console (Ul) on the Events screen.

®» 1o Set up an SMTP Server:

1. Under Local Settings, go to the Servers > SMTP Servers screen.
2. Click + Add SMTP Server.
The SMTP Server configuration window is displayed.

SMTP Servers
Tenable Hostname / IP: 10.0.0.0.12 Edit Delete

Server Name *

Server Name

Hostname / IP *
Hostname / IP
Port *

25

Sender Email Address *

Sender Email Address

Username (Optional)

Username (Optional)

Password (Optional)

Password (Opticnal) b

Cancel

3. Inthe Server Name field, enter the name of an SMTP server to be used for email notifications.
4. Inthe Hostname\lIP field, enter a host name or an IP address of the SMTP server.
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Local Settings

In the Port field, enter the port number on which the SMTP server will listen for the Events (Default: 25).
In the Sender Email Address field, enter an email address that is shown as the sender of the Event
notification email.

In the User Name and Password fields, enter a user name and password that will be used to access the
SMTP server. These fields are optional.

At this point you can try to send a test email to verify that the configuration was successful. Click Send
Test Email, then enter the email address to send to and check the inbox to see if the email arrived. If the
email did not arrive, then troubleshoot to discover the cause of the problem and correct it.

Click Save.

You can set up additional SMTP Servers by repeating the procedure described above.

Setting up a Syslog Server

In order to enable collection of log events on an external server you will need to set up a Syslog Server in the

system. If you do not want to set up a Syslog Server, then the event logs will only be saved on the Tenable.ot

platform.

» 1o Set up a Syslog Server:
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Under Local Settings, go to Servers > Syslog Servers screen.
Click + Add Syslog Server.
The Syslog Server configuration window is displayed.

Syslog Servers

Server Name *

IServ?.r Name

Hostname /IP *

Hostname / IP

Port *

514

Transport *

Select v

Cancel

In the Server Name field, enter the name of a Syslog Server to be used for logging system events.

In the Hostname\IP field, enter a host name or an IP address of the Syslog server.

In the Port field, enter the port number on the Syslog server to which the events will be sent. (Default:
514)

In the Transport field, select from the dropdown list the transport protocol to be used. Options are TCP or
UDP.
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Local Settings

7. If you would like to send a test message to verify that the configuration was successful, click Send Test
Message, and check if the message has arrived. If the message did not arrive, then troubleshoot to
discover the cause of the problem and correct it.

8. Click Save.

You can set up additional Syslog Servers by repeating the procedure described above.

Setting up the FortiGate Firewall integration

The Tenable.ot-FortiGate integration allows users to send firewall policy suggestions to a FortiGate firewall based

on the Tenable.ot network events.

» 1o Set up a FortiGate Server:

1. Under Local Settings, go to the Servers > FortiGate Firewalls screen.
2. Click the Add Firewall button.
The Add FortiGate Firewall configuration window is displayed.

Add FortiGate Firewall X

The Tenable.ot-FortiGate integration allows
the user to send firewall policy suggestions
based on the Tenable.ot network events, to
FortiGate

SERVER NAME ™
HOSTAP ™

APIKEY ™

Cance

3. Inthe Server Name field, enter the name of a FortiGate Server to be used.

4. Inthe Host/IP field, enter a host name or an IP address of the FortiGate server.

5. Inthe API Key field, enter the API token you generated from FortiGate. For more information, see the
note below.

6. Click Add.
The FortiGate Firewall Server is created.

The instructions for generating a FortiGate APl token can be found on the following page:

https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt token

Please note:

201

COPYRIGHT 2021 TENABLE, INC. ALL RIGHTS RESERVED. TENABLE, TENABLE.IO, TENABLE NETWORK SECURITY, NESSUS, SECURITYCENTER,
SECURITYCENTER CONTINUOUS VIEW AND LOG CORRELATION ENGINE ARE REGISTERED TRADEMARKS OF TENABLE, INC. TENABLE.SC, TENABLE.OT,
LUMIN, INDEGY, ASSURE, AND THE CYBER EXPOSURE COMPANY ARE TRADEMARKS OF TENABLE, INC. ALL OTHER PRODUCTS OR SERVICES ARE
TRADEMARKS OF THEIR RESPECTIVE OWNERS.


https://registry.terraform.io/providers/fortinetdev/fortios/latest/docs/guides/fgt_token

Local Settings

Integrations

For the source address (which is needed to ensure the API token can only be used from
trusted hosts), please use your Tenable.ot unit IP address.

When creating an Administrator profile for Tenable.ot, make sure to apply access
permissions according to the following settings:

Access Permissions

Access Control

Security Fabric

FortiView

User & Device

Firewall

Log & Report

Network

System

Security Profile

VPN

WAN Opt & Cache

WIFi & Switch

Permissions Set All -
R GUEY ® Read o Read/Write

® Read # Read/Write

(LRI ® Read # Read/Write

@ None @ Read © Custom
m ® Read & Read/Write & Custom

@ None m # Read/Write & Custom

ZRLUEY ® Read # Read/Write @ Custom
m ® Read # Read/Write & Custom

RN ® Read # Read/Write

LU ® Read # Read/Write

Z QLU ® Read ¢ Read/Write

You can set up integrations with other supported platforms in order to enable Tenable.ot to sync with your other

cyber security platforms.

Tenable Products

You can integrate Tenable.ot with Tenable.sc and Tenable.io. This enables Tenable.ot to share data with the other

platforms. The synced data includes OT vulnerabilities as well as data discovered by IT-type Nessus scans initiated

from Tenable.ot.

In order integrate the platforms, Tenable.ot must be able to reach Tenable.sc and/or Tenable.io via
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port 443, It is recommended to create a specific user on Tenable.sc and/or Tenable.io to be used as

the integration user to Tenable.ot.
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Tenable.sc

To integrate Tenable.sc, create a new agent repository for Tenable.ot data. Take note of the repo ID. In the
Tenable.ot create a new integration, filling in IP or Hostname of your Tenable.sc system as well as your account
credentials and repository ID, and then set the sync frequency. Then, right-click on the newly added integration
and hit "Sync".

It is recommended to create a specific user on Tenable.sc that will be used to integrate with

Tenable.ot. The user should have the role of Security Manager/Security Analyst or Vulnerability

Analyst and be assigned to the "Full Access" group.

Tenable.io

To integrate with Tenable.io, enter your Access Key and Secret Key, and then set the sync frequency.

You need to first generate an API key in the Tenable.io console (Settings > My Account > API Keys >

Generate). You will be given an Access Key and a Secret Key which you enter in the Tenable.ot

console when configuring the integration.

Palo Alto Networks - Next Generation Firewall

You can share asset inventory info discovered by Tenable.ot with your Palo Alto system.

To integrate Tenable.ot with your Palo Alto NGFW, fill in the IP or Hostname of your Palo Alto NGRW as well as the

credentials for accessing your NGRW account.

Aruba - ClearPass Policy Manager

You can share asset inventory info discovered by Tenable.ot with your Aruba system.

To integrate Tenable.ot with your Aruba ClearPass system, fill in the IP or Hostname of your Aruba ClearPass

system as well as the credentials for accessing your Aruba ClearPass account.
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Local Settings

System Log
System LCIg Select syslog server -
e b
09:54:37 AM - Sep 24, 2020 Report Generation Stopped with an Error user
05:54:36 AM - S5ep 24, 2020 Report Generation Started user
095411 AM - 5ep 24, 2020 Report Generation Stopped with an Error user
09:54:08 AM - Sep 24, 2020 Report Generation Started user
09:47:39 AM - Sep 24, 2020 Baseline refresh user
0B:54:39 AM + Sep 24, 2020 Failed to query the state from TUTG33 V4.6 Eran

The System Log screen shows a list of all system events (e.g. Policy turned on, Policy edited, Event Resolved etc.)
that occurred in the system. This log includes both user-initiated events as well as automatically occurring system
events (e.g. Policy turned off automatically because of too many hits). This log does not include Policy generated
Events which are shown on the Events screen. The logs can be exported as a CSV file. You can also configure the

system to send the System Log events to a Syslog server.

The information shown for each logged event is described in the following table:

Time The time and date that the event occurred.
Event A brief description of the event that occurred.
Username & The name of the user that initiated the event. For events that occur automatically, no username is

given.

Sending System Log to a Syslog Server

» 1o configure the system to send System Events to a Syslog server:

1. Go to Local Settings > System Log screen.
In the header bar, click on Select syslog sever.
A dropdown list of servers is displayed.

To add a Syslog server, see SETTING UP A SYSLOG SERVER.

3. Select the desired server.
The System Log events will be sent to the specified Syslog server.
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Local Settings

PCAP Player

PCAP Player Search.. a ~ Upload PCAP Flle
File Name File Size Uploaded At Uploaded By Last Played Last Played By 4
tag-wnile pcap 15.57 MB Sep 29, 2020 071304 AM admin Never Never ;
full-download-nochange. poap 16,48 MB Sep 29, 2020 0719043 AM admin MNever Never )

Tenable.ot enables you to upload a PCAP file containing recorded network activity and “play” it on Tenable.ot.
When you “play” a PCAP file, Tenable.ot monitors the network traffic and records all information about detected
assets, network activity and vulnerabilities as if the traffic had occurred within you network. This feature can be
used for simulation purposes or in order to analyze traffic that occurs outside of the network that is monitored by

your Tenable.ot deployment (e.g. remote plants).

The following file types are supported for this feature: .pcap, .pcapng, .pcap.gz, .pcapng.gz. You can

use files that were recorded by an instance of Tenable.ot or other network monitoring tools.

Uploading a PCAP File

» 1o upload a PCAP file:

1. Go to Local Settings > PCAP Player.
Click Upload PCAP File.
The File Explorer opens.

3. Select the desired PCAP recording.

4. Click Open.
The PCAP file is uploaded to the system.

Playing a PCAP File

» 1o play a PCPAP file:

Go to Local Settings > PCAP Player.

Select the PCAP recording you would like to play.

Click Actions > Play.

The Play PCAP wizard is displayed.

In the Play Speed field, select from the drop-down list the speed you would like the system to play the
file. Options are: 1X, 2X, 4X, 8X or 16X.

N W e

Playing a PCAP file injects data into the system, this operation cannot be undone or stopped once
JATAN

executed.
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Local Settings

6. Click Play.
The PCAP file is “played” in the system. All network activity in the PCAP file is registered in the system
and assets identified by the system are added to the assets inventory.

You cannot play another PCAP file while a file is still playing.

Updating the License

There may be times when you will need to update your Tenable.ot license (e.g. if you want to increase your asset
limit, extend your license period, or change your license type.). After reaching out to your Tenable account

manager, you will need to follow the following procedure to update your license.

Prerequisites

® Your Tenable account manager must have already updated your license information in their system
before you can register the new license.

® You need access to the Internet. If your Tenable.ot device is not connected to the Internet, you can
register the license from any PC.

Registering a New License

» 1o Register Your License:

1. Go to Local Settings > License.

> & Events

~ 4& Inventory

Perpetual
All Assets

Dec 29, 2993
roliers and Mocules

unlimited

dummyActivationCeds
% Network Map

dummyliniqueld
> A Risk T
*» o Hetwork
» & Groups

B Reports

~ o' Local Settings
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2. Click on the Update License button.
The Generate Certificate and Enter Activation Code steps are shown.

> @ Events

Q Policies License

~ & Inventory
Perpetual

Dec 29,2993
Unlimited
dummyActivationCode

dummyUnigueld

o Generate activation certificate

3. Inthe (1) Generate activation certificate field, click on the Generate Certificate button.
The Generate Certificate side panel is shown with the Activation Certificate.

Generate Certificate

ACTIVATION CERTIFICATE
B

B il sl P ol !

4. Click the Copy text to clipboard button, and then click Done.
The side panel closes.
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5. Inthe (2) Enter activation code field, click the Self-service portal link.

= tenable.ot

» & Events

2 Paolicies License

~ & Inventory

Ferpetual

Dec 29, 2

Controliers and Mocules

Urilirrii

Network Assets

g dummyActivationCods
¥ Network Map

dummyliniqueid
> & Risk ’

» o Metwork
Cortificate was generated
> @ Groups °
B Reports

~ ¢ Local Settings

The Activate Tenable.ot Offline screen opens in a new tab.

Activate Tenable.ot Offline
@ X
Activation Info Confirmation
offline Activation Details information
Please copy | paste your Activation Certificate and click
Tukishluiot ‘Generate Activation Code”
Activation Certificate

License Code

1 have read and understand the Tenable Software License Agreement

If your Tenable.ot device is not connected to the Internet, you will need to access the Activate
Tenable.ot Offline screen from an Internet-connected device using the following URL:
https://provisioning.tenable.com/activate/offline/tenable-ot

If you are not currently logged in to tenable.com, you will need log in using your email address and
password. You must use the email account where you received your License Code.

If you don’t have login credentials, you can either click on Don’t remember your password (and
follow the prompts) or reach out to your Tenable account manager .

6. In the Activation Certificate field, enter the Activation Certificate.
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7. Inthe License Code field, enter your 20-character License Code (which can be copied and pasted from
the License screen).
8. Click the I have read and understand the Tenable Software License Agreement checkbox.

Activate Tenable.ot Offline
© @

Activation Info Confirmation
Offline Activation Details Information
Please copy | paste your Activation Certificate and click
Tenable.ot “Generate Activation Code”
Activation Certificate
How Do | Generate a Tenable ot Activation Certificate?
Tenable.sc Offline Activation
Nessus Professional Offline Activation
License Code

B 1 have read and understand the Tenable Software License Agreement

Generate Activation Code

To view the license agreement, click on the Tenable Software License Agreement link.

9. Click the Generate Activation Code button.
The Offline Activation Code Successfully Created! screen is shown.

Activate Tenable.ot Offline

Activation Info Confirmation

Offline Activation Code Successfully Created!

Enter this activation code in the Tenable ot license activation or renewal fupgrade process

Copy text to Clipboard @

PRy e R B e — e | e e el [ e e

L T T Sy S
[ B TIENIE I NN R R PR G
ol B el Tl W W PR il
[BF__ YR r Y P s LT T W =
P AT T PN AT T U TR R ST AR
= Sy A — —

3
[
'

[ O S YR T ——
el bila s Rl et maTe s e T e
R R T AT - T U 0
B i el e AW P T el W s 1 TR LE o
PTE Y LA LY R Y ST T
R i i e el

10. Click Copy text to Clipboard.
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11. Navigate back to the License tab, and click the Enter Activation Code button.

= tenable.ot

» & Events

2 Paolicies License

~ & Inventory

Ferpetual

Dec 29, 2

Controliers and Mocules

Urilirrii

Network Assets

g dummyActivationCods
¥ Network Map

dummyliniqueid
> & Risk ’

» o Metwork
Cortificate was generated
> @ Groups °
B Reports

~ ¢ Local Settings

The Enter Activation Code side panel is shown.
12. In the Activation Code field, paste your activation code and click the Activate button.

Enter Activation Code

ACTIVATION CODE ™
R Y ik gl

e

The side panel closes, and the license is updated.
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