Otenable

Tenable Nessus and Lieberman RED Integration
Guide

Last Revised: August 31, 2023

Copyright © 2023 Tenable, Inc. All rights reserved. Tenable, Tenable Nessus, Tenable Lumin, Assure, and the Tenable logo are registered trademarks of Tenable, Inc. or its affiliates. All other
products or services are trademarks of their respective owners.



Table of Contents

Welcome to Tenable for Lieberman ... .. 3
Nessus Supported Credentials ... 4
Configure Tenable Nessus for Lieberman Windows ... 5
Configure Tenable Nessus for Lieberman SSH ... . 11
Configure Tenable Nessus for Lieberman Database ... ... 17
Enable Database Plugins in NessUS ... 20
Tenable Vulnerability Management Supported Credentials ... 22
Configure Tenable Vulnerability Management for Lieberman Windows ... 23
Configure Tenable Vulnerability Management for Lieberman SSH ... 29
Configure Tenable Vulnerability Management for Lieberman Database ... ... 34
Tenable Security Center Supported Credentials ... 37
Configure Tenable Security Center for Lieberman Windows ... 38
Configure Tenable Security Center for Lieberman SSH ... ... ... 41
Configure Tenable Security Center for Lieberman Database ... 44
Enable Database Plugins in Tenable Security Center ... ... ... 48
Add aCredentialtoaScan ...l 49
Allow Shared ACCOUNES ...l 50
Additional Information ... 52
Lieberman Sy S M 53
About Tenable ... .. 54



O
Welcome to Tenable for Lieberman

Caution: Tenable's integration app for Lieberman is deprecated and is not supported beyond version 7.0.
Contact BeyondTrust for the available alternatives or look towards another Tenable-supported PAM solu-

tion integration. For a list of supported integrations, see Tenable's Partner Page and Integrations doc-
umentation page.

This document provides information and steps for integrating Tenable applications with Lieberman.

| Note: Lieberman is only compatible with Nessus Manager. It is not compatible with Nessus Professional.

Integrating Tenable applications with Lieberman provides security administrators with the assist-
ance they need to access and navigate the ever-changing sea of usernames, passwords, and priv-
ileges. By integrating your Tenable applications with Lieberman, you have more choice and
flexibility.

You can integrate Lieberman with Tenable Vulnerability Management, Tenable Nessus, or Tenable
Security Center.

The benefits of integrating Tenable applications with Lieberman include:
* Credential updates directly in your Tenable Application, requiring less management.

* Reduced time and effort documenting where credentials are stored in the organizational envir-
onment.

* Automatic enforcement of security policies in specific departments or business unit require-
ments, simplifying compliance.

* Reduced risk of unsecured privileged accounts and credentials across the enterprise.


https://www.tenable.com/partners/technology
https://docs.tenable.com/Integrations.htm
https://docs.tenable.com/Integrations.htm

O
Nessus Supported Credentials

You can configure the Lieberman system with Windows or SSH. Full database support is also
provided. Click the corresponding link to view the configuration steps.

Configure Tenable Nessus for Lieberman Windows

Configure Tenable Nessus for Lieberman SSH

Configure Tenable Nessus for Lieberman Database




O
Configure Tenable Nessus for Lieberman Windows

To integrate with Windows:
1. Inabrowser, log in to Nessus.
2. Navigate to the Scans section.

3. Click the + New Scan button to configure Nessus for credentialed scans of Windows systems
using Lieberman's password management solution.

Nessus@))
|v|y Scans Import New Folder
| @ My Scans 3
B Test Scans
B Al sans
B Trash Name Schedule Last Modified
scan-b6fc670e7849 ©On Demand April 10 3t 4:00 PM
© Policies scan-20ae51ea8382 On Demand April 10 at 3:07 PM
Plugin Rules
© sconners scan-c8fc0c0c3271 On Demand April 9 at 812 PM
EN Agent
gents scan-1677fcd11c1f On Demand April 9 at 8:09 PM
scan-Ob7ae2625¢ca ©On Demand April 9 at 7:53 PM

4. Select a Scan Template for the scan type required for your scan. For demonstration purposes,
the Advanced Network Scan template is used.



B My Scans

Test Scans

L]

All Scans

=]

Trash

Policies

Plugin Rules

Scanners

L2

Agents

Scans

Scan Templates

< Back to Scans

Scanner Agent

£

Advanced Scan

\

Credentialed Patch Audit

2

Malware Scan

Policy Compliance Auditing

)

Audit Cloud Infrastructure

*

DROWN Detection

MDM Config Audit

]

SCAP and OVAL Auditina

https://172.26.26.185:8834/#/scans/scan/new/b9e0lede-c502-a064-cbca-e0f75d7743549709a2a0d800a65e

5. Enter a descriptive Name and the IP address(es) or hostname(s) of the scan Targets.

Nessus @) Scans

My Scans

Test Scans

All Scans

i}

Trash

Policies

Plugin Rules

& scanners

Agents

New Scan / Advanced Scan

< Back to Scan Templates

Settings Credentials
BASIC v
General
Schedule

Notifications

Permissions
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

?

Badlock Detection

Host Discoverv

Mobile Device Scan

¢

Shadow Brokers Scan

Compliance Plugins
Narme Lieberman
Description
Folder My Scans
Dashboard Disabled
TEGES 19216811
Upload Targets Add File

6. Click on the Credentials tab.

Bash Shellshock Detection

Intel AMT Securitv Bvpass

E

Offline Confia Audit

&

Spectre and Meltdown

M

Basic Network Scan

Internal PCI Network Scan

PCI Quarterly External Scan

WannaCrv Ransomware




Nessu Scans

B My Scans

Test Scans

L]

All Scans

=]

Trash

Policies

Plugin Rules

Scanners

L2

Agents

New Scan / Advanced Scan

< Back to Scan Templates

CATEGORIES Host

SNMPv3
SSH

Windows

Compliance

Plugins

O

7. Inthe left-hand menu, select Windows.

Nessu Scans

& My Scans

Test Scans

All Scans

i}

Trash

Policies

Plugin Rules

Scanners

Agents

Ba Agents

8. From the Authentication method drop-down, select Lieberman.

New Scan / Advanced Scan

< Back to Scan Templates

Settings Credentials
CATEGORIES Host
SNMPv3
SSH

Compliance

Plugins

Windows

Authentication method Password
Username

Password

Domain

‘Global Credential Settings

¥| Never send credentials in the clear

¥| Do not use NTLMv1 authentication

Start the Remote Registry service during the scan

Enable administrative shares during the scan



Nessuso” Seans  Settings

Settings

My Scans 3
CATEGORIES

Test Scans 1

L]

All Scans

=]

Trash
SNMPv3

SSH
Policies

@ Plugin Rules Windows

e @ @

Scanners

Agents

e |~

Credentials Compliance Plugins

Host v Windows

Kerberos

LM Hash
password NTLM Hash

Password

Domain Thycotic Secret Server

BeyondTrust

Lieberman -

Global Credential Settings
¥ Never send credentials in the clear
¥ Do not use NTLMv1 authentication
Start the Remote Registry service during the scan

Enable administrative shares during the scan

Cancel

9. Configure each field for Windows authentication.

Option Default Value

Username
Domain

Lieberman host

Lieberman port

Lieberman user

Lieberman pass-
word

Lieberman
Authenticator

(Required) The target system’s username.
The domain, if the username is part of a domain.

(Required) The Lieberman IP/DNS address.

Note: If your Lieberman installation is in a subdirectory, you must
include the subdirectory path. For example, type /P address or host-
namel/subdirectory path.

(Required) The port on which Lieberman listens.

(Required) The Lieberman explicit user for authenticating to the
Lieberman RED API.

(Required) The password for the Lieberman explicit user.

The alias used for the authenticator in Lieberman. The name should
match the name used in Lieberman.



Lieberman Client
Certificate

Lieberman Client
Certificate Private
Key

Lieberman Client
Certificate Private
Key Passphrase

Use SSL

Verify SSL cer-
tificate

System Name

O

Note: If you use this option, append a domain to the Lieberman user
option, i.e., domain\user.

The file that contains the PEM certificate used to communicate with
the Lieberman host.

Note: If you use this option, you do not have to enter information in the
Lieberman user, Lieberman password, and Lieberman Authenticator
fields.

The file that contains the PEM private key for the client certificate.

The passphrase for the private key, if required.

If Lieberman is configured to support SSL through IS, check for
secure communication.

If Lieberman is configured to support SSL through 1S and you want
to validate the certificate, check this. Refer to custom_CA.inc doc-
umentation for how to use self-signed certificates.

In the rare case your organization uses one default Lieberman entry
for all managed systems, enter the default entry name.

10. Click Save.

11. To verify the integration works, click the Launch button to initiate an on-demand scan.



=]

Nessus()) Scans  Settings
My Scans

My Scans
Test Scans
All Scans
Trash Name

Lieberman
Eolicies scan-b61c67027849
Plugin Rules

scan-20ae51ea8382
Scanners
Agents

g5le@a

scan-c8c0c0c3271

scan-1677fcd11clf

scan-0b7ae2625cca

Schedule

©On Demand

On Demand

On Demand

On Demand

On Demand

On Demand

Last Modified

Today at 10:10 AM D

April 10 at 4:00 PM
April 10 at 3:07 PM
April 9 at 8:12 PM
April 9 at 8:09 PM

April 9 at 7:53 PM

12. Once the scan has completed, select the completed scan and look for the corresponding mes-

sage - Microsoft Windows SMB Log In Possible: 10394. This validates that authentication was

successful.

-10 -
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Configure Tenable Nessus for Lieberman SSH

Tenable Nessus provides an option for Lieberman SSH integration. Complete the following steps to
configure Nessus with Lieberman SSH. (Any other descriptive verbiage we can add here?)

To configure Nessus for Lieberman SSH:
1. Inabrowser, log in to Nessus.
2. Navigate to the Scans section.

3. Click the + New Scan button to configure Nessus for credentialed scans of Windows systems
using Lieberman's password management solution.

My Scans Import New Folder

i Trash Name Schedule Last Modified
scan-b6fc670e7849 ©On Demand April 10 3t 4:00 PM
© Policies scan-20ae51ea8382 On Demand April 10 at 3:07 PM
© sconners scan-c8fc0c0c3271 On Demand April 9 at 812 PM
scan-1677fcd11clf ©On Demand April 9 at 8:09 PM

scan-0b7ae2625cca On Demand April 9 at 7:53 PM

4. Select a Scan Template for the scan type required for your scan. For demonstration purposes,
the Advanced Network Scan template is used.

-11 -



B My Scans

Test Scans

L]

All Scans

=]

Trash

Policies

Plugin Rules

Scanners

L2

Agents

Scans

Scan Templates

< Back to Scans

Scanner Agent

£

Advanced Scan

\

Credentialed Patch Audit

2

Malware Scan

Policy Compliance Auditing

)

Audit Cloud Infrastructure

*

DROWN Detection

MDM Config Audit

]

SCAP and OVAL Auditina

https://172.26.26.185:8834/#/scans/scan/new/b9e0lede-c502-a064-cbca-e0f75d7743549709a2a0d800a65e

5. Enter a descriptive Name and the IP address(es) or hostname(s) of the scan Targets.

Nessus @) Scans

My Scans

Test Scans

All Scans

i}

Trash

Policies

Plugin Rules

& scanners

Agents

New Scan / Advanced Scan

< Back to Scan Templates

Settings Credentials
BASIC v
General
Schedule

Notifications

Permissions
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

?

Badlock Detection

Host Discoverv

Mobile Device Scan

¢

Shadow Brokers Scan

Compliance Plugins
Narme Lieberman
Description
Folder My Scans
Dashboard Disabled
TEGES 19216811
Upload Targets Add File

6. Click on the Credentials tab.

-12-

Bash Shellshock Detection

Intel AMT Securitv Bvpass

E

Offline Confia Audit

&

Spectre and Meltdown

M

Basic Network Scan

Internal PCI Network Scan

PCI Quarterly External Scan

WannaCrv Ransomware




Nessu Scans

New Scan / Advanced Scan

< Back to Scan Templates

& My Scans 1
B Test Scans 1 .
settings compliance | plugins
W Allscans
@ Trash
CATEGORIES Host A4
Policies
SNMPV3
Plugin Rules
© scanners SSH
e
- (eI Windows

7. Inthe left-hand menu, select SSH.

Nessu: Scans

New Scan / Advanced Scan

< Back to Scan Templates

W vy Scans
@ TestScans 1 . . n ;
Settings Credentials Compliance Plugins

@ AllScans
@ Trash

CATEGORIES Host - SSH
O i Authentication method public key -

olicies

SNMPV3

Plugin Rules
Username

& scanners
BN Agents Windows Private key Add File

Private key passphrase

Elevate privileges with Nothing -

‘Global Credential Settings

known_hosts file Add File
Preferred port 22
Client version OpenSSH_5.0

8. From the Authentication Method drop-down, select Lieberman.

-13-



Nessuso” Seans  Settings

New Scan / Advanced Scan

< Back to Scan Templates

My Scans

Test Scans )
Settings Credentials

L]

All Scans

=]

Trash
CATEGORIES Host

Policies
_ SNMPV3

Plugin Rules

e @ @

Scanners SSH

iR
B8 Agents Windows

Compliance Plugins

- SSH

Authentication method

Private key

Private key passphrase

public key
CyberArk
Kerberos

password
public key

Thycotic Secret Server

BeyondTrust

.
Elevate privileges with “Nothing
Global Credential Settings
known_hosts file Add File
Preferred port 22
Client version OpenSSH_5.0
9. Configure each field for SSH authentication.
Option Description
Username The target system’s username.

Lieberman host The Lieberman IP/DNS address.

Note: If your Lieberman installation is in a sub-
directory, you must include the subdirectory path. For
example, type IP address or hostname / subdirectory

path.

Lieberman port The port on which Lieberman listens.

Lieberman API The URL Tenable Vulnerability ManagementTen-
URL able Nessus uses to access Lieberman.

Lieberman user The Lieberman explicit user for authenticating to the

Lieberman RED API.

Lieberman pass- The password for the Lieberman explicit user.

word

-14 -

Required
yes

yes

yes

no

yes

yes



Option Description Required
Lieberman The alias used for the authenticator in Lieberman. no
Authenticator The name should match the name used in Lieber-

man.

Note: If you use this option, append a domain to the
Lieberman user option, i.e., domain\user.

Lieberman Client The file that contains the PEM certificate used to no
Certificate communicate with the Lieberman host.

Note: If you use this option, you do not have to enter
information in the Lieberman user, Lieberman pass-
word, and Lieberman Authenticator fields.

Lieberman Client = The file that contains the PEM private key for the cli- no
Certificate Priv- ent certificate.

ate Key

Lieberman Client = The passphrase for the private key, if required. no

Certificate Priv-
ate Key Pass-

phrase

Use SSL If Lieberman is configured to support SSL through no
IS, check for secure communication.

Verify SSL Cer- If Lieberman is configured to support SSL through no

tificate IIS and you want to validate the certificate, check
this option. Refer to Custom CA documentation for
how to use self-signed certificates.

System Name In the rare case your organization uses one default no
Lieberman entry for all managed systems, enter the
default entry name.

Custom pass- The password prompt used by the target host. Only no

-15-



Option Description Required

word prompt use this setting when an interactive SSH session
fails due to Tenable Vulnerability ManagementTen-
able Nessus receiving an unrecognized password
prompt on the target host's interactive SSH shell.

10. Click Save.

What to do next:

1. To verify the integration is working, click the Launch button to initiate an on-demand scan.

Nessus @)
My Scans Import New Folder
| @ My Scans 2
i TestScans 1
B Allscans
@ Trash Name Schedule Last Modified
Lieberman On Demand Today at 10:10 AM D

Policies scan-b6fc67027849 ©On Demand April 10 at 4:00 PM

Plugin Rules

scan-20ae51ea8382 On Demand April 10 at 3:07 PM
Scanners

3@ O

Agents scan-c8fc0c0c3271 On Demand April 9 at 8:12 PM

sssss 1677fcd11clf On Demand April 9 at 8:09 PM

scan-Ob7ae2625cca On Demand April 9 at 7:53 PM

2. Once the scan has completed, select the completed scan and look for Plugin ID 97993 and
the corresponding message - It was possible to log into the remote host via SSH using ‘pass-
word' authentication. This validates that authentication was successful.

-16 -
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Configure Tenable Nessus for Lieberman Database

Tenable Nessus provides full database support for Lieberman. Enable Database Plugins in Nessus

in the scanner to display them in the output.

To configure Nessus for Lieberman database:
1. Loginto Tenable Nessus Manager.
2. Click Scans.
The My Scans page appears.
3. Click + New Scan.

The Scan Templates page appears.

()nessus Saans  Settings A useraoiziancar @Y

Scan Templates

< Back to Scans

i My Scans
i Allscans
Scanner Agent User Defined
M Trash
@ Lo P Y
? —

© rolicies w

— ) Advanced Dynamic Scan Advanced Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection
Plugin Rules
© scanners
Agents

S0 Community Basic Network Scan Credentialed Patch Audit DROWN Detection Host Discovery Intel AMT Security Bvpass
© Research

9 g =

Internal PCI Network Scan Malware Scan MDM Confia Audit Mobile Device Scan Offline Confia Audit
°o— ) ‘(
PCI Quarterly External Scan Policv Compliance Auditing SCAP and OVAL Auditina Shadow Brokers Scan Spectre and Meltdown

‘WannaCry Ransomware Web Application Tests

4. Select a Scan Template. For example, this procedure walks through the Advanced Network
Scan template.

The Scan Configuration page appears.

17 -



10.

11.

12.

13.

O

In the Name box, type a name for the scan.
In the Targets box, type an IP address, hostname, or range of IP addresses.

(Optional) You can add a description, folder location, scanner location, and specify target
groups.

Click the Credentials tab.
The Credentials options appear. By default, the Categories drop-down box displays Host.

In the Categories drop-down box, select Database.

(")nessus

New Scan / Advanced Scan

_ < Back to Scan Templates

i My Scans

i@ AllScans . . .
Settings Credentials Compliance Plugins

i Trash

CATEGORIES Host -

O rolicies All

Plugin Rules Cloud Services
SNMPv3
© scanners Database

Agents SsH Host

Miscellanecus

Window
indows Mobile

J&  Community Patch Management

The Database options appear below.

In the Categories list, click Database.

The Database options appear.

Click the Database Type drop-down box.

The Database options appear.

In the Database Type drop-down box, click Oracle.

In the Auth Type drop-down box, click Lieberman.

-18-
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The Lieberman options appear.
14. Configure each option for the Database authentication.

15. Click Save.

-19-
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Enable Database Plugins in Nessus

You can enable database plugins in your Tenable Application for your configured Lieberman Data-
base account.

To enable database plugins:
1. Inthe scan where you configured the Lieberman credentials, click the Plugins tab.

The Plugins section appears.

I TG

New Scan / Advanced Scan Disable Al Enable All

< Back to Scan Templates

i My Scans 8
W Test Scans 1 Settings Credentials - Show Enabled | Show All
@ Allscans
M Trash STATUS PLUGIN FAMILY TOTAL b ' -
MySQL 3.20.32 - 3.23.52 Weak Default Configuration 17821
AIX Local Security Checks 11409
MySQL 3.x Password Disclosure 17816
@ Policies Amazon Linux Local Security Checks 991
_ MySQL 4.1 < 4.1.24 MyISAM Create Table Privilege Check Bypass 32137
Plugin Rules Backdoors 112
© Scamners MySQL 4.1 < 4.1.3 Multiple Vulnerabilities 17691
CentOS Local Security Checks 2554
EN Agents MySQL 5.0 < 5.0.40 Multiple Vulnerabilities 17832
CGlabuses 3819
MySQL 5.0 < 5.0.88 Multiple Vulnerabilities 42899
CGlabuses : XSS 665
MySQL 5.0 < 5.0.95 Multiple Vulnerabilities 57604
csco 911
MySQL 5.0.18 Information Leak 17830
Databases 568
MySQL 5.0.95 MyISAM Table Symbolic Link Local Restriction Bypass 62927
Debian Local Security Checks 5462
MySQL 5.1 < 5.1.18 Multiple Vulnerabilities 25242
Default Unix Accounts 168
MySQL 5.1 < 5.1.26 Empty Bit-String Literal Token SQL Statement DoS 34160
Denial of Service 109
MySQL 5.1 < 5.1.32 XPath Expression DoS 35766
DNS 171 ~ ©

2. Click the Status button.

-20 -



Nessus Scans Settings Filter
scan-58dc178c3601 / Configuration Disable Al Enable Al
< Back to S Report

. My G 13 acK 10 Scan Repol

B TestScans 1 ) ) i 3 Show Enabled | Show All

Settings Credentials Compliance Plugins

i Al Scans

M Trash STATUS PLUGIN FAMILY TOTAL Oracle WebLogic Server Multiple Vulnerabilities (O... 78541
AlX Local Security Checks 11409 Oracle WebLogic Server Multiple Vulnerabilities (O... 94290

o Policies Amazon Linux Local Security Checks 991 Oracle WebLogic Server Multiple Vulnerabilities (O... 103935

@ Piugin Rules Backdoors 112 Oracle WebLogic Server Node Manager Remote C... 44316

@ Scanners
CentOS Local Security Checks 2554 Oracle WebLogic Server Security Subcomponent ... 73914

EM Agents
CGl abuses 3819 OS Identification and Installed Software Enumerati... 97993
CGl abuses : XSS 665 pam_ssh Login Prompt Remote Username Enume... 38197
CISco 9209 Patch Management: Dell KACE K1000 Computer I... 76867
Databases 568 Patch Management: Dell KACE K1000 Report 76869
Debian Local Security Checks 5458 Patch Management: Get Packages from Symante... 80860
Default Unix Accounts 168 Patch Management: Host information from VMwar... 57027
Denial of Service 109 Patch Management: Missing updates from Dell KA... 76868
DNS 171 Patch Management: Missing updates from SCCM 57030
F5 Networks Local Security Checks 607 Patch Management: Missing Updates from Syman... 78012
Fedora Local Securitv Checks 12543 Patch Management: Missing updates from Tivoli E... 62560

Save Cancel

3. Click Save.

See the chart for database plugin types and corresponding IDs.

Plugin Type Plugin ID

MSSQL 91827
Oracle 91825
MySQL 91823

PostgresSQL 91826

-21-
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Tenable Vulnerability Management Supported Credentials

You can configure the Lieberman system with Windows or SSH. Full database support is also
provided. Click the corresponding link to view the configuration steps.

Configure Tenable Vulnerability Management for Lieberman Windows

Configure Tenable Vulnerability Management for Lieberman SSH

Configure Tenable Vulnerability Management for Lieberman Database

-22.
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Configure Tenable Vulnerability Management for Lieberman
Windows

To integrate with Windows:
1. Log in to Tenable Vulnerability Management.
2. Click Scans.
The My Scans page appears.
3. Click + New Scan.
The Scan Templates page appears.
4. Select a Scan Template.

The Settings for the selected scan template appears.

tenable@ Vulnerability Management | Dashboards  Scans  Reports

New Scan / Advanced Network Scan

< Back to Scan Templates

B My Scans
B Allscans X )
Settings Compliance Plugins Credentials
M Trash
BASIC v
Name Lieberman
General
QO Policies
Schedul o
@ Target Groups Description
Notificati
2
SSSSSSSSSS Folder My Scans -
DISCOVERY
ASSESSMENT Scanner US Cloud Scanner v
REPORT
Target Gi
ADVANCED 9 "
Targets 192168.1.1
Upload Targets Add File
core

5. Enter a descriptive Name and the IP address(es) or hostname(s) of the scan Targets.

-23-



tenable@ Vulnerability Management | Dashboards  Scams  Reports

New Scan / Advanced Network Scan

< Back to Scan Templates

B My sScans
& All Scans . )
Settings Compliance Plugins Credentials
@ Trash
BASIC v
Name
General
@ rolicies
Schedule .
© Target Groups Description

Notifications

Permissions roder
DISCOVERY
ASSESSMENT Scanner
REPORT
ADVANCED Target Groups

Targets

Upload Targets

Save - Cancel

Settings

Lieberman

My Scans

US Cloud Scanner

192.168.1.1

Add File

Click on the Credentials tab.

The Add Managed Credentials section appears.

In the left-hand menu, select Windows.

The Windows section appears.

_24 -



tenable@ Vulnerability Management | Dashboards Scams  Reports  Settings

New Scan / Advanced Network Scan

< Back to Scan Templates

B My Scans
& All Scans i
Settings Compliance Plugins Credentials
M Trash
ADD MANAGED CREDENTIALS Windows
O Policies Add
@ T 16 Authentication method Password
arget eroups ADD AD-HOC CREDENTIALS
CLOUD SERVICES Username
DATABASE
Password
HOST v
SNMPV3 Domain
SSH

Scan-wide Credential Type Settings
MISCELLANEOUS

MOBILE ¥ Never send credentials in the clear

PATCH MANAGEMENT
¥| Do not use NTLMv1 authentication
PLAINTEXT AUTHENTICATION
Start the Remote Registry service during the scan

Enable administrative shares during the scan

Save Cancel

8. From the Authentication method drop-down, select Lieberman.

tenable@ Vulnerability Management Dashboards ~Scans  Reports  Settings
ettings ompliance Plugins redentials
W My scans ADD MANAGED CREDENTIALS Windows
B Allscans Add
M Trash Authentication method Password
ADD AD-HOC CREDENTIALS
Kerberos
CLOUD SERVICES Username
O i LM Hash
olicles DATABASE ,
NTLM Hash
Password
@ Target Groups wost .
password
SNMPV3 Bt Thycotic Secret Server
BeyondTrust
SSH
Windows
Scan-wide Credential Type Settings
MISCELLANEOUS
MOoBILE ¥ Never send credentials in the clear

PATCH MANAGEMENT

¥| Do not use NTLMv1 authentication
PLAINTEXT AUTHENTICATION

Start the Remote Registry service during the scan

Enable administrative shares during the scan

Save Cancel

The Lieberman options appear.

9. Configure each field for Windows authentication.

-25-
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Option Description Required
Username The target system’s username. yes
Domain The domain, if the username is part of no

a domain.
Lieberman host The Lieberman IP/DNS address. yes

Note: If your Lieberman installation is
in a subdirectory, you must include the
subdirectory path. For example, type
IP address or hostname / subdirectory

path.
Lieberman port The port on which Lieberman listens. yes
Lieberman user The Lieberman explicit user for authen-  yes

ticating to the Lieberman RED API.

Lieberman password The password for the Lieberman expli-  yes
cit user.
Lieberman Authenticator The alias used for the authenticator in no

Lieberman. The name should match
the name used in Lieberman.

Note: If you use this option, you should
append a domain to the Lieberman
user option, i.e., domain\user.

Lieberman Client Certificate The file that contains the PEM cer- no
tificate used to communicate with the
Lieberman host.

Note: If you use this option, you do not
have to enter information in the Lieber-
man user, Lieberman password, and
Lieberman Authenticator fields.

- 26 -
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Option Description Required
Lieberman Client Certificate The file that contains the PEM private no
Private Key key for the client certificate.

Lieberman Client Certificate The passphrase for the private key, if no
Private Key Passphrase required.

Use SSL If Lieberman is configured to support no

SSL through IIS, check for secure com-
munication.

Verify SSL Certificate If Lieberman is configured to support no
SSL through IIS and you want to val-
idate the certificate, check this. Refer
to custom_CA.inc documentation for
how to use self-signed certificates.

System Name In the rare case your organization no
uses one default Lieberman entry for
all managed systems, enter the default
entry name.

10. Click Save.

What to do next:

-27 -
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1. To verify the integration works, click the Launch button to initiate an on-demand scan.

tenable@ Vulnerability Management Dashboards ~ Scans  Reports  Settings Q e A o
|\v‘|y Scans Import New Folder
| @ My Scans
B Allscans
Name Schedule Last Modified
@ Trash
Lieberman ©n Demand 03:12PM I:l
O rolicies scan On Demand 11559 AM
Target Groups
© Targ B test On Demand /A
@ Exclusions
© scanners
ER Agent:

2. After the scan completes, click the completed scan and look for the following message -
Microsoft Windows SMB Log In Possible: 10394. This validates that authentication was suc-
cessful.
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Configure Tenable Vulnerability Management for Lieberman
SSH

To integrate with SSH:
1. Log in to Tenable Vulnerability Management.
2. Click Scans.
The My Scans page appears.
3. Click + New Scan.
The Scan Templates page appears.
4. Select a Scan Template.

The Settings page for the selected scan appears.

tenable@ Vulnerability Management | Dashboards  Scans  Reports

New Scan / Advanced Network Scan

< Back to Scan Templates

& My Scans
& Al Scans i )
Settings Compliance Plugins Credentials
M Trash
BASIC v
Name Lieberman
General
QO Policies
Schedul .
@ Target Groups Description
Notificati
P
ssssssssss ] vy s .
DISCOVERY
ASSESSMENT Scanner US Cloud Scanner v
REPORT
Target Gi
ADVANCED g I
TEIgEs 192.168.1.1
Upload Targets Add File
-

5. Inthe Name box, type a name for the scan.

6. Inthe Targets box, type an IP address, hosthame, or range of IP addresses.
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7. (Optional) You can add a description, folder location, scanner location, and specify target
groups.

8. Click on the Credentials tab.

The Add Managed Credentials options appear.

tonableD  vasmra | toas sam foers i @ o+ O]

New Scan / Advanced Network Scan

< Back to Scan Templates

My Scans

All Scans

e —

B

Trash

ADD MANAGED CREDENTIALS

Add

QO Policies

@© Target Groups ADD AD-HOC CREDENTIALS
CLOUD SERVICES
DATABASE

HOST v

SNMPv3
SSH

Windows
MISCELLANEOUS
MOBILE

PATCH MANAGEMENT

PLAINTEXT AUTHENTICATION

9. Inthe left-hand menu, select SSH.
The SSH options appear.

10. From the Authentication method drop-down, select Lieberman.
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Vulnerability Management

New Scan / Advanced Network Scan
_ < Back to Scan Templates
B My Scans

W Al Scans

| Dashboards Scans  Reports

Settings

Settings Compliance Plugins Credentials
M Trash
ADD MANAGED CREDENTIALS s
Q rolicies bt
@ Target Authentication method public key N
arget oroups ADD AD-HOC CREDENTIALS -
Cyberark
CLOUD SERVICES Username
Kerberos
DATABASE y
Private key passwor
HOST v
public key
SNMPV3 Thycotic Secret Server
» Private key passphrase beyondTrust
.
inddons Elevate privileges with =

MISCELLANEQUS

MOBILE
Scan-wide Credential Type Settings
PATCH MANAGEMENT
PLAINTEXT AUTHENTICATION known_hosts file Add File
Preferred port 22

Client version OpenSSH_5.0

The Lieberman options appear.

11. Configure each field for SSH authentication.

Option Description Required
Username The target system’s username. yes
Lieberman host The Lieberman IP/DNS address. yes
Note: If your Lieberman installation is in a sub-
directory, you must include the subdirectory path. For
example, type IP address or hostname / subdirectory
path.
Lieberman port The port on which Lieberman listens. yes
Lieberman API The URL Tenable Vulnerability Management uses no
URL to access Lieberman.
Lieberman user The Lieberman explicit user for authenticating to the yes
Lieberman RED API.
Lieberman pass- The password for the Lieberman explicit user. yes
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Option Description Required
word
Lieberman The alias used for the authenticator in Lieberman. no
Authenticator The name should match the name used in Lieber-

man.

Note: If you use this option, append a domain to the
Lieberman user option, i.e., domain\user.

Lieberman Client The file that contains the PEM certificate used to no
Certificate communicate with the Lieberman host.

Note: If you use this option, you do not have to enter
information in the Lieberman user, Lieberman pass-
word, and Lieberman Authenticator fields.

Lieberman Client =~ The file that contains the PEM private key for the cli- no
Certificate Priv- ent certificate.

ate Key

Lieberman Client = The passphrase for the private key, if required. no

Certificate Priv-
ate Key Pass-

phrase
Use SSL If Lieberman is configured to support SSL through no
IIS, check for secure communication.
Verify SSL Cer- If Lieberman is configured to support SSL through no
tificate IIS and you want to validate the certificate, check
this option. Refer to Custom CA documentation for
how to use self-signed certificates.
System Name In the rare case your organization uses one default no

Lieberman entry for all managed systems, enter the
default entry name.
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12. Click Save.

What to do next:

1. To verify the integration is working, click the Launch button to initiate an on-demand scan.

tenable@ Vulnerability Management Dashboards ~ Scans  Reports  Settings
My Scans
| @ My Scans
W Allscans
Name Schedule
M Trash
Lieberman On Demand
© rolicies Scan ©On Demand

© Target Groups

@ Exclusions

test On Demand

EM Agents

) o » (1]

Last Modified

03:12 PM D

11:59 AM

N/A

2. Once the scan has completed, select the completed scan and look for Plugin ID 97993 and

the corresponding message - It was possible to log into the remote host via SSH using ‘pass-

word' authentication. This validates that authentication was successful.
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Configure Tenable Vulnerability Management for Lieberman

Database

Tenable Vulnerability Management provides full database support for Lieberman. Enable the plu-

gins in the scanner to display them in the output.

What role is required to perform this configuration?

To configure Lieberman database integration:

1. Log in to Tenable Vulnerability Management.

2. Click Scans.

The My Scans page appears.

3. Click + New Scan.

The Scan Templates page appears.

tenable @’

Vulnerability Management |

Scan Templates

< Back to Scans

i My Scans

W test-smj
Scanner Agent

W Al Scans

M Trash :
Advanced Network Scan

Credentialed Patch Audit

Dashboards ~ Scans  Reports

User Defined

o)

Audit Cloud Infrastructure

Web Application

o

DROWN Detection

MDM Config Audit

!

SCAP and OVAL Auditing

Settings

Badlock Detection

Host Discovery

Mobile Device Scan

&

Shadow Brokers Scan

i

Bash Shellshock Detection Basic Network Scan

(U =
Intel AMT Security Bypass ... Internal PCI Network Scan

Offline Config Audit PCI Quarterly External Scan

# :

Spectre and Meltdown Det... WannaCry Ransomware De...

4. Click a Scan Template. For example, this procedure walks through the Advanced Network

Scan template.

The Scan Configuration page appears.
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11.

12.

13.

14.

O

In the Name box, type a name for the scan.

In the Targets box, type an IP address, hostname, or range of IP addresses.

(Optional) You can add a description, folder location, scanner location, and specify target

groups.

Click the Credentials tab.

The Credentials options appear.

In the Add Credentials section, expand the Database section.

Click the Database option.

The Database options appear.

Click the Database Type drop-down box.

Click Oracle

Click the Auth Type drop-down box.

Click Lieberman.

tenable @’

=]

[*]
®
(-]
2

The Lieberman options appear.

My Scans
test-smj
All Scans

Trash

Policies
Target Groups
Exclusions
Scanners

Agents

1

ulnerability Management | Dashboards ~ Scans  Reports

New Scan / Advanced Network Scan

< Back to Scan Templates
Settings Compliance Plugins

ADD MANAGED CREDENTIALS

Add

ADD CREDENTIALS
CLOUD SERVICES

DATABASE

Database

MongoDB

HOST
MISCELLANEOUS
MOBILE

PATCH MANAGEMENT

PLAINTEXT AUTHENTICATION

Save hd Cancel

Credentials

Settings New Interface

Database
Database Type
Auth Type

Username

Database Port
Auth type
Service type

Service

Save to Managed Credentials
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15. Configure each option for the Database authentication.

Option Description Required
Username The target system’s username. yes
Lieberman The Lieberman IP/DNS address. yes

host

Note: If your Lieberman installation is in a subdirectory,
you must include the subdirectory path. For example,
type IP address or hostname / subdirectory path.

Lieberman The port on which Lieberman listens. yes
port

Lieberman The Lieberman explicit user for authenticating to the yes
user Lieberman API.

Lieberman The password for the Lieberman explicit user. yes
password

Use SSL If Lieberman is configured to support SSL through IIS, no

check for secure communication.

Verify SSL If Lieberman is configured to support SSL through IIS no
Certificate and you want to validate the certificate, check this

option. Refer to Custom CA documentation for how to

use self-signed certificates.

System Name In the rare case your organization uses one default no
Lieberman entry for all managed systems, enter the
default entry name.

Database Port  The port on which Tenable Vulnerability Management yes
communicates with the database.

Database (PostgreSQL and DB2 databases only) The name of no
Name the database.
16. Click Save.
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Tenable Security Center Supported Credentials

You can configure the Lieberman system for Windows or SSH. Full database support is also
provided. Click the corresponding link to view the configuration steps.

Configure Tenable Security Center for Lieberman Windows

Configure Tenable Security Center for Lieberman SSH

Configure Tenable Security Center for Lieberman Database

Add a Credential to a Scan
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Configure Tenable Security Center for Lieberman Windows

To integrate with Windows:

1. Log in to Tenable Security Center.

2. Inthe top navigation bar, click Scanning.
A drop-down appears.

3. Click Credentials.
The Credentials window opens.

4. Inthe upper-right corner, click the + Add button.
The Add Credential window opens.

5. In the Windows section, click Lieberman.

The Add Credential configuration page appears.

Secu rityCe nter @ Dashboard v Analysis v Scans v Reporting v Assets Workflow v Users v

Add Credential €Back
General
Name*
Description

Tag -

Lieberman Credential
Username*

Domain

Lieberman Host*

Lieberman Port*

Lieberman User*

Lieberman Password*

Use SSL

Verify SSL Certificate
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6. Inthe General section:

* (Required) In the Name box, enter a descriptive name.

* (Optional) In the Description box, type a brief description.

* (Optional) In the Tag box, select a tag in from the drop-down menu.

7. Configure each field for Windows authentication.

Option Description

Username
Domain

Lieberman Host

Lieberman Port

Lieberman User

Lieberman Pass-
word

Use SSL

Verify
SSL Certificate

The username for a user on the database.
The domain of the username, if required by Lieberman.

The Lieberman IP address or DNS address.

Note: If your Lieberman installation is in a subdirectory, you must
include the subdirectory path. For example, type IP address or
hostname/subdirectory path.

The port Lieberman is listening on.

The username for the Lieberman explicit user you want Tenable
Security Center to use for authentication to the Lieberman Rapid
Enterprise Defense (RED) API.

The password for the Lieberman explicit user.

When enabled, Tenable Security Center uses SSL through IIS for
secure communications. You must configure SSL through IIS in
Lieberman before enabling this option.

When enabled, Tenable Security Center validates the SSL cer-
tificate. You must configure SSL through IIS in Lieberman before
enabling this option.

For more information about using self-signed certificates, see
Upload a Custom CA Certificate.
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Option Description

System Name The name for the database credentials in Lieberman.

8. Click Save.

What to do next:

* Next, follow the steps to Add a Credential to a Scan.
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Configure Tenable Security Center for Lieberman SSH

To configure a SSH credentialed network scan with Lieberman:
1. Log into Tenable Security Center.
2. Inthe top navigation bar, click Scanning.
A drop-down appears.
3. Click Credentials.
The Credentials window opens.
4. Inthe upper-right corner, click the + Add button.
The Add Credential window opens.

5. In the SSH section, click Lieberman.

Secu rityCe nter @ Dashboard v Analysis v Scans v Reporting ~ Assets Workflow v Users v

& qahead v

Add Credential

€ Back

Database
IBM DB2 Informix/DRDA MySQL Oracle PostgreSQL SQL Server
Database
SNMP
SNMP
SSH
e . - Thycotic
BeyondTrust Certificate CyberArk Vault Kerberos Lieberman Password Public Key Secret Server
Windows
. Thycotic
BeyondTrust CyberArk Vault Kerberos Lieberman LM Hash NTLM Hash Password

Secret Server

The Add Credential configuration page appears.
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Secu rityCe nter @ Dashboard v Analysis v Scans v Reporting ~ Assets Workflow ~ Users v

Add Credential &Back

General
Name™

Description

Tag v

Lieberman Credential
Username™

Lieberman Host™

Lieberman Port™

Lieberman User™

Lieberman Password*

Use SSL

Verify SSL Certificate

6. Inthe General section enter:
* (Required) In the Name box, enter a descriptive name.
* (Optional) In the Description box, type a brief description.
* (Optional) In the Tag box, select a tag in from the drop-down menu.

7. Configure each field for SSH authentication.

Option Description

Username The username for a user on the database.

Lieberman Host The Lieberman IP address or DNS address.

Note: If your Lieberman installation is in a subdirectory, you must
include the subdirectory path. For example, type IP address or
hostname/subdirectory path.

Lieberman Port The port Lieberman is listening on.
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Option Description

Lieberman User The username for the Lieberman explicit user you want Tenable
Security Center to use for authentication to the Lieberman Rapid
Enterprise Defense (RED) API.

Lieberman Pass- The password for the Lieberman explicit user.
word
Use SSL When enabled, Tenable Security Center uses SSL through IIS for

secure communications. You must configure SSL through IS in
Lieberman before enabling this option.

Verify When enabled, Tenable Security Center validates the SSL cer-
SSL Certificate tificate. You must configure SSL through IIS in Lieberman before
enabling this option.

System Name The name for the database credentials in Lieberman.
8. Click Save.

What to do next:

* Next, follow the steps to Add a Credential to a Scan.
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Configure Tenable Security Center for Lieberman Database

Tenable Security Center provides full database support for Lieberman. Enable the plugins in the
scanner to display them in the output.

To configure database integration:

—

. Log in to Tenable Security Center.

2. Inthe top navigation bar, click Scanning.
A drop-down appears.

3. Click Credentials.
The Credentials window opens.

4. Inthe upper-right corner, click the + Add button.
The Add Credential window opens.

5. Inthe Database section, click Oracle Database.

The Add Credential page appears.

\C D) tenable.sc Dashboard Resources v Repositories v Organizations Users v Scanning v System v & Admin User v
Add Credential  Back
Database
. Oracle
IBM DB2 Informix/DRDA MysSQL Database PostgreSQL SQL Server
SNMP
SNMP
SSH
e . N Thycotic
BeyondTrust Certificate CyberArk Vault Kerberos Lieberman Password Public Key Secret Server
Windows
B Thycotic
BeyondTrust CyberArk Vault Kerberos Lieberman LM Hash NTLM Hash Password Secret Server

6. Inthe Name field, type a descriptive name.
7. (Optional) In the Descriptionn field, type a description.

8. (Optional) In the Tag drop-down, select a tag.
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9. Inthe Authentication Method drop-down, select Lieberman.

The Lieberman options appear.
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Database

Types

10. Configure each option for the Oracle Database authentication.

Description

Username
Port

Database Name

Authentication

Service Type

Service

Instance Name
Lieberman Host
Lieberman Port

Lieberman User

Lieberman Pass-

All

All

IBM DB2
PostgreSQL

Oracle Data-
base

SQL Server

Oracle Data-
base

Oracle Data-
base

SQL Server
All
All

All

All

The username for a user on the database.
The port the database is listening on.

The name for your database instance.

The type of account you want Tenable Security
Center to use to access the database instance.

The Oracle parameter you want to use to
identify the database instance: SID or Service
Name.

The SID value for your database instance or a
SERVICE_NAME value.

The Service value you enter must match your
parameter selection for the Service Type
option.

The name for your database instance.
The Lieberman IP address or DNS address.
The port Lieberman is listening on.

The username for the Lieberman explicit user
you want Tenable Security Center to use for
authentication to the Lieberman Rapid Enter-
prise Defense (RED) API.

The password for the Lieberman explicit user.
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Description
Types

word

Use SSL All When enabled, Tenable Security Center uses
SSL through IIS for secure communications.
You must configure SSL through IIS in Lieber-
man before enabling this option.

Verify All When enabled, Tenable Security Center val-

SSL Certificate idates the SSL certificate. You must configure
SSL through IIS in Lieberman before enabling
this option.

System Name All The name for the database credentials in
Lieberman.

11. Click Submit.

What to do next:

* Next, follow the steps to Add a Credential to a Scan.
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Enable Database Plugins in Tenable Security Center

To enable database plugins:

1. Complete the steps on the Configure Options Plugin page in the Tenable Security Center User
Guide.

See the chart for database plugin types and corresponding IDs.

Plugin Type Plugin ID

MSSQL 91827

Oracle 91825

MySQL 91823

PostgresSQL 91826
2. Click Save.
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Add a Credential to a Scan

To add a Lieberman credential to a scan:

1. Log into Tenable Security Center.

2. Inthe top navigation bar, click Scanning.
A drop-down appears.

3. Select Active Scans.
The Active Scans window appears.

4. In the top right corner, click +Add.
The Add Active Scan window appears.

5. Inthe left column, click Credentials.
The Scan Credentials section appears.

6. Inthe Scan Credentials section, click +Add Credential.
A drop-down appears.

7. Select the system type.
The Select Credential option appears.

8. Click Select Credential.
A drop-down appears.

9. Select the previously created credential.

10. Enter information for the General, Settings, Targets, and Post Scan sections.

11. Click Submit.
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Allow Shared Accounts

You can use the shared accounts option to manage multiple targets using the same credentials.

Before you begin:
You must have the following permissions selected in Lieberman:

* login

ignore password checkout

¢ recover password

the management sets you want the account to have access to

To allow shared accounts in Lieberman:
1. Choose an account or import one into the Lieberman password store.
2. Inthe Lieberman Ul, specify the credential and enter a name in the System Name field.

For this example, we created: user - test-domain/user and machine - sharedcred.

Account type: | 0S_TYPE_WINDOWS Input for Windows password import:

System Mame: Metwork name or IP Address of Windows machine
System Mame: | SHAREDCRED Mamespace: Windows domain or local system name (IE: MyDomain or
Workstation1)

Namespace: | test-domain Account Mame: Mame of the Windows account (IE: administrator)

Account Mame: | user

Instance Mame:

Password: ITITTITT)

Password Comment;

|
|
Re-enter Password: | ITITITTT]
|
|

System Asset Tag:
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I Note:If you enter a specific machine in the System Name, you can pull back a synced password.

Note: The machine in the System Name field uses the same username and password combo for all
targets.

3. Click Import Account.
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Additional Information

Lieberman System

About Tenable
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Lieberman System

For additional information and documentation about the Lieberman system, go to https://lieb-
soft.com/support/documentation/.
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About Tenable

Tenable transforms security technology for the business needs of tomorrow through comprehensive
solutions that provide continuous visibility and critical context, enabling decisive actions to protect
your organization. Tenable eliminates blind spots, prioritizes threats, and reduces exposure and
loss. With more than one million users and more than 20,000 enterprise customers worldwide,
organizations trust Tenable for proven security innovation. Tenable's customers range from Fortune
Global 500 companies, to the U.S. Department of Defense, to mid-sized and small businesses in all
sectors, including finance, government, healthcare, higher education, retail, and energy. Transform
security with Tenable, the creators of Nessus and leaders in continuous monitoring, by visiting ten-
able.com.
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