Otenable

Tenable Plugin for JIRA Integration Guide

Last Revised: August 03, 2023

Copyright © 2023 Tenable, Inc. All rights reserved. Tenable, Tenable Nessus, Tenable Lumin, Assure, and the Tenable logo are registered trademarks of Tenable, Inc. or its affiliates. All other

products or services are trademarks of their respective owners.



Table of Contents

Welcome to the Tenable Plugin for JIRA ... . 3
Pr e e qQUISI S 5
InStall 6
CON U 8
Configure Tenable Vulnerability Management ... ... .. 9
Configure Tenable Security Center . 13
Add Projects to JIRA 17
Custom Fields and Filters Created in JIRA ... 19
Create Filters with Custom Fields created in JIRA ... ... ... 24
Set Log LeVel 27
RSB PIUGIN L 28
Manage 29
Sync JIRA Issues with the Tenable Plugin for JIRA . . . . . . 30
Search for Vulnerabilities ...l 31
Search for Scheduler Job Information ...l 33
Search for System Information ... 34
Upgrade Add-0N 35
Disable the Tenable Plugin for JIRA . 36
Uninstall the Add-0n ... 37
Troubleshooting ... 38
APl U S a0 39



O

Welcome to the Tenable Plugin for JIRA

The Tenable Plugin for JIRA provides users with the organizational convenience of managing vul-

nerabilities detected in Tenable Vulnerability Management and Tenable Security Center. When you

install the plugin, custom fields are created in JIRA. The application uses these custom fields to

organize and manage vulnerabilities detected when running vulnerability scans.

The Tenable Plugin for JIRA receives vulnerability data from Tenable Vulnerability Management and

Tenable Security Center on a scheduled basis and creates JIRA issues for each vulnerability in the

project that you specify. The application creates JIRA tickets according to the following:

For every vulnerability plugin, we create a vulnerability issue.

For every affected asset, we create a vulnerable host issue and blocking link to the related vul-
nerability issue. A linked issue is created under the vulnerability task.

As assets are remediated, vulnerable host tickets are marked as resolved.

If all vulnerable host issues related to a vulnerability issue are marked as resolved, the vul-
nerability issue is marked as resolved.

If an asset is found to have a vulnerability again, but was previously resolved, the integration
reopens the vulnerable host issue.

If a vulnerability issue is marked as resolved and a new vulnerable host issue is linked to it, or
a prior vulnerable host issue that was resolved, the vulnerability issue is reopened.

If Tenable Vulnerability Management assets are marked as terminated or deleted, the integ-
ration resolves all related vulnerable host issues.

All data imports from Tenable Vulnerability Management use the last_found or 1last_seen
fields. This ensures that all issues are updated whenever new information becomes available.

All data imports from Tenable Security Center use the 1last_found and last_seen fields.
This ensures that all issues are updated whenever new information becomes available.

In Tenable Vulnerability Management, the vulnerability issue and vulnerable host issue titles are

automatically generated using the following formula:
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* Vulnerability = pluginname + protocol + port + severity
e Vulnerable Host = IPV4 + FODN

In Tenable Security Center, the vulnerability issue and vulnerable host Issue titles are automatically

generated using the following formula:
* Vulnerability = pluginname + protocol + port + severity

* Vulnerable Host = IPV4 + dnsName + repositoryid

Note: When you have an open Jira ticket and the integration closes it, the Tenable app does not update
the Resolution field in the integration. The Resolution field is one of the fields that the Tenable app does
not interact with. When you update your Jira ticket from open to closed/fixed/resolved, etc., the Res-
olution field in the Jira integration stays at "Unresolved."




Prerequisites

Meet the following prerequisites before installing and using the on-premises (locally installed) Jira
plugin:

* Install the compatible Tenable plugin for your JIRA version. For version compatibility, see the
following version compatibility table.

* |f integrating with Tenable Security Center, use Tenable Security Center version 5.7 or later.

* Be a member of one of the following user groups in JIRA: jira-administrators, jira-soft-

ware-users, jira-core-users, or jira-servicedesk-users.

* Projects cannot have mandatory fields or configured validators.

Version Compatibility

Software JIRA Version Tenable Plugin Version
JIRA Software 8.5-9.9.0 10.1.8
JIRA Core 8.5-9.9.0 10.1.8
JIRA Service Desk 8.56-9.9.0 10.1.8
JIRA Data Center 8.6-9.9.0 10.1.8



Install

Before you begin:
* Meet the requirements on the Prerequisites page.
* You must have administrative access privileges in JIRA.

* Download the Tenable Plugin for JIRA OBR file to your computer from the Tenable Integ-
rations Downloads page.

To install the Tenable Plugin for JIRA:

1. Login to JIRA.

2 Click {}¥ > Add-ons.

3. In the left column, click Manage apps.
The Manage apps page appears.
4. At the top of the Manage apps section page, click Upload app.
The Upload app window appears.
5. Select the Tenable Plugin for JIRA OBR file you downloaded.
6. Click Upload.
A new window displays the installation progress.

After the installation completes, a confirmation appears.


https://www.tenable.com/downloads/integrations
https://www.tenable.com/downloads/integrations
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7. Click Close to close the confirmation window.
8. To see the installation update, refresh the page.
9. To confirm the installation was successful, click Manage apps > User Installed Add-ons.

If the installation was successful, the Tenable Plugin for JIRA appears in the list of add-ons.

Note: You can also verify the installation by viewing the Tenable.io Configuration section in the left nav-
igation pane of the Add-ons page.




Configure

Complete the following steps to configure the Tenable Plugin for JIRA:
Initial Configuration

1. Add Project to JIRA

2. Configure Tenable Vulnerability Management for JIRA or

Configure Tenable Security Center for JIRA

3. Set Log Level

After Initial Configuration

1. Reset the Add-on
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Configure Tenable Vulnerability Management

Before you begin:
* |nstall the Tenable Plugin for JIRA.
* In JIRA, you must have administrative access privileges.

* In JIRA, identify or create the project where you want the plugin to create vulnerability issues.

Note: While configuring Tenable Vulnerability Management or Tenable Security Center for Jira, if you
select Asset in the Group By drop-down for every vulnerability, the integration creates a vulnerability issue
and blocking link to the related vulnerable host. The integration creates a linked issue under the vul-
nerability host issue.

For Tenable Vulnerability Management:

Required User Role: Administrator

* You must have your Tenable Vulnerability Management API keys.

Note: For your Tenable Vulnerability Management integration:

e Generate an APl key in Tenable Vulnerability Management to complete the configuration. See
the Tenable Vulnerability Management user guide for instructions on how to generate an
APl key. (Do not use this API key for any other third party or custom-built application or integ-
ration. It must be unique for each installed instance of the integration.)

To configure Tenable Vulnerability Management:
1. Login to JIRA.
9. Click {} > Add-ons.
3. In the left navigation pane, click Tenable.io Configuration.
The Tenable.io Configuration page appears.

4. Use the following table to fill in the appropriate JIRA options.

Option Name Description Input


https://docs.tenable.com/vulnerability-management/Content/Settings/GenerateAPIKey.htm
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Enabled

Address

Access Key

Secret Key

Sync Since

Lowest Severity
to Store

(Optional) When enabled, Tenable Vulnerability
Management starts collecting data. When dis-

abled, Tenable Vulnerability Management stops
collecting data.

Note: If you stop data collection, then start it
again, Tenable Vulnerability Management provides
data from the point where you previously stopped.

The data collection source.

Ensures user account authentication.

Ensures user account authentication

(Optional) Specifies the start date of the vul-
nerability data you want to collect from Tenable
Vulnerability Management . If you do not specify a
start date, data collection starts from the last
date you last enabled data collection.

Caution: If this option is changed, you must click
the Reset Add-on button to save this change.

Specifies the lowest level of severity of the vul-
nerabilities you want to collect from Tenable Vul-
nerability Management.

Tenable Vulnerability Management severity levels
include the following:

* info - The vulnerability has a CVSS score of
0

* low - The vulnerability has a CVSS score

_]0_

Check box

[P address or

hostname

User access
key

User secret key
Date

mm/dd/yyyy
hh:mm

Drop-down box



Interval

Group By

Default Project

Default User

O

between -0.1and 3.9.

* medium - The vulnerability has a CVSS
score between 4.0 and 6.9.

* high - The vulnerability has a CVSS score
between 7.0 and 9.9.

* critical - The vulnerability has a CVSS score
of 10.0.

Specifies the interval, in minutes, at which JIRA
queries Tenable Vulnerability Management for vul-
nerability data. This interval must be set between
60 and 1,440 minutes.

Specifies the grouping mechanism to use when
creating JIRA tickets.

* Vulnerability - Ticket will be group by vul-
nerability ticket.

* Asset - Ticket will be group by asset ticket.

Note: This drop-down will only be enabled if you
choose a new project in the Default Project drop-
down.

Specifies the project where JIRA creates new vul-
nerability issues.

Caution: If you change this option after initial con-
figuration, you must click Reset Add-0On to save
your change.

Specifies the user to whom the plugin auto-
matically assigns the vulnerability issues.

-11-

Minutes

Drop-down box

Drop-down box

Drop-down box
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Note: The list only displays users that are mem-

bers of the following groups: jira-administrators,
jira-software-users, jira-core-users, and jira-ser-
vicedesk-users.

Default Reporter Specifies the owner of all items in Jira created Drop-down box
from add-on.

Note: The list only displays users that are mem-
bers of the following group: jira-administrators.

Enable Proxy (Optional) Enables the plugin to collect Tenable Check box and
Vulnerability Management data via a proxy server.  text boxes
If you select this option, the plug- in prompts you
to enter the following:

* URL - (Required) The URL of the proxy

server.

* Username - (Optional) The username that
JIRA uses to connect to the proxy server.

* Password - (Optional) The password that
JIRA uses to connect to the proxy server.

Note: The username and password are optional if
you use a proxy without authentication.

5. Click Save, or if you have changed the Default Project or Sync Since options, click Reset Add-
on.

6. Once the configuration is saved, the plugin creates custom fields in JIRA.

-12 -
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Configure Tenable Security Center

Before you begin:

* You must have Tenable Security Center 5.7+.

You must have the Security Manager role in Tenable Security Center.

| Note: See the Tenable Security Center User Guide for information about user role configuration.

Install the Tenable Plugin for JIRA.

In JIRA, identify or create the project where you want the plugin to create vulnerability issues.

You must have administrative access privileges in JIRA.

For plugin versions 10.1.0 and later, you must use API keys for authentication.

| Note: For more information about API keys, see Enable API Key Authentication and Generate API Keys.

Note: While configuring Tenable Vulnerability Management or Tenable Security Center for Jira, if you
select Asset in the Group By drop-down for every vulnerability, the integration creates a vulnerability issue
and blocking link to the related vulnerable host. The integration creates a linked issue under the vul-
nerability host issue.

To configure Tenable Security Center:
1. Login to JIRA.
2. Click {¥ > Add-ons.
3. In the left navigation pane, click Tenable.sc Configuration.
The Tenable.sc Configuration page appears.

4. Use the following table to fill in the appropriate JIRA options.

Option Name Description Input

Enabled (Optional) When enabled, Tenable Security Center  Check box
starts collecting data. When disabled, Tenable

_]3_
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Address

Access Key

Secret Key

Sync Since

Lowest Severity
to Store

Security Center stops collecting data.

Note: If you stop data collection, then start it
again, Tenable Security Center provides data from
the point where you previously stopped.

The data collection source.

Ensures user account authentication.

Ensures user account authentication

(Optional) Specifies the start date of the vul-
nerability data you want to collect from Tenable
Security Center. If you do not specify a start
date, data collection starts from the last date you
last enabled data collection.

Caution: If this option is changed, you must click
the Reset Add-on button to save this change.

Specifies the lowest level of severity of the vul-
nerabilities you want to collect from Tenable
Security Center.

Tenable Security Center severity levels include
the following:

* info - The vulnerability has a CVSS score of
0

* low - The vulnerability has a CVSS score
between -0.1and 3.9.

* medium - The vulnerability has a CVSS
score between 4.0 and 6.9.

-14 -

[P address or
hostname

User access
key

User secret key
Date

mm/dd/yyyy
hh:mm

Drop-down box
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Query Name

Interval

Default Project

Default Assignee

Default Reporter

* high - The vulnerability has a CVSS score
between 7.0 and 9.9

e critical - The vulnerability has a CVSS score
of 10.0

Specifies the user-created query name. (Case
Sensitive)

Note: Select Vulnerability Detail List as the tool to
use against the data from the drop-down in the
top-left of the page.

Specifies the interval, in minutes, at which JIRA
queries Tenable Security Center for vulnerability
data. This interval must be set between 60 and
1,440 minutes.

Specifies the project where JIRA creates new vul-
nerability issues.

Caution: If you change this option after initial con-
figuration, you must click Reset Add-On to save
your change.

Specifies the user to whom the plugin auto-
matically assigns the vulnerability issues.

Note: The list only displays users that are mem-

bers of the following groups: jira-administrators,
jira-software-users, jira-core-users, and jira-ser-
vicedesk-users.

Specifies the owner of all items in Jira created
from add-on.

l Note: The list only displays users that are mem-

-15 -

Drop-down box

Minutes
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Drop-down box
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I bers of the following group: jira-administrators.

Enable Proxy (Optional) Enables the plugin to collect Tenable Check box and
Security Center data via a proxy server. If you text boxes
select this option, the plug- in prompts you to
enter the following:

* URL - (Required) The URL of the proxy
server.

* Username - (Optional) The username that
JIRA uses to connect to the proxy server.

» Password - (Optional) The password that
JIRA uses to connect to the proxy server.

Note: The username and password are optional if
you use a proxy without authentication.

Verify SSL If enabled, JIRA verifies the SSL Certificate in Check box
Tenable Security Center.

5. Click Save, or if you have changed the Default Project or Sync Since options, click Reset Add-
on.

6. Once the configuration is saved, the plugin creates custom fields in JIRA.

-16 -



Add Projects to JIRA

You can add projects to JIRA to manage Tenable vulnerabilities.

Note: Users who manage projects must have the following permissions selected: create issue, edit issue,
resolve issue, and link issue. You can set these permissions in the permissions section of the JIRA Plugin
for Tenable Vulnerability Management configuration page. For additional information about permissions,
see the JIRA documentation.

Before you begin:

* You must have administrative access privileges in JIRA.

To add projects to JIRA:

1.

2.

Log in to JIRA.

Click £} > Projects.

Click the Create Project button.

Select Tenable Vulnerability Management (recommended) or any type that you want.

Note: Do one of the following:

e |f you configured the Tenable Plugin for JIRA, select Tenable Vulnerability Management. Ten-
able recommends you use this project type for managing vulnerability issues in JIRA.

Click Next.

Type the information in the corresponding fields.

Option Name Description

Name The name of the project.

Project Key (Optional) A unique key identifying the project in
JIRA. This value is automatically populated when
you type the project name. However, you can manu-
ally change it.

Project Lead (Optional) The JIRA user who owns the project.

-17 -
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Note: Depending on the project type you select, JIRA may prompt you for additional project con-
figuration. For more information, see the Atlassian JIRA documentation.

7. Click Submit.

The New Project window opens.

Note: The empty project syncs once you select this project as your Default Project on the Tenable
Vulnerability Management Configuration or Tenable Security Center Configuration page.

_'|8_
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Custom Fields and Filters Created in JIRA

Custom fields are created when the Tenable Plugin for JIRA is installed. Custom fields are either
text area, which you can modify, or read-only field, which you cannot modify. You can also create fil-
ters with the custom fields created in JIRA.

I Note: There may be conflict if a custom field is created manually or as part of another plugin.

Note: While configuring Tenable Vulnerability Management or Tenable Security Center for Jira, if you
select Asset in the Group By drop-down, several fields (Tenable Port, Tenable Protocol, Tenable First
Found, Tenable Last Fixed, and Tenable State) are moved from the Vulnerable Host issue type to the Vul-
nerability issue type, while the Tenable Severity field is removed from the Vulnerable Host issue type.

Vulnerability

Field Name Type Definition

Tenable BID text area The Bugtraq ID for the plugin that identified the vul-
nerability.

Tenable CVE text area The Common Vulnerability and Exposure (CVE) ID for the
plugin.

Tenable CVSSv3 read-only The CVSSv3 base score (intrinsic and fundamental char-

Base Score field acteristics of a vulnerability that are constant over time
and user environments).

Tenable CVSSv3 read-only The CVSSv3 temporal score (characteristics of a vul-

Temporal Score field nerability that change over time, but not among user
environments).

Tenable CVSSv2 read-only The CVSSv2 base score (intrinsic and fundamental char-

Base Score field acteristics of a vulnerability that are constant over time
and user environments).

Tenable CVSSv2 read-only The CVSSv2 temporal score (characteristics of a vul-

Temporal Score field nerability that change over time but not among user

environments).

_]9_
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Tenable plugin Fam- read-only The family of the plugin that identified the vulnerability.
ily field For more information about plugin families, see
https://www.tenable.com/plugins.

Tenable plugin ID read-only The ID of the plugin that identified the vulnerability.
field

Tenable MS Bulletin read-only The Microsoft security bulletin that the plugin covers.
field

Tenable Vul- read-only The name of the plugin that identified the vulnerability.

nerability Title field

Tenable Solution read-only Remediation information for the vulnerability.
field

Tenable Severity read-only The code for the severity originally assigned to a vul-
field nerability before a user recasts the risk associated with

the vulnerability.

Tenable Source read-only Determines if the application is connected to Tenable
field Vulnerability Management or Tenable Security Center.

Tenable Short read-only A short description of the plugin.

Description field

Tenable VPR Scores read-only VPR is a dynamic companion to the data provided by the
field vulnerability's CVSS score. Values range from 0.1 to 10.0,

with a higher value representing a higher likelihood of

exploit.
Vulnerable Host
Field Name Type Definition
Tenable Agent UUID read-only field The UUID of the agent that per-
formed the scan where the vul-
nerability was found.
Tenable Device Type read-only field The type of asset where the vul-

_20_


https://www.tenable.com/plugins

Tenable FODN

Tenable Hostname

Tenable Asset UUID

Tenable IPv4

Tenable IPv6

Tenable MAC Address

Tenable NetBIOS Name

Tenable Plugin Output

Tenable Port

Tenable Protocol

Tenable Service

read-only field

read-only field

read-only field

read-only field

read-only field

read-only field

read-only field

text area

read-only field

read-only field

read-only field

-21-

nerability was found.

The fully qualified domain name
of the asset where a scan
found the vulnerability.

The hostname of the asset
where a scan found the vul-
nerability.

The UUID of the asset where a
scan found the vulnerability.

The IPv4 address of the asset
where a scan found the vul-
nerability.

The IPv6 address of the asset
where a scan found the vul-
nerability.

The MAC address of the asset
where a scan found the vul-
nerability.

The NETBIOS name of the
asset where a scan found the
vulnerability.

The text output of the Nessus

scanner.

The port the scanner used to

communicate with the asset.

The protocol the scanner used
to communicate with the asset.

The service the scanner used
to communicate with the asset.
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Tenable Severity

Tenable First Found

Tenable Last Fixed

read-only field

read-only field

read-only field

-22 -

The severity of the vulnerability
as defined using the Common
Vulnerability Scoring System
(CVSS) base score. Possible val-

ues are:

* info - The vulnerability
has a CVSS score of 0.

* low - The vulnerability has
a CVSS score between 0.1
and 3.9.

* medium - The vul-
nerability has a CVSS
score between 4.0 and
6.9.

* high - The vulnerability
has a CVSS score
between 7.0 and 9.9.

* critical - The vulnerability
has a CVSS score of 10.0."

The date on which the vul-
nerability was first found on the
asset.

The date on which the vul-
nerability was last fixed on the
asset. Tenable Vulnerability
Management updates the vul-
nerability state to fixed when a
scan no longer detects a pre-
viously detected vulnerability
on the asset.
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Tenable State

Tenable Source

Tenable Security Center Repos-
itory ID

Tenable Security Center Repos-
itory Name

read-only field

read-only field

read-only field

read-only field

_23_

The state of the vulnerability as
determined by the Tenable Vul-
nerability Management state
service. Possible values are:

* open - The vulnerability is
currently present on an
asset.

* reopened - The vul-
nerability was previously
marked as fixed on an
asset, but detected again
by a new scan.

* fixed - The vulnerability
was present on an asset,
but is no longer detected.

Determines if the application is
connected to Tenable Vul-
nerability Management or Ten-
able Security Center.

The repository identification
manager.

A user-friendly name for the
repository.
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Create Filters with Custom Fields created in JIRA

To create a filter with custom fields:
1. Login to JIRA.

2. In the search bar, enter the custom fields you want to create a filter for.

Dashboards v Projects v Issues v More v Create

Search| saeas <& Share  @hExport v {3 Tools v
© "Tenable Port" ~ 0 AND "Tenable Protocol" ~ "TCP" ® m Basic ;o v
: Reporter:
Order by o I Labels:

3. In the upper-left, click Save as.

The Save filter pop-up appears.

- 24 -



Save filter

Filter Name* | PORT O Filter]

Enter a name for this Filter

L\ Cancel

4. In the text box, enter a new filter name for your new filter.

Your new filter appears in your list of filters in the left panel.

_25_



© Jira Software Dashboards v Projects v More
New search « PORT O Filter saveas Details %
Find filters © "Tenable Port" ~ 0 AND "Tenable Protocol" ~
FILTERS
My open issues Order b v t \
yop Yy I m
Reported by me |
Q VULN-2 '
All issues 214.15.174.181 - 214-15-... |
Open Issues . ¢ VULN-18
Done issues : 214.15.174.181 - 214‘15'...
# C
Viewed recently {3 VULN-8
created recently 21415.174181 - 214‘1 5'... v Detall
Resolved recently O VULN-14 Type:
214.15.174.181 - 214-15-... {':_)Vul
Updated recently
- Resolu
{) VULN-4
Labels
VULN-6 Aone

214.15.174.181 - 214-15-...

VULN-10

_26_



Set Log Level

You can set or modify the log level for the Tenable Plugin for JIRA.

Before you begin:

* You must have administrative access privileges in JIRA.

To set the log level:
1. Login to JIRA.
2. Click {} > System.
The System page appears.
3. In the left-hand column, click Logging and Profiling.
The log file page appears.
4. Scroll to the Default Loggers section.

5. Click the desired setting for the Set Logging Level option.

-27 -



Reset Plugin

Reset the Tenable Plugin for JIRA if you want to change the plugin configuration anytime after
JIRA has created an issue for a Tenable vulnerability. This avoids conflicts between vulnerabilities
created in previous projects and new projects. When you reset the plugin, it returns to a Factory
New status and begins the sync from the selected Sync Since date.

To reset the plugin:

1. Repeat configuration steps.
2. Click Reset.

_28_



Manage

See the following sections for steps on managing the Tenable Plugin for JIRA:

¢ Sync Add-on

Search for Vulnerabilities

Search for Scheduler Job Information

Search for System Information

Upgrade

Disable

Uninstall

_29_
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Sync JIRA Issues with the Tenable Plugin for JIRA

Use the Sync option to start data collection.

To sync JIRA issues with the plugin:
1. Login to JIRA.
2. Click{} > Add-ons.
3. Click Tenable.io Configuration or Tenable.sc Configuration.
The selected configuration page appears.
4. Click the Sync button.
A Warning appears.

5. Click Yes to start the sync.

I Note: The data collection starts from last time you enabled data collection.

_30_



Search for Vulnerabilities

You can use the Tenable Plugin for JIRA tool to search for issues related to specific vulnerabilities.
You can perform basic, custom field, and advanced searches.

Basic Search
1. In the top navigation bar, click Issues > Search for Issues.
2. Select the Project, Type, and Status.

3. Click Search.

Custom Field Search
1. In the top navigation bar, click Issues > Search for Issues.
2. Select the Project, Type, and Status.

3. Inthe row of Search options, click More v .

A drop-down box appears.

Search Sweas

Test Demo Praj.. »  wilnerabilities »  Open »  Assignes: All m Acvanced
v o
1-410f 41 L2 Recent Criteria

T Key Summary Assignes Repai CVE gclution  Cn

B TOPX-T0 550v3 Padding Ovacle On Downgraded Legacy  itsystemsi@crestdatasys.com  itsys Al Criteria wesohved 13
Encryption in Cisco ASA Software (cisog-sa- oVE
20141015-poodie) (POODLE) - TCP - 0 - medium

E) TOPX-63 SUSE SLES11 Security Update : curl (SUSE-SU- itsystems@crestdatasys.com  iLsystems@onestdatasys com OPEN  Uivesolved 13
20M6:24485-1) - TCP - O - maediem

4. In the drop-down text box, enter the custom type (for example, CVE, BDE, etc.).
Results appear.
5. From the drop-down box, select a custom field.

6. Enter the search value in the text box (for example, enter CVE-2016-5420).

_3']_
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Search  Swes Sshae gt

Teit Do Picj.. »  dneablites v Open »  Assigoes Al i ’ [ m Advanced
OWE: OVE-2016-5420 + @

=at1ld
T ey Summary Aspgras Reparter P St Reoktion  Crested Updated  Owe  Dev

B TOF-ES  SUSE SLEST Security Update : cur [SUSE-SU- itstems@oetdatasicom  Lystems@orestdatays.com obin Usresoleed  13/SepME  13/5ep18
2016:2449-1) - TP - 0 - mecizm

10183

Advanced Search
1. In the top navigation bar, click Issues > Search for Issues.
2. Select the Project, Type, and Status.
3. In the Search options row, click Advanced.

A text box appears.

Search Swess

Project: All »  Typec All ~ Status: All »  Assignee: All ~ ndains fe More = Advanced
1-50 of 8800 12

T Eey Summary Asiignes Reporter P Satui Resolstion ©
B TM-26  DCE Services Enumeration - TCP - 43018 - info  itsystems@crestdatasys.com  itsystemsi@icrestdatasys. com opeN  Linresolved 1

TTM-25 10000023 itsystems@crestdatasys. com  iLsysterms@erestdatans com orEN  Unresolved 1

4. Enter a query or specific vulnerability information in the text box.

Search ssem a2 Share i Epeet O ki v
@ project = TDPCAND digustyps = velreiabdities AND i2itus = O AND VE ~ QN 2016-5420 @ [ . =
IET LIRS Cokms
T ey Semmary s Rapre P ofmns  Reslwies  Cesed Updined Dub Dewebspeim

i | B TORM-G5 SUSE SESYT Secunty Update s curd (SUSE-SU-  Eeptermi@orestdatanyioom  ibeytemsoresidatasys com oo Unesobed 14 SeptB 1Gen18
207 G2485-1) - TCP - 0 - masdum

B ER ¢

5. Click Search.
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Search for Scheduler Job Information

You can use the Tenable Plugin for JIRA to search for scheduler information.

Before you begin:

* You must have administrative access privileges.

To search for scheduler job information:

1. Login to JIRA.

2. Click {} > System.

3. Click General Configuration > Scheduler Details.
4. Navigate to com.tenable.jira.plugin.scheduler.impl.TenabledobRunnerimpl.

5. Click to view the logs pertaining to the scheduled task.
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Search for System Information

Before you begin:

* You must have administrative access privileges in JIRA.

To search for system information:
1. Login to JIRA.
9. Click{¥ > System.
3. Click General Configuration > System Info.
A search box appears.

4. Search for "Tenable."

I Note: You can search for all parameters on the configuration page.
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Upgrade Add-on

To upgrade to the latest version of the Tenable Plugin for JIRA:
1. Follow the installation steps.
2. Verify your credentials.
* For Tenable Vulnerability Management, re-enter your API keys.
* For Tenable Security Center, re-enter your APl keys.
3. Click Save.

After the upgrade, and re-entering your credentials, the data collection automatically starts

from the last sync.

4. (Optional) If you want all VPR scores filled out you must click Reset Add-On.

| Note: If you are a Tenable Security Center user you must use APl keys for authentication.

| Note: If you upgrade and don't set a default assignee, the integration continues to work as before.

_35_



O

Disable the Tenable Plugin for JIRA

Before you begin:
* You must have administrative access privileges.
To disable the add-on:
1. Login to JIRA.
2. Click {¥ > Add-ons.
3. In the left column, click Manage apps.
The Manage apps page appears.
4. Scroll to find the Tenable.io JIRA Plugin or Tenable.sc JIRA Plugin application listing.
5. Click to expand the Tenable.io JIRA Plugin or Tenable.sc JIRA Plugin application listing.
6. Click the Disable button.

The plugin is disabled and the syncing stops.

I Note: The scheduler details are removed from the scheduler detail page when the add-on is disabled.

Note: If the add-on is uninstalled or disabled, the configuration details remain stored on the System Info
page.
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Uninstall the Add-on

Before you begin:
* You must have administrative access privileges.
To uninstall the add-on:
1. Login to Jira.
2. Click {¥ > Add-ons.
3. In the left column, click Manage apps.
The Manage-apps page appears.
4. Scroll to find Tenable.io JIRA Plugin or Tenable.sc JIRA Plugin.
5. Click to expand the Tenable.io JIRA Plugin or Tenable.sc JIRA Plugin option.
6. Click the Uninstall button.
The Uninstall app window appears.

7. Click Uninstall app.

Note: If the add-on is uninstalled or disabled, the configuration details remain stored on the System Info
page.
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Troubleshooting

1. Can | create a custom field in the Tenable Plugin for JIRA?

No, Tenable strongly advises that you do not create any custom fields in the JIRA project used
to sync to Tenable vulnerabilities. This prevents an override or collide with our custom fields.

2. Can | create a custom workflow in the Tenable Plugin for JIRA?

No, you cannot create a custom workflow because the plugin automatically closes tickets
based on the workflow statuses.

3. Will | get updates for manually deleted or moved JIRA tickets?

If you manually delete or move a JIRA ticket (Vulnerability or Vulnerable Host), you may not get
updates for future events that occur for that same vulnerability.

4. Where do | look if | encounter an issue?

Refer to the log file located at /var/atlassian/application-data/jir-
a/log/Atlassian-jira.log.

5. The Plugin page in JIRA states "This add-on is not compatible with your current Jira ver-
sion.”"How do | correct this?

Install the correct Tenable plugin for your JIRA version. The version compatibility for your Ten-
able plugin and JIRA version is located on the Prerequisites page.

6. Can | make certain fields required for the tickets the integration creates?

No. The Tenable Plugin for JIRA does not fill out every field every time. You must configure
tickets the Tenable Plugin for JIRA interacts with to have no required fields.
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APl Usage

View the following links for information about the APIs used by the JIRA plugin to collect and
update vulnerabilities imported from Tenable applications.

I Note: You can view and try out all of the supported Tenable APl endpoints in the Tenable Developer Portal.

Tenable Vulnerability Management

The JIRA plugin uses the following APIs to collect open, reopen, and fix vulnerabilities:
* https://cloud.tenable.com/vulns/export
e https://cloud.tenable.com/vulns/export/{id}/status
* https://cloud.tenable.com/vulns/export/{id}/chunks/{chunk_id}

The JIRA plugin uses the following APIs to find assets that were terminated or deleted to close the
related vulnerable issues for those assets:

* https://cloud.tenable.com/assets/export
e https://cloud.tenable.com/assets/export/{id}/status

e https://cloud.tenable.com/assets/export/{id}/chunks/{chunk_id}

Tenable Security Center
The JIRA plugin uses the following APIs to collect open, reopen, and fix vulnerabilities:

e https://docs.tenable.com/security-center/api/Analysis.html
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