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THE POWER OF THE TENABLE SOLUTION PORTFOLIO
IN-OPERATIONAL TECHNOLOGY ENVIRONMENTS

Convergence of once separated IT and OT infrastructures is well underway.

And whether an organization has purposely converged these two areas to gain
efficiencies and cost savings, or whether the organization has “accidentally
converged”their environments, there are new risk factors that can directly impact
the seamless operation of OT infrastructures.

Zone Defense Misses Threats

New attack vectorsin converged environments combined with an expanding
attack surface across IT and OT operations, highlights the need to reduce risk and
secure operations. It has become a core responsibility across all departments
rather thanjust residing with one. As such, OT security personnel must have full
visibility and situational awareness into the OT environment including IT assets
thatreside inthe OT environment. Conversely, IT personnel can only properly
perform their roles by having a comprehensive across the operating environment.

Recent attacks in critical infrastructure and manufacturing organizations have
been architected to take advantage of blindspots between IT and OT. In order to
reduce risk and thwart these attack vectors, security can no longer be delivered
as a point product that myopically deals with one attack type on a single part of the
environment. This is what the power of Tenable’s solution portfolio addresses.

THE POWER OF THE PORTFOLIO

Tenable.ot: Securing Operational Technology (OT)

Airgapped industrial operations used to be the best and only way to secure OT
environments. But with the convergence of IT and OT, airgapping is no longer a
viable security solution. Tenable.ot disrupts attack paths and protects industrial
and critical infrastructure from cyber threats. From inventory management and
asset tracking to threat detection at the device and network level, vulnerability
management and configuration control, Tenable’s OT security capabilities
maximize your visibility, security, and control across your entire operations.

Tenable.ot is designed to secure operational technology environments. Because risk and
security threats may originate and propagate across the organization, Tenable's product
portfolio is fully integrated as a solution to identify risk and arrest threats wherever it resides.
This is the power of the Tenable solution portfolio.

Portfolio Highlights

« Converged OT Environments
Organizations no longer operate in
silos, nor do the threats that laterally
propagate across them.

- Leadership
Tenable is a leader that recognizes
emerging threat trends. We have
the resources and expertise to build
solutions in which each product is
designed to work together to solve
clear and present security threats.

» Secure OT Operations
Gain the visibility, security and control
needed across OT operations.

- Manage Vulnerabilities
Whether on premises or in the cloud,
identify, prioritize and manage
vulnerabilities wherever they may be
and before they become exploits.

« Address Active Directory
Active Directory is ubiquitous in a
converged environment. Address
misconfigurations and credentialing
issues before they are used as a vector
for an attack.



Tenable.sc: A Unified Risk-Based Approach

Tenable.sc can help you understand your risk and prioritize
which vulnerabilities to address first. Get arisk-based view

of your security and compliance posture so you can quickly
identify, investigate and prioritize your most critical assets and
vulnerabilities. Tenable.ot and Tenable.sc are fully integrated
and provide the industry’s most comprehensive on-premises
vulnerability coverage and intelligence solution with real-time
continuous assessment for both your IT and OT environment.

When leveraged as a solution, Tenable.ot will identify and push all
vulnerability data to Tenable.sc. Security personnel will gain full visibility,
prioritization and risk mitigation tracking for all vulnerabilities whether
they are in the IT and/or OT environment.

Tenable.io: See Everything From The Cloud

Get cloud-based vulnerability management for comprehensive
intelligence into the assets and vulnerabilities in your
organization. When combined as a solution with Tenable.ot,
complete vulnerability assessment and management extends
beyond IT to include your entire OT environment.

Managed in the cloud and powered by Nessus technology,
Tenable.io provides the industry’s most comprehensive
vulnerability coverage with the ability to predict which
security issues to remediate first.

Gating Starmed with Tenatse ot

The Tenable.io - Tenable.ot solution provides a comprehensive view and
prioritization risk using the power of the cloud.
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Tenable.ad: Disrupt Attack Paths Where
They Start

Active Directory(AD)has become a favored target

for attackersto elevate privileges and facilitate

lateral movement by leveraging known flaws and
misconfigurations. This has become one of the key
attackvectorsin gaining access to industrial and critical
infrastructure environments. Tenable.ad and Tenable.ot
work together to ensure that flaws and misconfigurations
do not allow access to unauthorized individuals from the
outside. Tenable.ot ensures the security inside the OT
environment thus thwarting command and control activity
as well as the lateral proliferation of attacks.
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Whether the attack originates from outside or from within, Tenable.ad +
Tenable.ot can block the entry and proliferation of attacks that can wreak
havoc in your organization.

Riskisallaround us and the threat landscape is dynamic.
Tenable's solution portfolio strategy is designed to work
together for maximum visibility, coverage and reduction of risk.

About Tenable

Tenable®is the Cyber Exposure company. Approximately
40,000 organizations around the globe rely on Tenable to
understand and reduce cyberrisk. As the creator of Nessus®,
Tenable extended its expertise in vulnerabilities to deliver

the world's first platform to see and secure any digital asset
onany computing platform. Tenable customers include
approximately 60 percent of the Fortune 500, approximately
40 percent of the Global 2000, and large government agencies.
Learn more at tenable.com.

For More Information: Please visit tenable.com
Contact Us: Please email us at sales@tenable.com
orvisit tenable.com/contact
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